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A Message from the Inspector General

hese ang xciting and challenging Times a1 the LS. Postal

Saervice, which has just reported its third straight proftabie

year. The Postal Inspection Sendce. through its proactive

efiorts, has contnbutad o the continued swocess of the

Postal Service. For example, the Inspection Sanice larget.-
ol the workers' compensalion area a5 A high pricnty 1o combal pro-
gram fraud, resulting in milions of dollars in cost-avoidance Savings.
The Office of Inspector General (O3] looks forward 10 assisting postal
management by reewang high-resk arsas and improving the efficiency
of program operations. We ara proud 10 be pan of thess times and
eager to help the Postal Serice meat future challenges. and achire
CONBNU SUCOsss,

As nesw contnbutons 1o Postal Senice operations, the OIG & mpressed
by i prodessonalism and decicabion of postal workens. The Postal
Senice reported prooessing a staggening B3 milion peces of masl
cafy and rasches neary 128 millon addressaes natiomaida, The Postal
Service also repored achieving a high percentage of on-time dady
clesvenes 10 Customens. This level of acheverment s atiributed to tha
mnceation, 1he extansie uwse of acvanced automated technology, and
the clabermination and oyvalty of Postal Service employees.

The OIG faces a unique challenge of simullaneously building an onga-
mzaton and perorrmng reniews to strengthen postal operations. To
that end, wa have begun work on our strategic plan and developed a
five-year hing ptan. in the past six months, we have grown from 12
1o 109 employees and plan 1o morne than double the size of the onga-
mmnmmm.mmmmwmw
processes thit enabie ws 0 meet our customsns' neads. For exam-
ple, we establshed & tol-fres hotlne number, which Decame opara-
tional August 1997, 1o receive alegations conciming fraud, waste,
dse and mismanagemend, Furthor, we ane performing reviess of
significand Postal Sendice operations, including fnancial statements,
R Qirration, labor management, workers” compensation and
contracting, and aiso pronading oversight of the Inspection Sendice.

During this reporting period, we recaived audt and investigatie Sup-
port from the Postal inspection Senace, A tolal of 253 audd raports
and 324 Revenie and Assel Protection Program reports wiss ssisd,
A total of 76 contract awdits questioned £3.4 million from post-awand
audits and recommended phice adustments of $23.8 million from pog-
awid cEts. The 134 audis of financial instaliations and district
accounting offices, together with 256 revenus imestigations, resulled
in the identification of S25.8 million in revenue deficiencies. Postal
Ingpection Senice evestigalions rsulled in the armests of 5,317 ing-
wicats, and 3,172 indniduals were comacied on charges from this
and prior figcal years. The Postal Inspection Senvce aiso focused on
Ehe Controls associated with major Postal Sendcn programs, and
postal management took action on a number of Inspection Sendcn
recommandatons to enhance postal processes,

This Serméannual Report 1o Congrass highlights significant activities
and pocomplishments of the OIG and the Postal nspection Sandca
from Ageil 1 through Septermber 30, 1987, Submission of this repon
Tufils. thr repaorting requinements of the Inspector General Act [Public
Laws 95-452 and 100-504) and 1he Mail Onder Conaumer Profection
ACt (30 USC 3031). We appreciate the continued suppont and
assstance of the inspection Senvice and look forward 10 partmering
with them o masimioe the use of our resources. We also want 1o
acknowiedge the continusd suppor of the Postal Sendce Govemons,
the Congress and Postal Senvice management and amployees.

Fescal Year 1998 will be a demanding period in the growth of both the
Postal Sendacn and the 00G. Tha Postal Serdon faces marny financial
and management challenges 10 continue 10 malch b5 recent suCoess-
5. Thex OIG faces many start-up challenges, including the need 1o
pian, conduct and complole audits and imeestigations that improve the
efficiency of operations and prevent and datec! fraud, waste, abuse
and mismanagement. The present dynamic perod affords us the oppors
tunity to creatiely respond to thase challanges. Wi look forward 1o
responding bo these chalenges and any enthusiastic aboul our oppor-
bunity 1o contribiute to ths continued success of the Postal Sanice,

i I Loan

Septembar 30, 1997




Office of the Inspector General

History and Responsibilities of the OIG

The Office of Inspector General (OHG) was establishad in Saptermiber
1988 by Pubkc Law 100-504, Karla Corcoran was sedoctad as the frst
ingdependant inspecior General and was swom in Jamary 6, 1997,
The primary purposs of the 005 is 10 audit and nvestigale programs
and operations 10 ensure the efficiancy and intagrty of the Postal Ser-
wica, Furthar, The liw Specifies that the OIG has oversight authorty for
activities performad by the Postal Inspaction Senacs,

The Inspactor Ganeral, who 5 independent of postal management, is
appointed by and repons directly 1o the nine presidentially appontad
Govemnors of the Postal Sanvice, Whiks thi OIG & beng estabkshed,
the Postal Inspection Senvice has continued to perform reviews on
behall of the OIG through an inbenm mamorandum of understancng.
The agreement provickes that the OIG will progressively assumea thesa
resienw functions as staff increasas.

in the presvious. Semiannugl Bepot, the OIG reponied that a transition
team was assembled, an organizational Structund and a Py &nd Den-
ofits package was civeloped. and the functions performed by the OIG
and the Inspection Senvice wera designatid. Snon that e, the OIG
has aggressvely grown b 108 emplovees and continues 10 build an
infrastructurs whils parforming audds and irmeshgations. Specihic infor-
mation on the accompishments of the OIG and the Inspaction Senice
i containad in subsaquent sactions of ths repor,

Designation of Functions

To identify functions that would be performed by the OIG, a transition
team was astablished, which ncluded two members of the Postal
Inspection Sendoe and representatives from several olher agency
Inspactor General offices. Tha team denvesloped the designation of func-
tiong., wihich was appeoved in March 1987 by the Govemons ol Thi
Postal Service. This desgnation & shown in the chart on the following
page. The Postal Inspection Senice wil contnig 1o have responsibiity
for enlorcing over 200 federal statutes related 1o crimes against the
LS. Mail, the Postal Sarvios and &5 employess. The OIG will focus on
aucs and imestigations invohing postal-wide or significant =5ues

e of Inepactor General Organizational Structure

The responsibilities of the OIG, contained in the designation of func-
tions, dre comgarable 1o those performed in other 08Gs and meed the
requiremants and goals of the Inspactor General Act, In goneral, the
designation identfes work 1o be perfommed by the ORG, work 10 be
performed by the Postal Inspection Senion and work that is shared
buit not duplicated. This distribution of workkoad neragis resources
and minimizes adwerssd IMpact on NSEection Senics empioyees.

Organizational Structure

The OIG organizational structura, shown in 1h char on this page,
et 1 rxquircmionts of the kw and was dessgned to paraliel the
Postal Senvice's CustomenPariect! structune — thi Voca of the Busi-
ness, e Voios of the Customer and the Yoloe of the Employes.
Specificalty, the OIG establshed Assistant inspecions General for
Irnvesstigation and Audit, which sere the business lunctions, and
Assistant Inspeciors Genaral for Ermployss and Customer, in addibion,
thaer NG establishect Strategc Planning Ouality and Legal Counssl
teama, A el description af each urit o,

Assigtant Inspector General for Investigations

{Revenwe/Cos! Contaimment)

Tha Assistant Inspacior General for investigations, Sybaa Chwens, and
her stafl are primarily responsibia for performing investigations, audits
and ofher rinaies of revenue and cost-conamment issues. Har teams
conduct work in the areas of contracts, taclities, revenos ganerabion,

rervenie probochion and workers' compansation,

Assistant Inspecior General for Audit (Perfarmance)

Collean MoAntea, Assistan! inspecior General for Audfl, and her staf
perfom aucis, revews and investigations of the cveral programes and
operations of the Postal Service, inchuding devslopmantal and Snanci
staberment Eswes. The prmary purposs of Bhis work is 1o ensune that
program operations ae conductad econormcally and efficently and
financial statements acouralsly depict the position of the Postal Senice,

—_——




Designation of Functions

Office of Inspector General*

B Financial siaterments, including:

= ovarall opinion audts

- Quality reviews of Inspaction Service work
m  Postal-wide periommiance reviews

m  Confract sudis, exceqd pre-awand and

Postal Inspection Service

Fnancial staterments, including installation
and disiricts

Arga, district and local perloimancs reviews
Senica imestigations
Pre-gward and post-aeard conlract audits

— post-awand audits
-g ®  Developmental aucis
q m  Facility audits, inclusding: B Facdity audits, including:
- facilities construction contracts of = faciities construction contracts of
£10 milkon or mone £5 million or lass
- night of first choice on contracts valued - confracts between $5 - $10 milion not
between $5 - $10 milion performed by 1G
= leases of $1 million or more = leanos under 31 million
- repair and alterations of $1 million or mone - repair and alterations under $1 million
§  Revenue-focussd audits infernational mail)
B Rovenus cases, incuding: B Revenus cases, including:
= bnbary, kickbacks, confiicts of interast revenus I0ss delaction
- SySlemic raviews - shares with G on revenus task forca and
cilver Qrouns
B Workers' compensation cases, including: ®  Primary responsiblity for workers”
- |3 subpoanas COMpEnsaton cases
- program monfoning
o W Tor claims, ncluding: m Toet claims
= - SEM0US incidents
o - Eability reports
! B Embezriements (conduct/partner on cases B Embszdements undes $100,000
o of $100,000 or mora)
.E" 8 Expenditure cases, including: B Ependibune cases, inciuding:
0 - bribary, kickbacks, and conficts of interest - cases referred by IG
S = |ocal purchases or procursments
£ = Conducl/panner on cases invohing B Emengency responses on Cases invohing
I g | [ ERCUtves
B Internal and edernal crimes
®  Employea protection
B Sacurity
® Fraud and prohibited maiings
B Inspaction Service intermal affairs: B Inspection Senice intermal affairs:
onculives non-exscyutives
®  Computer forensics m Fomensic and technical senices
m  Hothne
Additional OIG work:
’ﬁ ®  Owersight of the Postal Inspaction Service
B Postal rale-making programs and operations
g ® Revenue generation
B Labor managament
B Elactronic commerce

“The Inspacior Ganeral has owrsight responsibiity for INSpection Serace functions. The inspector Claneral mtaing the right 16
concuctipartris with tha Postal Inspection Sensce on sudils and irmestigaions, pursunnt 1o M Rspecior Sonanal Act,
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Aszistant Inspector General for Employee

Ronaid Manmyman is the Assistant Inspector General for this anea. His
port and conduct reviews of labor/managament issues and postal
information Systems.

Assizstant Inspector General for Customer

Agsistant Inspector General Morman Hancock and his teams pronvide
infonmational and technical assistance to our intemal and extemal cus-
tomers and conduct investgatons of sansitng aas. His leems aso
prowice cversight of Inspection Senaca activities and maintain a hotline
operation for reporting fraud, waste, abuse and msmanageTen,

Assistant Inspector General for Strategic Planning and Quality
This 18am ovirsess ong-range siraleges, quality processes and inter-
nal computer systems. The stalf also includes the Forensic and Tech-

Legal Counsel

Genaral Counsel Tom Coogan and the lagal sta identify and resaarch
legal Esues and provice ndependent and specialized legal advice and
assistance 1o OIS staff in all areas of the kaw, In addtion, they process
rasaarch, Th Legal Counsal unchong as a kaison with the Postal Ser-
vice and the Department of Justice on all legal matters. The congres-
sionalpubiic relations lunchion, incheding the Freedom of information
Act, is also the responsibiity of the Lagal Coungal,

Accomplishments and Challenges

The magnitude of 1ha Lask facing the OIG & enomous. It is difficult 1o
fathom thal the OIG and s stall did nol e:xdst ning months ago. The
OIG began with nothing — no staff, organization, equipment of space.
In addition, pobces and procedunes did not exist for hinng stall and a
precadent did not exdst for taking acton on any gsue facing the OIG,
Theralore, our first priodty was bo create the onganizational infrasin-
twrer and recnut siatf.

The lollowing sections highiight accomplshments during the past six
mionihs.

Law Enforcemant

The Governors of the Postal Sendcs granbed the O full i endonce-
rrend Authonty under titke 39, which authonizes OIG Special Agents o
cube warrants and make amests. The 0I5 designed offcial badges
and nsignia (shown on the cover of this report) to enable easy identi-
cation of CHG emphneis whils performing audils and investigalions
and to ensure OIG acoess 1o approprate amsas and information. in
S30nion o obiaining kaw enforcement ecuipmant, wi propand infer-
ral imvestigatie opraling procedures conceming such issues as the
usa of deady force. Working jontly with the Postal inspection Sarvice,
thes DG alen developad a system for reviwing, Bsung and trackng
subpoenas.

Human Resouwrces

The OIG aggresshely recruited staff for the onganization and has
grown from 12 o 108 empkoyess in the past s monthe, The OIG
plars 1o mone than doulle the size of the onganization in the next 12
manths and is authorized a stafl of 380 for 1998, To erhanc the
racruing affort, the OG designed a detaled recruiling package that
auplains the organization and the pay and benefs Sysiem 10 DIoSpec-
th empIoyees.

To facilaie recrusting, the OIG implernentsd & bol-fnid viaCancy b na
{1-BBE-B44-4470), To date, 21 positions were sdvertsed on the job
line and over S00 appications wand recinsd, Prior 1o estabkshing the
job ing, the OIG received over 1,800 unsolicitad apphcations. Because
of the overwhelming responss, inlemal teams of OIG stafl wene
assembled 1o screen the qualfications of aach of thi 2,700 appkca-
tions for ernployment consisaration.

A fundarnental goal of cur recruiting efforts is 10 ensure diversity in our
workplaca, Cumently, our workionsd compnses 53 percent womsn
and 4T parcen] mien. The composition of our workdoncs i5 B0 Pt
white, 31 percant black, 4 porcent Hispanc, 2 percent Asian and an
additional 3 percant representing other groups,

infemally, the JIG devaloped porformancs slandards and awards and
evaluation systems, which include a 380-degred ivalahon By peers,
subordinates and supenisors. This innowvative concapt focuses on
tion. The OIG awards System mrrons the awarnds system used by tha
Postal Senace,

The law requires that OIG pay and benefits must be comparable to
oihir e enforcement agencies. Because a sulabis payroll sysiem
il not exdst within tha Postal Senace, postal managens ang 1aking th
laad on denoping our paToll sysiem.

Infrasiruciure

One of the mast critical and resource-intensive ansas the OIG rmmad-
abedy Taced was the creation of our infrastructung. When our office
wias created, we did nol have space, equipment, supplhies, Systems
of personned, Everything the OIG nesded had io ba designed, iocated
o ACouinsd.

VWhile the Postal Sardce could accommaodate our immediate office
space nieds, they dd not have sufficient spact avilable 10 accom-
modate the OIG's incregsng needs. \With the assistance of the Postal
Sonics, indenm office space was acquingd and a permanent Consol-
dated office ste selected. In addition, we are working with postal facil-
ties staff 1o locabe and design suitable space in Dalas, Mnneapois,
5t, Louis and San Mateo, Tha ONG staf wil be on board at each of
these locations by January 1998

Tha CIG i commitbad 1o imasting in technology and wsng “Ces man-
agement practices” to faciitate communication and maximize amgioy-
o producthity. For exampie, we punchased laptop computers and
automated organizers that enable stalf 10 work mone eeciney By
having instant access and synchroneed dala reacty evalabis,
whisther in the fiesd or in the office. In addtion, the OIG purchased
specialized softwars i0 support audits and imestigations. One of the
goals of the DG is 1o mow iwand 8 papenass environmend, and 1o
achi his we are explonng sevaral innovabie concapts, such as
automated workpapers and imvestigative fes.




The (NG i rapidly establshing infemal processes and Syshams msd-
i to affectively manage cur operations, including implemnenting bud-
gel, property, financial, management ndommation, compuler sacurity
and athi Supportng Sestems. To ensura that our internal cperations:
are working effactively, we have already conductad intemal neviews of
cur hifing and expendiune processes 1o identify areas whera rafine-
mends ara neaded.

Ouifreach
The OHG has undestaken an axtensnd oo to inform and sducate

sibilties of the office. The 0I5 desagned a trilold educational package
fhid cescribes the mission of the OIG, its responsibiiies and the des-
ignation of functions with the Postal Inspection Service (see attached
Erochnara),

In August 1997, the OIG estabished a foll-ngs hoting number
(1-B88-B7T-TE44] 10 respond to aliagations relating to Postal Senice
programs and operations. The hotine recesed approomatisly 20 calls
daly, but because the Postal Crirme Hotine was transfared to the
G in Dctober 1997, the volume of calls is expected to dramatically
nCreassa.

The 04G is in the process of establishing a congrossional’media reda-
tions team 1o respond 1o Congress and other external customers, To
date, we have received 48 congressional requests, a high percantage
of which involve labormanagement issues. In addition, the OIG has
initigted work on its strategic plan, which is due in January 1998,

T inform others. about the OIG, w have particpated in numenous
posial and private conferences. For example, we presented brefings to
law enforcement and audt prodessaonals and postal managemant,
empioyeas and unions. To ensure apen communications, the inspector
Genéeral and her Senior managament team participate in reguiary schad-

Educational Efforts

To introchice new employses 1o the Postal Sarvice, the OIG created a
tions on the Postal Sendics and Postal Inspaction Service. In addition,
the program educates stalf on OIG philosophy, vision and goals. We
arg also dedicaled o ensuning that our stall mantains continuing edu-
cational requirements and knowiadge of Postal Service programs and
Operatons.

The Postal Service differs from traditional govemmant agencies and
i genarally axempt from cversight by and the policies of the Cifice
of Management and Budget, the General Services Administration
and the Cffice of Parsonnel Management. To educabe O3 stall about
diflerancas in Postal Senice operations, wa received briafings in
several significant areas, including purchasing, finance, marketing
and rabi-making. In addition, the Postal Inspection Senice brefied

us on their oparations,

Legal Considerations
The CHG responded 1o 8 senes of sgal questions regarding its role
within the Postal Sarvice. A legal opindon was requested from the L
Depariment on ihe ol of thi OG within the Pestal Serice. Tha OIG
provided comments 1o the draft opinion, including a copy of the “best
practicas” guide published several years ago by the Office of Managa-
rrent and Budget. Wa alsa worked with the Law Department to
amand a bylew that clanfies the reporting procedurs ior the Semian-
nual Rapar! to Congress. Oiher lagal issues alecting the OIG were
tion management. We axpect to continue to address the many legal
issues and guestions relating o OH3 independence, authanties and
responsalitios,

Completed and Ongoing Reviews

The OiG complated reports on several Postal Sendoe operations and
initiated reviews of Postal Senvice contracts, fnancial stalements, rev-
enua oparations, faclites and labor/management issues. In sevaral
areas, the OIG s designing dotabases to faciitate trend analyses. To
better understand complax araas, such &s rate-making, financial
statements and labor managemaent, we are aducating our teams by
initially obesening ongoing operations and contacting indusiry profes-
gionals, The OIG confinuss to parings with the Postal Inspection Ser-
wiol on reniinws of sevenal significant Postal Sendce programs,

Important Challenges for 1558
Tha demands of finalizing our infragtruciung will continus to absorb a

significant portion of our rescurces in 1898; however, we are commit-
ted to providing greater audit and investigative assistance while hiring
additional stafl, We will manage cur overall workload to meet tha tein
objectres of complating the infrastructune and peroming audsts and
investigations. Further, the OIG faces several critical tasks that must
be accomplished in the coming year incuding:

m Systems Denvelopment. The CHG must complate the design and
implemantation of its management information and case manage-
rent systams,

m Communications. The OIG needs to continue to complete its
stralagic plan, increase is organizational understanding and con-
tinue 1o advertise its mission, roles and responaiblities.

m Training. The OIG must increase its knowledge of key Postal Ser-
vica operalions, including the labor relations and rate-making
procasses, and idenify the concims of its customers,

= Responsiveness. The OIG must continue 1o ensure that it timely
and effactively responds o the needs of the Postal Senice Gaover-
nore, Congress and Postal Senvcs managemeant.

Sarmiannual Report w 8




United States Postal Inspection Service

he Chied Postal Inspector was the inspecior General for

the Postal Service paor 10 1he apponbmen of The mew

Inspacior General in early January 1997, The US. Postal

inspection Senvice has contimusd to padom many of the

chties of tha Office of Inspector Ganaral undar an Interim
Memarandum of Understanding, signed January 7, 1987, The audit
and imestigathe work reported here covers the results o work per-
formed by the Postal inspection Serace wider the terms of the memao-
randhm, Futune semiagnnual repons will also inclede work parommed
by the inspection Senice, as appropriate. The Ofice of Inspector
Genaral and the Postal Inspection Senice will continue to work coop-
eratively as the OIG continues to assuma knclional respongibiibies
prinacusly delegated 1o the Postal Inspection Service,

Tha LLS. Fostal inspection Sanace is empdwernd Dy badaeral Ews and
risguliations 1o massgate and enforoe over 200 federal stabules imeok-
ing the U.5. Mail Through its programs, @ strives 1o keep the mail safe
froem atlack, protect postal employess and Postal Sanace assets, and
profect customearns from fraudulent schemes conducted through the
il or other Begal usa of the mai,

During the period covaned by this rapon. the Postal Inspeciion Senice
continusd o pedom fingncial, contract and tacility audits and inda-
pendent evaluations of Postal Senacs programs and prosects through
performance &nd deveiopmental audits. The inMemal audas comply
with audit standards publeshed by The Compirolier General of the
Uinited States, the Amencan Institute of Carified Pulbiic Acooumams
and the Institube of inemal Auddons.

T aucht and imvestigathe work is outined in four road arems
Chesmagnad 1o

audit Posstal Sendos programs and products

protect Pogial Senace revenus and assats

safequard postal employess and the work environment
presen Ihe infegnty of the postal system

Organization of the Postal Inspection Service
The Chied Postal Inspector, apponbed by the Postmaster General in
consulation with the Postal Senvice Board of Gowernans, repons 1o
the Postmaster Genoral of the LS, Postal Service. The Mational
Headquariers office of the Postal Inspaction Senice & onganced
into funclional groups that repart to Deputy Chief Inspectorns for aud,
criminal investigations, administrative support, and professional
standands and resourcon development. Thae Posgtal Inspection Senic
comprises 27 field deisions, which report directly to two Deputy Chisd
Inspectons for fisld operations. Feld offices are supponisd by e
Inspaction Sondon Oparations Support Groups. Postal Inspaction
Servica Forensic Laboratones 3 Sl siratepc sites suppon field
mwestigabons with state-of-the-am technalogy. Postal inspection
Sarvicn offices are inked nationally va the Inspection Sensce Data
Base information Sysiom, with on-ine connections to the National
Law Enforcement Telacommunications System and the Mational
Crirmsdy Informnation Carer,

Appromabely 2,200 Postal Inspecions throughout the United States
conduct criminal ewestigations, pedomm audis, Sene warrants and
subpoenas, make amests for posial offenses and present evidenca 0
prosecutors for criminal and civil action. Day and right, Postal Inspec-
fors respond 1o TErgencies invohing postal crimes, natural disasters
o other problerms affacting the Postal Sanace,

Uniformied Postal Polics Officers (PPOs) provide security at postal
faciltias where risk, vulnerabiity and history dernonsirate th need for
their presence. PPOS al postal facity control centers monitor robbery
and burglar alamms 10 provide protecton for poStal empioyaes, proper-
ty and assals, PPOs aleo escort high-value shipments, such &S rages-
bered mail and postal remitiances,
Inspection Sanice professional and lechrecal employess, ncluding
forensas specialists, program analysts, financial analysts and others,
play & vital rob in Supporting the suckt, criminal investigation and sacu-
rity functions ol the Postal Inspection Servica, They perfom a wide
vanaty of tasks, nchaing:
| developing and maintaning manapsment sysiems
m providing forensas examinations of evidenca
w  developing, procuring and deploying Sacinonic security and
SUNEIANCE DOLIEMENnt
w publshing pokcy, reports, manuals, handbooks and consmen
pubkCalions
§ providing photography, video and graphics supporn
m  providing drect comact with Congress and 1he pubic
B supplying administratie Suppon
Postal Inspectons nationeide work cooperatively with the Depariment
of Justics and other lederal, state and local lanw enforcement agencies
on joint efforts. Postal Inspaection Senace experiiss is recogqnined mer-
nationaly: Inspeciors are assigned 10 tha LS. National Central Bureau
of Interpol in Washington, DG, and 1o Intenpol headauarters 81 Lyon,
Group (PSAG) of the Lintversal Postal Uinion {UPL). The mission of the
FEAG (8 1o realize these goaks:
m prevent CuSiome inLnes resulting from danganous Goods n
thia il
m  provent the loss o theft of mail entrested 1o wonkd postal
adminsirations By our Cuslomers
g prevent revenus and as5ed losses of world postal admmstrations
m presere cusiomens' conficenc in the mal

LS. Postal Inspecion ane acthe members of such commiliess as the
Sacurities and Commadities Fraud Working Group, the Organized
Crrme Councd, the Inemational Policy Committes of the international
Association of Chisfs of Pobce, tha Economic Crimes Coundl, the
Mational Health Care Anti-Fraud Association, the Financial Crimes
Enforcament Metwork, the intermational Association of Financaal Crimes
Investigators, this Asset Forleiture Policy Advisony Group and the
Mational Law Enforcernent Exploners Commities. Postal spacions
widk with the Child Exploitation and Obscenity Section of the Depart -
ment of Justice and the National Center for Missing and Exploited Chil-
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Auditing Postal Service Programs
and Projects

uring this reporting period, the Office of inspector General (CIG) stared maw audt

sight. Postal Inspectors continued to conduct sudts of Posial Senice programs

and pperations. The audits were conducted pursuant 1o an interm memarandum

of understanding between the Inspector General and the Chief Postal Inspecior,
and under the authorty of the Inspector General Act of 1978, as amended, which prosidas that
the Inspecion General shall conduct, supenise and coordnate postal audis.

Performance Audits

Tha performance audil rigk assessment process annually Examings the entirs postal sed? uni-
vErsa B0 ichentify areas with the most sk to the Postal Senvice. Efors were made 1o ensure the
Budil universe for FY 1888 was complete and accurale. NG evaluators and Postal Inspectons
used & fgk A5SEsETeNT DRocess 1o prepars the FY 1998 audit workload plan, which includes
the scope of work, budget and staffing. The audt plan was presentid 10 the Board of Gover-
nors” Akt Committes and the Postmaster General. Additional topics, specifically requestad by
thit Board of Govamars o postal managemend, will be added 1o the plan as they are identified,

The auckt plan sbipulates that the OH3 and the Inspection Sendce will pariner on system-wide
audits, with OIG invohvamant increasing as additional performance audit stafl ane hired. By the
beginning of FY 1989, system-wide audits wil be conducted by the OIG. The Postal Inspection
Senvice wil continue 1o conduct postal “area” audits and local performance reviews. During this
reporting peniod, CIG staff memibers worked with Postal Inspactons on a conmtinuing audit of the
Extemal First-Class [EXFC) Measurernent System,

Performance audis evaluste postal managament performance in five key areas:

m accomplishment of established cbectives and goals for operations and programs

m rediabslity and integrity of nformation

m economical and efficient use of resources

m Saleguarding of assels

§ Ccomplance with policies, plans, procedures, lws and reguiations

requirements of every audit, OIG evaluators and Postal Inspectons conduct perlormancs audits
to g beyond these standards, sealing ways 10 improve process and program afficiency. We
examing and evalsate the planning, organzng and directing of Postal Senvice processes 1o
provide reasonable assurance that corporate objectives and goals will be achieved, Significant
risks or axposures identified during the audds are also communicaled B postal management
and the Board of Govemors,

During thi past six moniths, we issued reports on the results of 27 perommance audts, which

inchede national coordination, anea coondination and kool dedsion audits. Resulls of the fve
national cotnsnation sudts and one ansa coordination audit follow,

tin
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Domestic Revenue, Pieces and Weight (RPW)

A Postal inspection Senvce st conchded thal, whie RPW and Oxi-
gin Destination Information System (ODES) 0sts wins Dased on sound
siatistical prmciples, infemal controls needed impeovement. Manage-
ment book acton 1o imglemant InSpecions’ ecommendations o
siremgihen intemal controls, which inchsded Esuing revised testing
instructions and developing a quality JSSurance DROGram 10 reduce
test selection and data collection emors.

Excessive Oveartime

Thits Ingpachion Senscs skt wis nitated a1 the request of the Boand
of Governors and concluded that, although thera were repons and
prooedures in piace 1o Monftor cuvertime usa, thene was no national
policy for overtime. Factors contributing to controling thi: use of over-
time included contrachual constraints and empioyes scheduling prob-
lermis, both of which resulted in ncniased compensation to craf
empioyees, Managemeant agreed with all of the recommendations,
INCluding pronacing SUpEnason IFEinng on ieaee contnol, absence con-
trol and schedule changes for ful-time employeas.

international Surface Airiift Mail (ISAL)

ISAL i a ralng System thal provides quick and economical infema-
tional delvery of vanous pubkcations, such as advertsing mal, Postal
Inspspctons conducted an audit of the I3AL program 1o determine if
renENiE Wi propery collected, adequate acoeplance and vankCation
procecures eusted, and ISAL documentation was propery prepared
tor the settiament of accounts with fonsgn adminstrations. Manags-
mend accepbed most of the recomemendations for improwamants,
which included asiabishing a mnmum sack-waigh! requrement for

ESAL rmadl b0 richecn annul operating costs by approximatety 31.5 mil-

lion, and instituting controls and procadunes 1o ensurs ISAL mad is
properhy verhied and revenue due 5 collected. Management did nol
agrea with the recommendation to redwos i nurnier Of Cilies Ehal
accept ESAL, The Postal Senice's Intemational Business Uil is con-
sidering extending ISAL acceplance o ol post offices,

Mail Recovery Centers (MRCs)
MACs taciitate the deposition of undalerabie mail, The purposs of
the audit was 10 daterming whilhes MRCs were operating under cur-

rent guidelings in comphance with the Postal Serdci’s goals of provid-

Inspacions conchdad that management must improve MRG secunty
and letter operations: iNCradase maching use; increass the number of
undeiverable lems returmed to malars; and reduce the amount of
rriplisial miscrecied o MRCs. Managemen agreed with the fndings
and began implemanting m dunng the audit, including ploting an
espanded retum policy. & 90-day test, conductid by thi Consumes
Advocale's offce wah selected businesses, determined rmarny Bnge-
wolume maskers wanted identfiable, undefverable mal retumed so that
customer accounts could be updatad,

10

Privacy Act

Pastal Inspectors conduciad an awdd in FY 1992 of the Postal Ser-
vion's complance with the Privacy Act, and made several recomimen-
dations. Based on a reques! from Snance managers, INSpecions agan
reviewed the Postal Sendce’s compiiance. They found managers were
in full compliance with the ot and s nc et Mecomimendaions,

Carriar Route Adjwstmant

Posial inspectons conductad an anea coondination Buwdd 0 dabermmng
whether anbicipated snings from Delneny Point Sequencing [DPS)
wene recovered Ehrough B route inspection process; thi atfecte-
mass of route NSpections in rducing Carmer workhows; and the etfect
of DFS mall on the route inspection process. Deivery Unt management
resbid O route Inspechions 1o provide camier workhour smings from
implamenting DPS; howeer, in o of B b micheest area detncls
renaiwed, Inspacions found 1hat cames workhours actually ncrisessd.
Managomant agried that it could raire approsimabely 230 milion in
saings by recducing camier workhours through proper use of DPS.

Service Investigations

Postal Inspectons conduct senace investigalions to resteny mall senice
andl related concesms not covenad by tha annuil nsk SEsassmisn
procass and to vy the acouracy and timeliness of mal processing
condition and delvery senice repons. The imvestigalions may be per-
formid a5 the resull of congressional or postal Management Quines,
mail sendos Complants o observations ol mal conditicns.

During this reporting period, Postal Inspectons dantified operating des-
cEancies in the Wimington, DE, area, several of which they had repor-
ad in & previous nisii, Such as the need to establsh senace stan-
dards and benchmarks for operating responsibiltes, accounabdity and
rronitonng. Postal inspectons also found that distribution opertion
managens wers inadedquataly trainoed on how 10 use the Mail Condition
Riaporting System. Management agreed 10 several Inspection Senvice
recommendations related to stafing; mal processing, collecton and
iy operations; an inlemal lesting program; and adding Delawane
1o the national Extemal First-Class Mad [EXFC) program.

Developmental Audits

The Developmental Audi Prograrm i based on phased activities that
ool uncer several systemn development mathodologes. The goals of
& developmental gt e 10 assure postal managemont hal:

W systam costs are jushfed in redaton 10 antiopated benalits
security and intesmal controls &g INCOrpOonaed

FanenanoE procedures are documented

data backup and recovery proceounes ane deniloped
documentation is avalabie 1o allow for fulure s
Developmental audl processes nchuce steps for project infiation,
FCpERETIENnts, design, testing, accaptance and Fmplsmentaon. An
important sement contrbuting to the success of the Devslopmantal
Aud Program is the timety recepd of information on the identification
of new projects. Onoe a developmental progct i identified. a level of
prionty for suckl atiention i established. Davelopmental audis g




Tinmes, a5 waill @5 bor gutomabion, Wechnoiogy and business process
FEENCENEarng prosacts,

During thiss reporting penod, Postal nspectons provided the results of
developmental sudis. In FY 1898, the Ofice of inspecior Genaral wal
A5 Pesponsity for thi Deneoprmental Audit Program. Denelop-
mental audits provide an independent, constructive and protectye
senice a5 the Postal Senios sties 10 dentify, divelon and improve
its buesness products and technologes. These infiatves will be instru-
mental in helpeng the Postal Senace maintam s competithniss in
present and future areas of operations.

Financial Audits

Financial audt programs are desgned to assess the fmancial mbegrty
of the 115, Postal Senice. The results of Snancial audits are espressed
in the opinion on the LS. Postal Serdce’s Consoldtabid Trial Batancs,
This work & an imMegral part of the extemal auditors' annual certifica-
tion of the Postal Sendce’s financial stalemants,

Financial audits incluck B foliowang categonies:

B fnancial cpinion audils

B Enancial ingialation and distnct accounting office audits
8 contraci audits

Cifica of Inspector General financial statement awditons were imdoked
in reviewing and assassing FY 1997 financial opinion audl work per-
formed by Postal nspactons at infdormation senice centens and al
MNational Headquarters. QI personned vEslled vanous sibes 1o solac-
Theedy participate in fiskd work, which supported the financial opanion
audits. This work supports the transition of responsibiities 1o the OIG,
wihich will assume responsidity for the opinion audit for FY 1998,

Indnadual financial audit reports are isswed 10 each entity audited and
to requesters. Findings and recommendations for improved controls
OF Sormiciion of non-comphance ssues ane includad in the repons.
Management is requested o respond to the recommendations and
pronice @ plan for complating necessary action. Folow-ups on open
it Bndings are perdomed every sin months, in aocordancs with tha
Inspactor Genaral Act of 1978, as amended, and the Comptrolier
Ganeral's Government Aucibing Standards.

Financial Dpinion Audits

Financial opinion aects ane conducted at the San Mateo, Minneapols
and 51, Louds Information Senvice Centers (ISCs) and Mational Head-
quarters. Financial transactions are tested and intemal controls are
evaluated, including elecironc dala processing controls, to determing
COompiance with managerment's policies. A1 the conclsaon of audi
weork, an opinion on the adequacy of the National Consolidated Trial
Balance is renderad 1o the chiel fnancial officer, and a copy of the
openion i proscded 1o the external auditors retained by the Boand of
(RTINS,

Postal Inspacions will continue 1o providie audit attention at selected
fiekd sites in support of the Financial Openion Awdt Program. Reviews
it thoss SRS includae the evakeation of proparty imentony records,
construction-in-progress projects, vehicle maintenance facility rwents-
ries. ral and highway payments, imprest fund payments and travel
paymients. inspectors obsarve cost and revenus analysis [CAA] tests
to detenmming COMpEance wilth esiabished test procadures for LS.
Postal Service statistical programs. The results of CRA reveews arg
proviced To the OIG, exdemnal audtons and postal management,

Electronic Data Security a1 the Minnsapolis, MM Information Sendce
Conter 1SC)

Postal management agreed to implement Inspechion Senace recom-
miendations on strengthaning nlamal and extermal securnty of databas-
es by restricting authorization for “read” and “wrile” access to data;
ravising disaster recovery plans for payroll processing; enhancing the
security of the compuler operaling envronment; and providing add-
tional admenstrabon oF acopss fo comguier syslems.

Electronic Data Security at the San Mateo, CA 155

Postal Inspectors mada several recommendations 10 postal manage-
ment regarding data recovery, secunty and imegnty. Postal manage-
gt agnoad 1o imglement Inspection Sarice commendalions,
including establishing a test schedule to valdate desastor recovery
plang, ensunng off-sie backup and storage of critical files, and
ressincting access fo production data,

Th FY 1997 financial opinion audit results will be issued eary in FY
1808, and reported in the nect Sermiannual Bepor.

Financial installation and District Accounting Office Audlits
Financial installation audits suppon the Financial Opinion Audit Pro-
gram and include the testing of nfemal comrol systems and the verifi-
cation of assets at 200 feld sites. Postal Inspecions select fisld instal-
Eations for sudd through a random samplng of &l national offices,
stratified accordng to progectod annual revenus, Offices with hagher
rigreisnieg and & greater risk of fnancial ioss ane audited mone aguent-
by. For FY 1887, the 200 selected post affices reprasant apgeosimately
16 percent of total progected Postal Sendce revenua,

Dusgrict acoounting office awdits are designed 1o reviesw and evaluate
intermal controls dor the cenfraized acoounting emionmant. As a
resull of increased conirakzaton of accounting controls at distact
acoounting offices, Postal Inspeciors created @ separate sl po-
gram to envaiuate and report on thi Control ervincnment and secunty
provided for compuiiens, Inspectons conduct disinict audits in acodion
1ot odficis i the annual Financial Audit Samgée, shown on e fol-
levwring age.
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FY 1997 Financial Audit Sample irevenus amounts in milions)

Rvsnue Hurmber Projected Offices m
Strata Ranga of Cifices Riroaiue Sampled Sample Strata
1 2 141 L8076 47 88,494
2 §564 - 69 1,088 16,546 ]| 578
3 £55-56% 4,578 7.714 48 78
4 £11- 549 7238 1.856 28 T
5 =5.11 14,784 @10 45
TOTAL 7.8 §57.802 200 $0.163"
*Approodmab percentags of profeched FY 1897 ressnus = 16%
During B past six months, Postal inspectons issued the results of Contract Audits

132 financial installation and 2 distnct accounting ofos audits, The

134 audis identifiad a total of 3764654 in revenus deficencies. This
brings the fiscal vear tolal to 200 fnancial instakaton and 33 district

accounting office audits, with identifiad revenus deficiencies of 52,2

milion,

T foliowang paragrephs summarnze soma of tha signihcan] probiems

identiiad by Postal Inspecions conducting financial installation and dis-

Business Mall Acceplance

Irternal controls and operational procedunas Qoveming el Fmpnnt
and Periodical mail wers inadaquate in 46 offices. As a resull, maiing
slaternents wene nol entered in a tmely manner, 1he permil Syslem
formied, Postal Inspecions also found in somd ofices that revenus dus
Wi Improperhy of nol fully collactad.

Protection of Postal Funds

Postal Inspecions found inemal confrols for postal funds wers inadk-
quate in 38 offices, resulting in mpropecly maintained funds and
foieiss cash al some offices. Managers falled 1o eeertise ronsonabla
care in parfoming their responsibdities in this area.

Post Office Box and Caller Service

Procadunes lor admenistenng Post Cifice Box and Caliar Senach wisii
inadaquata in 21 offices, resulting in the talure to colect required fees
frovm somea customers. Postal Inspectons atso obsored a lack of iner-
rull contros in hancing related cash receipts, which inCreased tha
potential for revenue Kss

12

Postal Sendice procurements amount 10 approsimately 57 bilion
annually and represent considerable opportuniy for fraud, waste and
abusa, Contract audis provide indepandent audd attention to costs
taciity contracts.

Postal inspectors ane conducting pré-awand and post-award conbract
audits on a request basis, with ovensaght from the OIG, The purpose
of the audits is 1o proside assistancs 1o the Purchasing office and
Ganeral Counsal in nagotiating, awarding, administenng and satting
contracts of contract claims.

T OIG is cumenthy develoging a systern to track the results of pra-
and post-awand contract aucits performed by the Fostal ndpecton
Senvice and the Defense Contract Audit Agency. The systerm will Con-
tain indarrmation on the confraciorn, quastionad oosts lound as a resul
of an audit, and any othir sudt indings, The OHG also plans 1o moni-
bor conbracts subsequent 10 any negoliahions on issues thal are ques-
tionad as a resull of an aud. The OIG will rack COS! SIaNgS ecom-
mended by audits and compeans them with aciual cosl savings
raalized by the Postal Senvica. The information ko these tracking
and monitoring efforts will alow the OIG to idently trends and pattems
that may indhcate questionabls scthily thal ooours on a reguiar biss
Thua OHG will perforn audits of the Postal Sendce’s contracting
process and postal contractons as a resull of this and other efforts.

The Postal inspection Senvice has tomied esght contract Buda teams,
strategicaly located throughout the United States, that perform audits
of pre-award proposals, cost-rembursement CoOntracts, birme and
material contracts, and contract clairms, Duing the past sic months,
Postal Inspecions repored the results of 76 confract-related audits,
Thies remsiirer of 5353 rrallion in total costs resulted in thi dentification of
£27.8 milion in recommendid phce adustments from pré-gend
gucts and B34 millon in cost recovwines fom post-award audits, The
chart on the opposie page refiacts significant audt results for the past
s months.




Managernent mads a final decision during this reporting penod on 20

conract auds reportad in thi curment or prior fiscal yvears. The 20
ausdits represented a combined total of $9.8 milion i recommended WJMIWHMH—MW:MJH?
price adpstments of oSt recovines, Management avoided or recow- Proposal Guestioned
ered $4.8 milion of this amount. o S Reu coets
For FY 1967, Postal nspectors reported the results of 126 contract- v e
retated audits. The revdes of B043.3 millon in tolal costs resuted in
the identification of $69.2 milkon in recommiended prce adiustments Imags Processing
oF COS recovenics. Managerment made a final decision on 51 conlrac] Subaysiam Lipgrads 0,200,724 710,385
audits, representing a combined total of $58.8 million in recommend-
; General Mechanization

P s dminagsedsslend o Matrl Hancing Sysem TSI 6rsn:

k . Temy Teanapon Sysiam 70440830 1032313
Facility Program Audits | B TR EE
FMWMTMWNM-Mt- Lingrace 6,875,852 263626
e funchions to assist postal managament in minimizing financial and
operational risks, The Postal Senice’s Facilties department i respon- TOTAL SITB004TE2 521,541,761

Silde for prosiding and maintaining space required B suppon postal

operations, including customer senvice retal and delivery units, pro-

cessng & detribution centers, and offices for management and sup-

port senices. Space s acquired through ninw construction, bullding
sor buikd ;

Facility program audds accomplish the folowing obiacties:

W aszass management's efforts o plan and organize facility-related
programs

& gvaluse fhe quality of performance and the accompishment of
established goals

8 analyre the affectvaness of intemal controls

" delenmne comphance with policies, plans, procedures. laws and
reguiabons

During the past six months, the Offce of inspector General issusd an
achisony repon on the Sugar House facility renovation project in
Chicago. On-sife reviews disclosed workplace safety concems that
requinad an adkisony repor B sued. Management agreed 1o irnplg-
ment OIG recommandations, including assessing the structural intage-
by ol the facilmy and comecting a hazard from kead-based paint That
exceided Emdronmental Protection Agency alowances. As @ resul| of
the structural assessment, postal managers ordened repains io the
taciity, inciuding re-encasing steal columns on the loading dock and
ackdng epoxy grout fo stabiize cracked wals,

The Postal Inspection Servos completed the first full vear of operation
uncer 1 rswty reengineaned Capital Irmestment Audit Program. Ower
ther past six months, Postal inspectons issued 33 facilty program audit
reports. The audds proviced management with an assessment of facil-
iy pRCgFANTS ridating 1o new construction progects, rpar and alter-
akion progects, leases, facilty sendcs officn administration, and pro-
grams and systems improvernent,
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Protecting Postal Service
Revenue and Assets

Expenditure Investigations
xpenciture imasligations Include reviews of postal procuremants, expenditures
1 ensure thal expeitures comply with postal policies, prooedures and kegal
requirements; idantify fraud, waste and abuse; and resche sysiem probléms 10
rechucs vulnerabiity and prevent losses.

The Office of Inspector General [0IG) investigates briberies, lackbacks and conflicts of interest
and conducts senice-wide investigations of the Postal Service, while the Postal Inspection
Service investigates cases refamed by the OIG, cases related 10 IMPAC (Intemational Merchant
Purchase Authorization Card) credit cands and cases imvoiving local pUrChases or processes.

Expancituri imesligations may be requasted by posial management, based on customer tips.
suggested anorymaously through the hotling or self-infliated. Results ane provided 1o postal
Whmmmmmwmmm.im
priate, reports are presented 10 prosecuting attomeys for criminal, ol of administrative action.
Th investigations may result in fines, forfeitures o restitulion; Suspension o debanmment, of

As tha result of a congressional raquest, thi OIG reviewed costs related 10 the Swaaring-in
caremaony of the Atlanta, GA Postmaster and rencvations 10 thi: postmaster’s offica. The DIG
found that the Postal Service does nob Rane a polcy on costs incurned for installation cang-
monies and recommended that postal management set monatary mits for canemonies.

A lrrited reviow of the planned renovations foe the Atlanta faciity verified that the postmaster
will incur @n estimated cost of $194,000 for renovations and relocations, bl the costs
appearad bo b reasonaEie.

An Inspection Service investigation of a Salt Lake City, UT, remate encoding contractor result-
ad in his guitty plea for violating the false claims statute, The confractor withdrew 1.7 milion in
claims that had been submitted to the Postal Serdce, paid $101,538 1o the Postal Senice 1o
cover thi cost of the investigation, and paid $48,262 in fines during this reporting penod.

Angther Postal Inspection Senacs imastigation invohed a rervigny 0f @ karge national conbract. A
the tima of thi ressenw, over 200 delvery ordiers had been placed against the national ordering
agresment, representing approximatety $45 milion in contract commitments. Subsaquent
rrBshigabion ceciosed evidence of risrapresentations and fakse claims, which resufied in ower-
charges, duplicate charges, faiure to apply requined decounts and substandard product sub-
stitutions. The reviows §lso deciosed that the ordenng agreement had evobved from @ compet-
ety bid, firm fixed-priced contract 1o @ soke source confract with “open market” prces. Tha
contractor agreed to pay $2 milion 16 the Postal Seedce and withdraw several outstanding
claims totaling $1.1 milion. In addition, the contractor agreed to a contract madiication that
will resull in additional cost savings of 5254,551.




In another expenditurs imestigation, a man in Hatliesburg, M3, was
cormaicied of submitting faise clasms in axoess of 550,000 after repon-
ing 1hi Postal Sesvios had kst registenad packages he aleged con-
tained jewelry. A Chariotte, NC, man was sentenced to fve years'
probation and $10,000 in coun-ordened restitution for a schems io
dafraud the Postal Senice through the submission of falss moices, A
Mew London, CT, man was sentenced to 15 months in prizson, 3
s probation and court-ordened restitution of $38,381 for a
scheme to bill govemment and privade insurancs companies, and the
Postal Seevice, or midical senvices and procadures thal weds ninver
provided. A complaint was filed against a Hayward, CA, firm, alleging
it had submitted over $300,000 in talse claims and shipping reports.

Washington Division Postal Inspecions roported a senous conbract vio-
labpn by a contracior in tha Mathardands. The contracior receseed a
25-parcent commission on the face value of LS. postage stamps
and philatekc products ho sokd in Belgium, Luxemibourg and the
Metherdands. Inspectors discovered he sold stamps bafiore their first
day of issue, and his cusiomer was a buyer in the United States: both
acts ang n wolalhion of the contract. His shipment to the United Siales
ol close 1o $1.5 milion worth of LS. postage stamps resulted in
FIT1 AT in uneamed commissions. The comractor was ssusd a
Motice of Tenmination, and the Postal Sendon i seeking $158,287
due on the acoount, plus his unamed commissions,

Financial Investigations

Financial imastigations ana conducied at the request of postal man-
agorment; are self-infiated, based on an analysis of accounting data
cbtained from the Financial Excaption Reporting System (FERS): or
may e performed as the result of information receved through cus-
o cormplaints or from the hotline,

The Office of Inspector General (0NG) and the Postal Inspection Ser-
wici will share, but not dupbcate, work on financial nvestigations. Tha
CHG is responsible for and will conduct or parner with the inspaction
Sendog on embazdemant cases of $100,000 or mone,

FERS identifies unfnvoraiie trends or significant vanations in actiity
Ehal gy ncicate criiminal actions, mismanagement or deficiant inter-
nal conbrols. Sell-intiated financial investigations ane performed at
post officas that othensiss woulkd not be subject 1o audil undar the
random samping apphcation usad for inancial instalkaton audits,

I an unususl case, an employes of a private firm in Rockoilia, MD),
mmw&1.zmmmmﬂwm1m
fund Bccounts al the Gaithersbarg and Rockedlle, MD, post offices,
The man altensd approsdimatety 1,800 money orders and 11 LS.
Treasury chacks, which were issued as refunds from his company’s
trust funds. He was sentenced 10 30 months in prison, 3 vears' super-
viged s and cour-ordared restitution of 51,2 milion,

Employee Embezziements

Emgpioyee embezriements may include employess who steal mongy
frowm Cash drenwers, sophisticated kiting schemes mvohing postal
money orders or the Talsfcation of financial records. A Baltimore, MDD,
postal empioyes, who was responsible for maintaining postal vending
machines, pleaded guilly 1o embezzing $179,869 from vending rev-
enug. Thi 27 -year employes avoided detection Decause inventones
were nol properdy conducted. The postrmaster of Sayrendle, M, plead-
ed guilty to embezring $73.533 in postal funds and was sentenced 1o
one year in prison and three years” probation. The scheme was identi-
fied ag the resull of information from postal emplovess wh suspeched
the postmaster was using money onder Tunds 1o pay for personal
experses, in Detroi, MI, & clerk with 28 vears of postal expenencn
was found guilty of embezziing over $31,000. The clark alleged that
her postage meter matunchionad, but Inspactors found no evidence
of such problams,

In @ LS. Digtrict Court case, a newly appointed Alexandria, WA,
SUpEiSor was comacied of misappropriating postal funds and was
sentenced 1o 21 months in prison, Losses repored by Postal inspec-
Tors, which axceadad 395,000, imobed money order funds and
meter posiage.

An August 1997 trial of the Bridgewater, VA, postmaster on 17 counts
redated to misapprophation of funds had an inferesting twist, The irial
wis pracided by a vanaty of charges by the defense atiomey against
the investigating Postal inspector and postal officials, including mis-
conduct and obstruction of justica. When the defense attomey intro-
ducind postal documents as a par of his cross-examination, the
Inspactor razagnized they had boen falsified. After an Inspection Ser-
wice senior forensac analys! from the National Crime Lab testified the
papers had been "manudactured” Dy altering the source documents,
the deferse atiomey realzed the alegations against the Postal
Inspector and postal officials were false, and the postriaster antened
a guilty plea.

Undortunately, thefl somatimes resulls from probiams in an employ-
ee's personal e, such a5 dnug abuse, gambling o aloohol ahuse,

A West New York, NJ, window clerk admitted to embezzing maney
ordiers and cash from his accountability 0 Suppoe a cocaine hatit
after Postal inspectons found hes accountablity was short by
S111.261. ALLS, Distrct Court judge sentanced a Titusvile, PA,
wancow clark 1o 10 months” incanceration, 3 years’ probation and ful
restitution for embazziing over ST4,747 in maney onder funds. His
“theck kiting” scheme bagan within months of being hired, and was
related b0 his adrmitbed beroin habit, The former posimaster a1
Wamnpsvilia, WY, pleaded guity to embezziement and was sentenced
1o one year in prison and ful restitution of over £117,500 after he
acknowledged an alcohol and gambling dependency. The postmaster
of Cotonial Beach, Vi, was semienced 10 12 maonths and a day in
prison, two years” probation, 100 howrs of community sendce and
$79,320 in court-orderad rastitution for embezzing over $100,000
to support an aleged gambling addcion, Postal Inspecions identified
a part-time clerk at Hemmiston, OF, for embezring aporosdimatedy
270,000, The clerk attibuted his actions o a gamibling aodction,
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An important slerment of the work in ihis anea i3 the recoveny of stolen
funcls from the responsible party. When an empioyes is covend under
recover part or all of the lost funds through affsets from the empioy-
ge's retirament fund. For axample, the Lancasier, KY, postmaster was
named in a T98-count indctment for embezring over $270,000 in
postal funcks in @ permit mpind and business mail reply scherme. Tha
postmaster pleaded guity to one count of emberzing postal funds
and was sentenced to pay ful restiution and hawe har Chal Sendcn
ratirement contribution offsel towand the amount she embezzed.

The Postal Senac oparales modem retall establishments caled
*Postal Stores,” in which merchandise, iInciuding SEamps, is on open
display for customes, Linkke iradifional postal retail operaltions, win-
dow clarks at Postal Stares do not have indsidual stamg acoouniabdl-
e, raking it fbcull 1o imestgate osses and establsh respondshiity,
Folloawing a lengthy investigation, Postal Inspecions from the Boston
Division wdentifiad @ Postal Stone clerk at Hoheokos, MA, for amipezzing
an estimated 568,015, The stone opened in Ociober 1897, losses in
thy first yesar fobaled less than 53,000, but kosses afier the Clirk’'s
assignment thare in October 1992 totaled an additional $98,365.
inspecions used multiple coverl cameras 1o docurment thi Clerk using
vanous emberziement lachnigues, and the clerk retined when ha
became awane of the survellance. At a Postal Store in San Diego, CA,
Postal inspectors anahged work schedules and set up sunllancs
cameras to identity four postal empioyons they accused of embezzing
over 525000 in a year's time. Two employeas resigned, one was
placad on eMengency SUEPENSIoN pendng expected rebirement, and
thi Tourth employes was placed on emengancy SUSPEnsion pending
ramovil, Prosecution will be sought in all of the cases.

During FY 1997, Postal Inspectors dentified a total of 527 employees
for embezding approximately 578 millon, comparad with 533
amplovess Inspecions identified in P 1996 for embezzing apprnood-
mately $4.5 million,

Contractor Embezziemants

The Postal Sendice confracts with private indnsduats and conponations
to opardle conlract post offices in many areas Bcross e country. The
mmangement benafits confracions, who viaw it as a way to inCreass
cushomier trafic 1o thesr stores, and customaens, wha ey the come-
nienca of conducting postal busingss whils thiry purchase menchan-
cise offered at the contraciors” retal estabishment. Many of 1he sama
opporunities that exis! for postal ermployees o emberze postal funds
Al ol oF COnMrac] empacyeas.

The U.S. Housa of Representatives Post Otfice operates as a contract
post office, During this period, the window clerk in charge of the post
office pleacded guilly and was sentenced 0 one year Of Supenised
probation for conspracy 10 concaal a matenal fact. The cherk was the
sixtesenth indhidual to be comacted in what Degan as the “House Post
Oifice” ivestigation, but which espandad o inchude other alegalions
of assocabed crimang acinaty,
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Postal Irespicions arested a contract employes n LR who emibezried
postal funds by faling to record postal sakes and fhen taking the money
froem e sales, The ot oss io the Postal Serdos was S57,597, and
sentencing of tha contract employed included full restitution pius 10 per-
i inlenest, s monihs’ probation and sbs months” homie detention, in
anclher Inspaction Sericn imestigation, 8 contract employes in Flodda
pleaced guity 1o embezzing $39,838. The contract employee proviciad
fuill restitution and wiks sentenced to thees yaars” probaticn, 200 hours
of comminty sendce and 180 hours of homa datention. Postal Inspec-
tors found that B cwner of contract postal unit in Spanghisld, MO,
emberzed $31,179 n postal unds over & 21-month penod by fakshing
postal records, Hg confract was terminatad and b pliacd gualty 10
haft of public money. Sorancing is pendng,

Revenue Investigations

Finvenusn inmvesligations ane inftiated incident 10 customes Complaints,
postal managament recquists, confidential or anommous ips, and
information recened rom othir governman! agencies, ivestigative
leads are also developad Dy anahyzing dala t0 reveal Suspecious actn-
1y that may warant further attanion,

The Office of nspector Genoral {0I3) is responsible Tor handing rev-
anu investigations invohang bribary, kickbacks and conficts of inber-
est, as wel as systemalic reviews of revenue processes. During this
reparting periad, the CIG reviewed the efiectivenass of the Postal Ser-
vice's revenu Iracking systems and management processes used by
b BAarketing stalf o monibor i and ongoing indiabhes. Thi india-
tives inclucks projects such as Blactronc Postmark, Money Mover,
Remittance Processing Sendce and components of the Deskiop Post
Office, which reprasien a substantal mwestment of funds,

Postal Inspacions gave prionty atlention during tha past six months
1o the unauthorized use of postage maters, underpayTmant of postage
on bulk presonied mail, misuse of Monproflit and Penoccal mailing
privileges and the Official Mail Accounting System. Onca susficient
data is accumulated on losses and ciuses, recommeandations an
presented 10 postal and local managament. Mary of the revenus
cheficiencass ichantified in audits or imestigations repored durng this
peniod may be privented by adequately traning and staffing business
il Aoceplance units and ansunng thal they have i proper 1oos
and aquipenent to pertorm mal venficalions,

A Postal Inspection Seevice review of permi impnnt trust fund bal-
ances at a Mew Jersey post office declosed a $641.670 revenue def-
cincy, The imvestigation showed thal malers had acourately Compka-
mnﬂgmm.mmmmmwdﬂ
the maliars” accounts. Inspactons found 536 unprooissaed maiing
stabements, some dating back 1o June 1900, AN revers dul has
bean Coloching,

An Austin, TX, man pleacied guily 10 theft of public money as a part of
a 51,1 milion postal fraud scheme, The man bribed a Postal Senace
bulk; mail accepiance emploves 1o aliow mailngs, macs over lour
vears, 1o enter the systom withoul payment. As the resull of anoiher
irveestigation Dy Postal inspectors, ovir $434,011 was recovered
through a korteiturn Bobion Drought against & busingss mai entry




emploves in California. The emploves 100k Dbes in eschangs for
acoepting bulk malings without payment. The forfeituna action precipi-
tated the guidation of the employes’s home, automobdes, bank
acoounts and cash irom a sale daposit bow Additional effors to
recover the emglogpea’s Ciil Sarvice Retirement System acoount ang
contniing. The colipCled funds represent & porion of th court-
ordered restiution, which was sat at $815.311,

T camiers of & Bayshone, MY, maling senice wers sanlenced to 18
and 24 months in prison, respactively, and each recenved 3 years
probaton and court-ondered restitution of S881,039, The cwners wana
he st of sic defendants sentenced in a case imohing a collushve Dulk
rmail clark at Hicksvile, WY, and thres maiing senices, Postal losses
eseceacied 53 milon, The owner of a fourth maiing senice, who bribed
the Hicksvile clerk fwho is noww in prigon] 1o acoept madings withaut
paying postane, was sentenced 1o one vear and ona day in prison,
thrse years” probation and court-crdered restitution of 675,000,

The camer of 3 Mew Jirsiy S6phc Manbenance CoMpany Was oon-
wicted of cheating the Postal Service of over 55 million worth of
postage. With each maling he made over the past several years, he
understated the number of piaces by about 55,000, Afer reconstruct-
ing maikng reconds, Postal Inspecions estimate losses to the Postal
Senice 1o be over $5 millon. Sentancing is pending, In Long Island,
MY, & lettershop cwner agreed 1o pay the Postal Sanvice S400,000 as
part of @ coal Sotilermesnd, and an employes of tha company recesed
dalemad prosecution. The company fraudulenthy cliimed a postal dis-
count for mall presons that b never providiad.

A Jacksomile, FL, company was asked 1o pay the Postal Senvice 51.3
rrilicn afler an invvastigation by Postal Inspectons revesaked # talad to
barcode its mal with approved “acdness cortiting”™ softwars. The com-
pany clprmid it was not fully awars of the detals of its own operating
procedures and its falune to comply with Postal Sendice requirements.

In @nother case reporied duning this peniod, a Southem Calformia
wWOIman was indicied ko possessing and using counterfell postage
stamgs, Postal Inspectors recovered 35,214 of the fake stamps, in
Caudver City, CA, & man was sentenced (0 one year and ona day in
tederal prison, 3 vears” probation and restitution of $185,000. Inspec-
iors estimated that he defraudad the Postal Sendce of over 5325.000
by counterteiting postage meter stamps. A MNew York maler pleaded
quity in federal court 10 countereting moter Slamps. He deposited
approximately 30,000 pioces of First-Class Mail a week in Brookhn
and Manhattan streat collection boxes without paying for postage.
The estimated loss to the Postal Servion is S350,000.

A Morth Mami Boach, FL, operator of a mall Fraud scheme was sin-
tenced to 18 months in prson, 3 vears of probation and restitution of
S154, 700 10 wotims and the Postal Sanaca, Incident 1o searches of
the prpiiratos’s residencas, Mami Dedsion Postal Inspechons necoy-
erad 9 lost or stolen postags melers and 10 nubber stamgs he had
used [0 counteninl meler mpressions. The Postal Service 1031 over
F160,000 in unpaid postage to the scheme,

Postal Inspactons reported the results of 256 revenus iImestigations. dur-
ing this reporting period, identiang over $24.8 million in revanue dafi-
cancs, Appradmatedy 10,6 milion of this amount related 1o revenis
deficiencies identified during revienss of Standard Mall, and 52,1 millon
relating 1o decrepancies in the Official Mal Accounting System. For all of
Fr 1957, the Inspection Sendce reponied G57 CRSES mOhing ninen.es
deficiencios, totakng B50.1 milion. In Py 1996, we reported 198 cases
inreahing revenus deficiencies, iotakng $50.9 millon n losses,

Workers' Compensation Fraud

The payment of compansation and medical benefits to employvees
whio sustain injuries while on duty continues 1o be a mapr: axpensa ta
the Postal Senvice, The Postal Servica is responsibia for funding pay-
mants to postal employees recening workers' Compansation beneafits,
The Office of Workers' Compensation Programs (OWCP) of the
Department of Labor [DOL) handies the administration of the Federl
Emplovees” Compansation Act (FECA), Whis FECA covers all faderal
agencies, the Postal Senice represants about 25 percant of all FECA
payments.

Thi Postal Sarvice has a vested interest in the program bocause 2 has
accrued a $5.1 bilion Tuture liabity in workers” compensation claims
sinca the Postal Sanvice recrganization in 1971, In adkition, the Postal
Senice paid approsdmately 524,4 milion in continuation-of-pay bene-
15 during this iscal year, neardy $169.7 millon in medical benefits and
about £349.1 million in compensation benalits, The Postal Sarice
aleo pakd the Departrment of Labor $19.2 millon in adminstrathe costs
this fiscal year, Total injury-refated cash outlays for FY 1997 ware
approximately $562.4 milion,

The Postal Service fully supports the intended purpose of workers”
compensation. A smal percentage of postal emplovess and madical
pronaciens, howeer, abuse the system, causing the Postal Sendce 1o
incur milions of dollars each vear in fravdulent claims and enforca-
ment Cosls,

The Cfice of Inspecior General {003 & responsible for overseeing and
MOonRong workers' compensation fraud and investigating workers'
compensation provider frawd. The OIE"s Workers” Compinsation Lint
i staffed by hwo criminal investigators, and additional investigators and
evaluators ang epiched 1o b added in the nest fiscal vear. During this
reporting period, OIG afforts focused on reviewing postal reguiations,
policies and procedunas related 10 [ROCESSING workens” compensation
injury claims through the Depariment of Labor and obtaining and
renaning Postal Inspaction Senice manuals, policies and drectigs on
DOL reguialions require individual - . "
Epniits b0 repor other income, and benalil payments may B reduced
accordingly. Postal Inspecions conliru 1o uncower ncidants of unne-
ported ncomi, Dunng this repaorting pencd, & postal employes in
Rochaster, NY, was sanlenced in federal court 1o s months’ home
confnement and thres years' probation and was ordered to pay
119,433 in restitution and a 510,000 fine. The employes, who claimed
bt cesability for 25 years after sulfening a disabling back mury in
1971, oparated & sporting goods store and hud & net worth of ouer

Samiannuval Report = 17




S550,000 at the tirme of sentencing, In ancther case, a relo-
cabed Brookiyn, NY, lather camer was cormactiad of making
false stabernents to obtain FECA baenefits in Phoenix, AZ.
The camier, who had recaived workars' compansation ben-
afits since Mowesmber 1967, was employed as a used car
sakesman, but faled 1o repon hes ncome o DOL

Clamants ofben Ll b0 reDoe] iNCome rom ses-ermpionmment
or tamily businesses to DOL. A Phiadelphia, PA, amploysi
phesciad cpuitty to Traned after claiming to be totally disabled
and unemployed while netting 53208 000 from a car and
trusck business trom 1990 through 1935, The employes
agreed 10 pay 116,000 in restitubon, and future Gost
aneciciance 1o e Postal Senica is estimated at $578,000.
He was senfenced to fve months” house amast and o
yoars' probation. Postal Inspectors amested a former main-
tenance mechanic in Mew York for fraud reated 1o work-
Brs" COMpansation, inspectons found that, while claiming 1o
b totally disabled, 1ha mechanc had opieted an engne
siop for over 20 years, An Elmira, WY, distibution cléerk
wias armastad for makeng a takss staternent bo claem work-
ers’ compensation. Postal Inspectors found the clark was
angagad n a mapls Syrup busniss and tuled 1o report hig
aciniies 1o DOL.

A Kentucky lether camer, wia was higd in 1968, worked bor appeasd-
gy 85 hours and then clasmed an on-the-ob back inuny. He was
eveniually placed in a new job by DWCF and pad Compensabon
according 1o hs bes of wapge-eaméing capacity. Meadical docurmantabion
in the OWCP fie indicaled the carmer wiks unabl 10 pend, taast, reach,
push, pull of sauat, or Bt mone tham 10 poundes, and his reconds indi
cated ha had no credible empioyment Snoo the data of inury. Inspec-
iors, howeves, obaerved and videotapead him planing goll reguiarly and
bending, twasting, pulling bags of golf chbs, rapidly walking a hily 13-
hiole goif cowrse, and squatting and Bting ower 10 pounds. Hig was @50
SE8n MAkING C2Ar rpairs Hnd Deroming Mmanienance ancd Enan work.
The case was presentad 10 the LLS. Aflormisy 1of cnmenal proseciiton in
Juby 1997, and the former camen was indicled in September 1997,

A Drallas, TX, postal custodian pleaded guilty 1o faling 10 Sscioss his
Fuall-tirme ek fo DO while recehing Denedits for his 1otal desabl-
ity. Postal Inspectons found he was workang &l time operatbing a forki
and driving tnacks. Fulure savings to e Postal Serace are estimated o
Iy 5324 000, Postal inspectors in San Juan, PR, amesied an emgicys
who alegad total disabilty of g ankle and knee, but was operating a
Tae-Kwon-Do martial arts school. Lindarcover Postal inspecton "stu-
gents” in e class videotaped the “deabied” eripityi Dradkng
boards with his feet and running long distances. The amgicyes reponed
na eamings 1o DOL. Lifetime savings ang estimated to be S8500000. In
a samier case in Tampa, FL, a 389-year-old destnbution clerk aleged he
wilks; otaly cesabled cue o a back inuny, but Postal Inspechons found
i weorking &5 8 labonss and opdating 8 Eekhamime.
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Postal Inspecions covertly videolaped & fcmeas lotier carriar in Colorado
as he carried a comaingr of water to his hunting tent in Detober 1596,
Th fonmeer carrier suMened an on-thie-gob injury to his back in 1988, whils
leading trays of mail into a postal vehicke, and was recesving full compan-
sation benefits since he reporbed A recusrence of the problem in 1800, An
investigation by Inspectors and ensuing medical examinations dabor
mingd the carmier was nd longer disabled from the injury. His compenaa-
tion was tenminated by the Department of Labor, msultng in a cost sav-
iyt te thee Postal Senvice of approximately 710,775,

Whan job-retabed injuncs preciuce the pedomance of nommal wok
funchions, postal employess recene & monthly FECA paymant during
thaa pericd thiny ane unable 1o work for the Postal Sensci, Thes wadge-
loss compensation is paid by th Postal Sensce through DOL in
acoordancs with FECA. For exampla, a Flonda camar fiad 10 mury
compenaation clams, pormany related to an aleged alangy 10 Do
stings and and bites, Afler Inspectons rivalad sh engaged n a van-
aty of cutdoor acihalies around grass and 106800, posial Managens
oflerad 1o transbor 1he Camer (o an indoor job: howeer, 1hi Carmer
refused the job. The DOL nled B offer was suitable and temiabad
b beifits, saving the Postal Senics an estmaled S858,978 n
futung: paryTronls

Workers' compansation nwastigalions may imaobe a vanety of fauduy
fr acthdties, A Howard Baach, MY, errgioyes was srested for sub-
mitting fakss informabion o DOL. While on the pencoic rolis, the
empioves engaged in a panting and decorating business. A ko
it carmer brom Lasrence, MA, wivd moved 10 Vienice, FL, on lotal
disability, subrmithad two forms containing false nforrmation 1o DOL
Al Inspecions proved her was perioming lawn maimenance work,
e carmier was comacted of submitting fakss statements. A Proc-
toryila, O, rurll Cames Assocale peapded iﬁ.ﬂl'.' tio maaking falsa siaie-




oS 10 lbitain hederal employess’ compensation afler she submitted
duplicate insurance requeasts 1otaling approximatety 530,000 in neim-
burgements of prescrptions paid for by DOL.

A Meaw York, NY, part-time mal handier, Wi recened workens' Gom-
pensation benelits for ovar 36 years, pleaded guilty in San Diego, CA,
tor submitting fraudulent forms. Postal Inspeciors found B mad han-
dier staged an aleged accident, faled to irform DOL he was no longer
risarmad, ancd did not report incoma from the domul shop he opesabed,
A former custodian in Dallag, T, pleaded guilty o making a talse
chaim bor workers' compensation, admitting he was empioyed al the
time he was paid workers” compensation bensits, A former postal
supenisor in Opa Locka, FL, was convicted of making false siate-
found thi: supanisor had been operating a lawnmower and enging
rapair senvice oul of his home sinog 1976 withoud reporing the
income bo DOL,

Workers' compensation fraud somebimes leads o semances for con-
wicted indnaduals. A Hcksle, NY, former emploves was santencad 1o
o yiar of Imprsonment, two years” supenised release and court-
ordened restibution of $19,280. The employes claimed 10 have sus-
taned a disabling back injury in 1970 while ha was a lemporary
amployes. An Alr Force Resane Beulenant was semencad 1o nine
micndhs in feceral prison and two vears of probation afler Postal
Inspeciors found he mads (ese staberments 1o the Ar Foroe and the
Postal Senvice neganding an alleged back injury. A former Van Muys,
CA, postal supendsor was sanfenced o Thiee years' probation, 150
hours of Community Senace and péychistng counseling and treatment
after talsely stating that she was mamied and had dependants.

A Dallas, Tx, mantenancd echnician was santenced 1o fve vears” pro-
bation, S30U000 in restitution and 200 hours of community Senice for
making lalse staterments to obfan workers” compensation benefits.
Postal Inspacions proved the tachnician had been working in a heating
and air conditioning business whils clarming b be totally deabled. A M.
Momiz, WY, camer plaaced guity b workens' compensation fragd afor
aleging she had a dsabling shoulder injury and no employment. Postal
Inspectons found she cwned and operated two motels, and anficipale a
cost savings of 600,000 a3 a resull of terminating her benafiis,

Postal ingpectons uncover other types of fraudulent claims for work-
&rs’ compensation benefits, such & inunies that oocurmed off-duty or
incirviduas who collect banefts to which they are not enbitled, A
Complon, CA, carrier. incarcerated for second-degres murder, was
PECRing 8 T5-percent wWage CoOmpensation for an on-the-job back
injury. Inspectors decovened the camier had claimed his daughler as @
dependent, aihough she had been mamed snce June 1953, The car-
TS COMPEnSation was reduced o 65 percent o comact the misrep-
resantation. His banefits wene not suspondad because the comaction
ocoumed pior fo .8 1954 changes in FECA law, which nuied that work-
ers’ compensation benefils ane suspended duning pencds of incancer-
aton for a felomy. For example, Postal lspoctons in Baltimone found
that another workers” compensation recipient, sending an 11-yoar
prison term after being comvicted in Januany 1995 on mansiaughler,
arson and assault charges, was recening benafits for an alleged injury

thit ocourrad in 1884, The man's benafits were suspended for the
duration of his incarceration. A Mobie, AL, carmer wias cormaciog of
making plse staberments 1o oblan federal emploves compensation
benefits and of mail frawd for faking & car accadent and then Bing a
Indivicduzils receding workers” compensation haws an obigation o
work, if Ehey arg abde, within the medical resinctions sat by thelr physi-
cians. The Postal Inspection Senaca assists the Postal Seracn in
locating claimants who arg able 1o work, thus facilfating the employ-
o’ raturn ba their jobs. Postal Inspectons videoiaped a Bosedalls, M,
pedpia’s homes — acthilies that clearly excaeded her madical restric-
tions. After the chark was exarmned, she was retumad 1o a “work
hardening™ schadule, requiring that she perfom four hours of imited
duty daby and gracually iIncroase e time 1o eight hours, an action
thal Saved tha Postal Sanice approcdimately 3341 683 in future com.
pensation cosis. A Frankin Park, IL, supenisor accapbed a position as
tion panodically for 27 yvears. Postal inspectons found 1he techrician
had claimad a back injury, although she was working in a nearby
risstaurant busing tables, and tailed o report her incomss to DOL.

A bull-eme Todac, OH, letter camer fled for workers' compengabon as
the result of alleged injuries sustaned from a tall on Apl 1, 1985, Tha
CRTEr wias on the penodic rols since then, axcept for a peniod of
about 10 weaks. According to physacal Emitations cited in hes medical
fibe, the camiar oould nod kY maone than 10 to 20 pounds, raise his left
am or stand on concrate, and he required & nap af Roon every day.
Postal Inspectors observed the camier perfomming various wesght-kfting
acttins a1 a gym, including kting up to 235 pounds. Alter & madical
exarmination, the camer’s benalils wera terminated, and the LS,
Altorminy acoipbed the case for prosecution.

The workers” COmMPEnSalion program s also subject 10 abuse by med-
ical provicers. The vast majority of medical providers usad by postal
empioyess injured on the job have th Best interests of their patients
at heart; neventhsiess., a foew seak to take advantage of the program,
and medcal faciites when evdence of FECA abuse mdsts. For exam-
pée, a doctor in Callomia, who plaaded guilty to making false ctaims
Boainst the govermment and privale insuners, was sentanced 19 three
yaars' probation, 300 hours of community servica and court-ordered
restitution of $121,048, In addition, the doctor's icense to practics
wig resoboid and ha was orderad to make a separale restitution to the
Paostal Serdce of 528,952 to cover the cost of the Inspection Sendce’s
Snce July T, 1997, the Office of Inspector Ganeral approved 124 sub.
Poenas for workens' compensation fraud imestigations, Duning this
ers’ compensation violakions, In all of FY 1997, Inspeciors idenbfad
375 indhiduals, resulting in long-term savings of approdmately $95.4
rmilion for the Postal Serice; in FY 1996, Inspecions identified 334
indhacisals ko worker's compensation fraud, resulting in S86.8 rmilkon
in kong-berm Savings.
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Tort Investigations

The Pestal Inspaction Sendcs assists the Department of Justice or the
General Counsel's Office of the Postal Senvice in adjucicating claims
filad against the Postal Service, The ingpection Senice is oflen
requasied io imestgate claims thal are quastionad for axcessieness
o INCONSESIeNcY with siated inures in relation to the accident. Postal
Inspacions may be requirad 1o conduct Survailanca, Mbensw 48500
ates and witnesses, obtain reconds, OF ven act in an undercover
capacity to reveal potential fraud in claims against the Postal Senvice.

Recent tor investigabons conductad by Postal Inspectors resufted in
significant reductions of settiements compared with the ongnal clasm
amounts. In several cases, clams wene dismissed entinsly. For exam-
pla, Inspecions were requestad by the LLS. Attormiey's Cifics in MNew
Jersey to investigate a 515 mikon cism against the Postal Senace,
Basad on other cases handled by the claimant’s law firn, tha motor
vehichs accident claim seermed cverstated. As a result of an imestiga-
tion by Postal Inspeciors, the claim was satfied for 5325000, Tha
investigating Inspactor was kater commendad by the U.S. Attomay.

The Fostal Serace (s sometimes parcanved as an attractng targat to
Sui. A Mew Yook man filed 8 52 milbon saal for alieged inunies stem-
ming from am accadent that oocumed witsn bl vibachs cut in front of 8
postal fruck, Postal Inspecions conducied an ivwestigation of the daim
that produced evidence to discredt the plantifl. The court ordened the
complant demissed and will seek to recover imied costs from the
plaintiff. in another case, a former postal contract divver and his wile
find 4 522 rmalkon o claim for slleged parsonal injuries and loss of
sEraces and companionship due 1o an allsged “sip and fall” on oa n
the loading dock anea of the Rockdand, NY, postal faclity. Folosding an
Inspection Senice immestigation by Mew York Division Postal Inspec-
tors, conductad at the recuest of the LLS. Atlomey, a fedaral judga

A tort clasm of S250,000 was made by 8 postal empioyesa who was
inpured whils on duty. The accident was nol deted, bul an assoctate
of 1he clamant achsad a Postal Senice manager that the indaidual was
invoivid in prior insurance fraud, Postal nspecions determnenad the
amployi had prenaously Deen imobead in auto thaft and was guilty of
insurance fraud related 1o the thef, As a resul, the LLS, Atiomey's Offica
tor th Eastemn District of Calfornia adudicatod the casa for $20,000.

Postal Inspactons in Tampa wene requested by the LS. Attomey’s
Office 1o investigate a 5100,000 claim arsing from a vehicle acoident,
investigation of the plantifls prendous insurance claims shid doublt on
tha veracity of the plantdl's story. Consaquently, medation produced
& &5 700 sattlerment.

Fraud Civil Remedies
Act and False Claims Act

Iy ackcition 1o enfoncing e criminal mail freud statule and crminal
faisa claims act to punish thosa whao inentionally defraud the Postal
Sendon, the Office of Inspector General and tha Postal Inspection Ser-
ViR use bwd civil Stalules 10 recowlr losses sustained by the Postal
Senace a8 a resull of false claims and fo discourage othrs from Sing
false claims o slalemonts aganst 1. The statule alows lederal agen-
cies 1o protect their programs from fraud.

Thea Program Fraud Cadl Rermedies Act (PRCIRA), 31 LISC 2801 -
3812, alows the Postal Senace to recover up 10 35000 per false
claim or statemant and up 10 two Times any loss sustained as a rasull
of a false claim for money, property or senices. Program iraud cases
may be brought to addness fraudulent workens' compensation claims,
employes embazziements, travel voucher or sick lsne lalsifications,
contract frauds and schirmes to depenve the Posial Sanaca of nirsani.

Cases devedoped under the PFCRA are presentisd to the Chal Practos
Saction of tha Postal Serace’s Law Department. As recpuired by th
statute, the Ciil Practice Section obtaing approval from the Depart-
maant of Justics bedone nitiating enforcement proceadings with the
Postal Service Judicial Officer. During this repceting period, 13 PFCRA
cas0s wone refermed bo the Chil Practice Section lor adminsirane
action

& recen imashogabion ed Postal Inspecions 10 a MNivw Jersry maler
who alterad meter imprints on his malngs to avoid paying postage.
Postal Inspaciors wene able to document onlty a $240 loss to the
Postal Sendce, although the actual loss was baliraad 10 De gheater.
The mailer agread 1o pay the Postal Service $15.000 to seltie the

In Miami, a mailer manipuiated his postage meter and wsed 55,561
worth of postage he never paid for, Pursuant (0 a program fraud
action brought by thi Posial Sendce, the chied adminsiratne lw
jucige ordened the maler to pay $16,123. A tip from a competitor of a
Calforria publisher led Postal Inspectons 10 inveshigale maikng dis-
counts the publisher was not entitied 1o, resulting in a koss 1o the
Postal Service of 560,020, The publisher agresd 1o pay the Postal
Sarvica $82 600, A consiruction company in Baston was ondened 1o
pay 245,000 15 tha Postal Senice afler a ovil action was Deought
against it, aleging the company infliod costs in connection with an
alerations and repar project. The loss to the Postal Serace was esti-
mated &l 563,827, T decicing juigs laled to AE5E5S MMM
penaltes against the company Becase of mitigating lactors.

Oy cases whing & claim o group of related cms & less than
£150,000 are apphcabie under tha PFCRA statute; larger claims are
addressed under the False Claims Act, The False Claims Act, 31 USC
A729-3731, alows the Postal Sanvice 1o recovir up o 310,000 per
false claim or statermand and up 10 thres times army damages sstaned
as a result of a fatse claim or statement, Cases developed undar the
stabuie ang presented 10 the Department of Jushics for tial in LS. Des-
trict Cionarts.




Affrnatnes Coal Enforcament (4CE), which reles on the False Claims
Act for statutory authority, s frequently used in the imestogation of
postage payment Schirmies (rnenue imestigations), as well as pro-
curement and contracior frauds (expendibure imestigations]. Cases
ceveopad under 1ha Stalube ana preseniad 10 the Depariment of Jus-
tica. The Postal Service’s Chal Practice Saction has Becom incrss-
ingly mwohed in asssting the Department of Justics in Stigating and
ressthing (hese cases.

A recant Case rmaastigabed Dy Postal Inspectors in North Cancling
abowead the Postal Sendice to obisn a settiement of 20,200 from a postal
supenisor whi recened over 54,000 in wages by falsiting the number
of workhours ha reponted. The supenisor also agreed o ressgn from the
Postal Service, pay a $5,000 penalty, and forgo all cutstanding ermploy-
e claims and Equal Ernploves Oppordunity complains.

The owner of & Texas mailing sendos ook advantage of a mater that
had been mistakenty oversat by 520,000, After using maost of the
unpaid-fior postage, the maler reporied the mator was last. The meter
was later discoverad in an abandonad Sing cabinet when the compa-
ny changed hands and it was returned o the Postal Senica, but the
mader denied any knonwiedge of the oversetting. A chil complaint was
Tk in by Eastern Destrict of Texas, culminating in @ jucgment of
$142, 763 against the man. Coliection of the judgment was turned
oner 1o The LLE, Alfomey's Financial Litigation Unit,

Postage Printing Security

Thia Pastal Senvica's stamp program s supported by five private print-
ing contraciors. the Bureau of Engraving and Prinling (BEP) and the
special attention 1o securty concams retated to the printing of
postage. Ower the past sicmonths, the Postal Sendce ssued BS new
sonsitive stamps in sheet, roll and bookle! foms.

T Inspection Sendce works closaly with privabe contracions i ensung
that proper securty i proviced ab the seven manufaciunng (acltios. they
opergie; BEF and GPO production faclities, in cooperation wah Postal
SEaCions, el this Own Secuely equipment and personn, In acddiion
e prinding plant secunty, Postal inspectons also work closehy with con-
tractors who nackage postal products for Sake 51 Postal Siores,

Cusrant pnting contracts requine extensive seclity and accounabili-
ty. & Pastal inspectons routinely chieck conlracions” adherence to
requiremants, The Postal Inspection Sandco continuss to work with
postal manapemoent and contracions, both private and pubkc, 1o
rechucs the Boelihood of future compromeses of Securty,

During the last reporting period, Postal Inspectons amasted a former
empn Of & prnting contractor and charged hirn with the theft of
160 stamgs commesmorating former Prasidant Richard Nixon, whose
image was accidentally immred on the stamps during the prnting
prociss. Thi investigation detesmined that the stamps, which wens
forrnalty issued on April 26, 1997, had been removed from the printing
plant rather than destrovid. On May 22, 1897, the former employes of

the printing contractor was convicted by a ULS. Destrict Court jury in
Mew York on charges of theft of public money and interstate trans-
poriation of stolen propery, A fotal of 141 of the misprinted stamps
ware resold or $800,000. Al but two have been recovered. Because
the stamps wene nol acqured Through a proper postal transaction,
thiy ang considerad stolen govesmiment propery,

In March 1997, & chk a1 the Buffalo, NY Post Office spotied an enmve-
lope baaning a “World of Dinosaurs” stamp, which was nol scheduled
10 b released until May 1, 1987, An investigation by Postal inspectons
renseibind that the printing contracior had subconbracied with a third
party b remone and process destroved waste matenals, and an
oamipicree of the subconracior had used the unreleased starmg,
Postal Inspectors found that the suboontracions work rules aowed
Empliniis 0 keap items from unprocessed waste. The printing con-
tractor worked with Postal Inspecions 1o ghben its secunty proce-
curgs b0 prineent Such occurrences in the futuwre,

Office of Inspector General Hotline

The rational toll-free hothing numier for reponing frawd, waste and
A to the Office of Inspector General [OIG) is 1-BBE-LISPS-0IG, or
1-B88-877-TE44. The number becams acthag a5 schedulsd on August
4, 1997, The Postal Crirng Hotine, which is described in the section
that folicws, continuad 1o operate through Sepbermber 30, 1997;
thereafter, &l such calts wil be sulomatically fransferred 1o the Inspec-
Tor Gengral Holling, Cals conceming aleged assaults, threals or ofher
polantialhy viokent incidents ang roubed b the Postal Police Officer Con-
frod Center at Mational Headquarters for immediate action,

Inspactor General hotline pargonngl anade complaints and make
redenrals in writing 1o other divisions of the O3, the Postal Inspection
Senice or the Postal Sendce, as appropriabe. To increase efficiency
and postal customas satisfaction, the Inspector General implemented
a rrenu-directed reconding for hoting callers. Thi menu allows callers
to route thelr guenss o the proper office for response.

Since the OIG was establshed, the ofice has processed 512 com-

plainds, recedad inwiting and from telephone calls, and 48 congros-
sional inquines, Approsamately 50 percant of the calls were redated 1o
penEabon ssues. The office recenes an virage of 20 calls sach day,

Tha Inspector General has also iniated a new e-mail address 10

rECENE COmMpants via the Intemet, although confidentialty cannot be

ensured. The e-mail address for Inspecior Ganeral Hotline complainis

:mmnw.m.m. or complaints may be fexed to (203)
14-2685,
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Postal Crime Hotline

The Postal Crime Hotline for regporting frad, wasti and abuse hs
by operabed by the Postal Ingpection Senice on a 24-hour-a-day
basis sinca 1887, In addition bo calls imaohing aud, wasio and ause,
Postal Poboe Officers who answered the hotline receed, and refestad
for investigation, calls conceming alieged assaults, threts and poten-
kially vickant work sftuations, Calls to the Postal Crime Hotina's nation-
al toll-frae number will be autormatically Transtermed 10 Ihe new INSpec-
tor General Hotling, beginning in Oclober 1897,

Based cn a tip receved through the Postal Crema Hiotkre n Juna
19497, Postal inspecions intendewad an employes of a cango company
responsible for ransporting LS. kel from the Mee Orlsans infemsa-
tioemal Arport 1o the New Oreans Alnpont Mall Center. The man admi-
ted ha had baen stealing greeting cards from the mai over the past
sipvers months. The cargo company firad the man, and he was indict-
ad on faderal chiarges of thafl of g,

From Apal 1 theough Seplember 30, 1997, the Postal Crima Hotine
recaned a total of 18,532 cals from postal empioysis and the general
putdic, and a fotal of 36,942 calls for PY 1997, The langest categony of
calls wane mal frawd and mai thel quones (3,783 calls). Other calis
reporied ncagents of vandalism and tampanng: assaulls; fheaats; an
alaged volatil work evironmsnt: withul delay of mai; drugs by mail,
fraud, waste or abuse against the Postal Servcs; and riderrals from




Safeguarding Postal Employees
and the Work Environment

he Postal Inspection Senice has primary respongbiity for th imestigations cow-
ered in ihe foliowang sections of this report. The investigations are highlighted
because of ther mpact on postal operations. The Office of Inspecior Genaral (IG)
has oversight responsibdity for thise Inspection Senice programs and will conduct
SySlomic rivienws of the programs as appropriate.

Assaults and Threats

The Postal inspection Senvice is dedicabed 1o tha prevention of vickenca in the workplace and
consgens early inlanention and cooperation with Management and employis grous essen-
tial. Assaults on postal employees are taken sericusly by Postal Inspectors. Criminal charnges
ane nitialed whn possible, and instances of misconduct ane eporied for appropriate discipl-
nary action. In addition 1o causing emotional and physcal injunes 10 employess, assaulls can
resull in kst workhours, reduced productivity, low morale and workens' compinsation caims.
The Postal Senvice and the Postal inspection Servics remain committed 1o working togather o
prenent wWorkplacs viokence. Postal Inspectors conbinue (0 parbcipabe in Such ongoing pravan-
taon affons a5 the development of Thraat Assessment Tearms (TATs). and have assisted in
related orentation trairng for postal managens and Inspectors. TATS are discussad in mons
detad i & Bber Section of this repor titled “Crirme Prenention and Security.”

During the past six months, Postal inspectons investigatled 727 assaults or credibla threats and
made 256 armests. Of these, 270 assaults and threats were commitied by non-employess

against postal employeas. For the fscal year, Postal Inspectors made a total of 526 amests for
assmlis and thraats.

Assaults and Threats by Non-Employess

Carmiers, window clerls and ofther employess, whose duties require Fequent contact with the
general puUblkc, and axpased daily 1o the danger of assaull from oulsidens, Postal Inspecions
hane imeestigated numenous instances in which eiter carmers were assaulled and robbed whils
dialvering mal on their routes,

For example, on January 6, 1097, a letter carmier in Washington, DC, was robbed at gunpoint
of personal funds by beo assaiants, Postal Inspectons devaloped indormation thal resulied in
the arrest of one suspect on February 14, 1997, Postal Inspectors and mambers of the Wash-
ington, DC and Prince Georga's County Fugitee Task Foroe made the amest, and recovered a
B semiaulomatic pestol from the suspect. The man pleaded guilty to one count of armed
robbery on Apnl 2, 1997, in Washington, DC Supenor Court, and was sentenced on June &,
1997, 10 24 yaars in prison with a 19-year suspended sentence, plus a mandatory fve-year
prison tarm 1o be followed by a three-year dnuag treatment program at a sacurad taciity, The
second suspect, amested by Postal inspectors on February 19, 1997, pleadad guilty on Apri
22, 1997, and was given a ning-year sLspended senence, two years” probation and 100
howurs of Community sanice.

Armad robbars who stole the parsonal funds of hwo letter camens in Indianapols, IM, on
Movember 26, 1996, were amestad by Postal Inspectors in Apel 1997, During the robbery, one
letter carmar “inoze” and was shot in the saoe of the face when he took b0 long o comphy with
the robbers’ orders. The camier lertunately sunivad the attack. On Apd 24, 1997, the shooter
was amested on unrelatad theft and burglary charges. The man admittad to the shooting and
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was charged with ammed robbery and othir violations, The shooter's
acoomplics was armestad by Inspeciors on Apal 29, 1987, Both dalien-
danis were charged in slate courn on arrmid robbery and related
flony charges. A trial date has not yet been sel.

Postal Inspectors amested a man in Houston, TX, in Juns 19097 for
sanoaly assaultng and robbing & female lefter camier of personal
funds on March 12, 1987, Tha incdeni oocwmad as 1 camer was
miaking ceinenes on her route. A jont investigation with local police
revealed three similar incicdents had oocumed in 1he same areq. On
May 21, 1987, ihe victim mat with Inspeciors and a foransic anist,
whi reproduced an image of the assatant from the wolim's descip-
tion, The crculated sketch led 10 the identification and arest of the
attacker, who had been released from prison sic months earier afler
gening thee yaars on drug charges. Ha was charged in Texas state
coun with aggravatd robbery and aggravated sexual assault.

In another case meokang customer attacks on hermaks e chmens, a
Pittston, PA, rumal carmer reported 1hat she was sexually assaufied by
a customssr on Apel 11, 1997, Postal Inspectors later identad tha
suspact and amestad hirm on August 14, 1997, The man pleaded
ity 1o assaul charges, and sentancing is pending,

Postal Inspectors and Postal Police Offcers charged with protecting
posta ermployeas are themsekas nod imemund 10 attack whie peclom.-
ing their duties, On Movember 12, 1996, a Postal Inspacior in tha
Sacramento, CA, area, who was attempting 10 amest a man fior whom
a fedanal armes! warant had boen Esued, was hit by the car the man
was driving as he tied 1o fiea, The man pleaded guilty in federal dis-
trict court to assauting the inspector and was senlanced on 1hese
and other charges in August 1997 1o 43 moniie' mmpnscnment, 36
manths” supenised reaase and court-ordered restitution of 857,314,
A rman was sentenced in federal court in Tarmpa, FL, Tor assaulling
Postal inspectons wilh his vehicla incident 10 his arrest. Inspactons
amesied him for violating a condtional releass That was the resull of an
aarlier Inspaction Sandcs-retated comaction imvohing a cnadil card
scam. He was sananced 1o ning-and-3-hall years in prison, and now
faces an indiciment fior impeding and rasisting ames!.

Assaults and Threals by Employees

Postal inspectons aisn mvesbgale assaults commitied by empioyses.
Anpampia of an employes assaull on 8 non-employes was the Sep-
barmiber 2, 1997, incident in Miami Baach, FL, n which a window clerk
shot and sanously wounded two lemale customans bafons gxting the
post office and turming the waapon on emsell, committing sucida. One
of the wiclims was the clerk's ax-wife, and 1he othe vachm was her
fricencd. Bloth wornen risnan in crtical condition in a Flonda hospeanl,

In another incadent, a Chicago letter caemier was accusad of taking
“inchacent iDertes” wilh a 20-year-old, manialy retardisd semake on his
route, Thi letter carmar wis ampsted by pokoe and Postal Inspecions
follonaing an intenview of the allegad wictim af a local childnen's advoca-
Gy conber. On March 11, 19897, the employes was charged in siate
court wath bwo counts of misdemeanor batteny for indecent Bbores
and sexual assault. On July 31, 1997, the camer plaadad guilty to
bath charges and was sentenced 1o twd yiars of Court -Orderned,
50Cial SANACES SLDENASIoN,
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An axample of an employwse-on-employes assault i an Oclober 5,
1996, phveical assaull of an acting postal supenesor by a clerk &t the
Anchorage, AK Ganeral Mal Facilty, Acconding lo reports, afler the
ermpioyees had a difference of opinion, the clerk struck thir acting
supenisor at keast bwicd in thi T30, usng hs closed fist, and then
kickid the supenisor in the nits afier he was knocked to the fiooe. The
clerk was changed with one cound of assaulting a postal employes,
and on April 11, 1997, he signed a setliement agreement requiring his
irmmadiabe resignation and prohibding him from apphying for renstase-
men with the Postal Senvice at any teme, Thi clerk was sentenced in
Juni 1997 in federal distict cour 1o two years' grobaton, B0 hours of
commungy senit and 24 hours gitendance at &an "angsr mandage-
e~ CoLrse.

Robbery and Burglary

Robberies

Roblxenes prasent a threat of volence to employiis, as wel as an
aliack on postal assets. Thi Postal Inspection Senace regards rod-
ks as one of its highest imestigative pronles and affords task
force attention 1o post office roblbery imestigations. During th past
six monthg, the Postal Service axpensncad 103 robbenes. For all ol
FY 1997, 233 robberies wers reportad.

The Postal inspection Senace repons robbenes under hwo Calagonies:
robbanes of postal employess who work ina postal facility and not-
beries of latiar carmers o mator veiicle sendce (MVS) operators, Dur-
ing this repodting period, thene wane 45 robbanies drected against
employess at postal Taciktses, and another 58 robberies comimitiad
against leler camiers and MVS operators; in all of FY 1997, there were
08 robbenes drected agains! employees at postal tacites. and
ancther 134 robbenes commitied against letber camers and MVS
operators, In Y 1997, thnn wene no deaths related 1o postal rob-
bexizs: howenver, 15 postal employess wan physicaly njured during
postal roblbaries,

Thi Postal Service continues 1o expenencos @ relatively modanabe mm-
ber of robberies, Robbines could Become an ewen grisier probiem
b the Postal Sendce i prevention of imestgative efforts wen reliosd
Theasa afforts hip 1o enhance the security of postal empioyees as they
parform the duties in communities across tha Uinited States.
During P 19687, 481 robbary COUNMENTEEsUNe SYS1EMS, COMpASing
cameras and moniors, wers instaliad nationally, inspectons monitored
the installation of 104 sysbems i the Los Angeles Divison and 117
systems in the San Juan Dwision, ansas that tradiionally sufier the
highest number of ipcity robbDenes. The counlanmiasure SySlems as
designed 10 alord addtional protection to postal empioyoes and
assats in high-risk aneas. In addition, thi INSPecton Sendce routingty
conducts securily reneenss of postal taciities 10 prowoe postal man-
BOErS With recommandations o improve postal securty. Postal
Inspicions in Los Angeles have taken fhis one step further by supply-
ing television stations with photos from surveilance tapes and infior-
mation on post ofice robbonkes for broadcast on local and natcnal
TUPAS EFCTRTIS.




Operations of the 0IG and the
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A message from the Inspector General

he Postal Senvice is moving forward in
senving the communications needs of our
nation by mproving performanca, achiang
new records for senice and crealing new products.
As the inspector General, | am committed to assist-
ing the Pastal Service in achieving these goals.

Since being sworn in on January 6, 1997, | have
had the unique opportunity of establishing an
arganization that can significantty contnibute 10 the
mission, programs and operations of the Postal
Service. One of my major goals i 1o introduce
innovative methods that help improve the proc-
asses of the Postal Servica, Accordingly, my staff
will engage in proactive efforts with postal employ-
ees and management, offer consulting senvices, and
participate in joint projects with the Postal Inspeac-
tion Service.

An mnovatiee work environment reduires creatna
personnel to evaluate new systems and methods,
investigate complex financial operations and ensure
the integrity of financial and operational data. This
approach requiras parsonnel committed to leam-
work and to joint initiatives in audits and imestiga-
ticns. The Office of Inspector General for the Postal
Service includes people who share this vision.

These are exciting times in the Postal Senvice.
Innowvations are frequent and necessary for the
Service to meet the challengas it faces today and
tomorrow. The Office of Inspector General will help
the Postal Service meet these challenges.

Sincangly,

Fl s

Karla W, Corcoran
Inspector Ganeral

Inspector General:

Tha Office of Inspector General (OIG) of the
Linited States Postal Service was authorized by law
in 1996. Prior to the 1996 legislation, the Postal
Inspection Service performad the duties of the OIG.
The Inspector General, who is independent of postal
management, is appointed by and reports directly 10
the nine Presidentially appointed Governors of the
Posial Senvice,

Office of Inspector General:

The QIG primarily investigates and audits pro-
grams and operations of the Postal Service to
ensure tha efficiency and integrity of the postal
systemn, The OIG plays an integral part in maintain-
ing effective programs and operations in the Postal
Senvice,

0IG Evaluators and Investigators:

Evaluators and nvestigators are the fact-finding
and investigative agents of the Postal Service OIG.
Evaluators review postal operations, conduct
systemic audits, prolect postal revenue and ensure
the ntegrity of the financial statements of the Postal
Senvice, Investigators apprehend viokators of the law
and work closely with prosecutors and other law
enforcement agencies. Their work also includes
crima pravantion, OIG investigators ane authornzed
to carry firearms, make armests and investigate
postal offensas.

Evaluators and investigators work together on
audits, imvestigations and other matters. Combining
skilts through joint work initiatives provides for
increased efficiency and promotes teanmwork.

Authortiies:

The OIG has the authonty (o conduct audils and
investigations, take sworn statements and ISsue
subpoenas. The IG is under the general supenvision
of the nine Governors and = not sulbject (o any
athar Postal Senvice supenvision.

Key responsibilities of the DIG

Mission:

The primary purpose of the OIG is to prevent,
detect and repor fraud, waste and prograrm abuse
and to promote efficiency in the operations of the
Postal Senvice,

Responsibilities:

The OIG conducts independent audits and
investigates the operations of the Postal Service
to ensure that its assels and resources are fully
protected. It coordinates and works with the Postal
Inspection Senvice in certain audit and investigative
areas, It also ensures that the Governors are kept
fully aware of all emerging issues and significant
events.

Goal:

OIG's goal is to improve existing work processes
by identifying opportunities 1o reduce cosls, stream-
lining operations and supporting the
CustomerParfect! goals of the Postal Service. We
ook forward to working with the Postal Senvice, the
public and Congress to maintain and improve the
workd's fingst postal Sysiem.

Oversight Role:

The Pastal Inspection Senice is a magor Tedaral
law enforcement agency. The OIG has oversight
responsibility for all activities of the Pasial Inspaechon
Servica.

DIG Organization:
Counsel Inspecios Strategic
General Planning/Quality
Management |
AIG(T) AIGIA) MG AlG
Revenue/  Pedmmance|  Employee Customer




After the Redondo Beach Morth Postal Station was robbed in July
1987, Fostal inapectors suppbed & copy of thd surveillance tape to
a kocal TV station, which tolevised segments that included a photo
ol ther suspact and the reward offer. One woaek later, an LAPD des-
patchsr reported a call from @ woeman who said that ong of tha rob-
bers was lnding 8 har housa, The suispact okd her, "My picture

it all over the nirws for robbing a post affice,” and sasd his famdy
and Iriends had recognized him on the show, Inspecices and LAPD
oihcars responded o the call, and the Suspest was taken irbo
cuslody. Prosecution is perding

Ll carmg sl of B SUes

3 01 NS fechmgue s the imvesshgaton of

Eaach Naorh Station robbeany on July 23, 18497, Posial

i Epchon

Inspact

3 Suppead a copy ol the survedlance tape 1o a ocal TV 2la
thon, wich Delevisad Segmi e the widaotapad phot
e Foboe Derartmen] Jis-

patcher reported a call Trom & worman wihd s that one of tha rob

1 suesoact, One weeek lader. a Los Ar

LS WY

s hiding) at her house. The suspect told her, "Wy pacture i3 all
ws fior roblbing a post office,” an

reendcls Mol eoogranng

over tha ne g il by and

W on B show. Inspectons and LAPD offi
cars mspondad 1o the call, and the suspect Was Eakon mbo cusiody

Prosecution S pending

ANCCTeT

21, OCal MRaspapes 0 run slones about post offce robbenas, with
Fyglance phobos of the robbers. In ond instance, afer e Yo
Postal Station &t Pomona, CA, was robbed
Fostal nspector sent detaks s the robbery and a sunedlance
spact 10 a bcal Pornona new Shaper. U i day the
mhadl, 8 regoer whantied the

and cafled Fostal Ingpeclions, who amestng the man hal sams day

1 SiEpiembar 1997, 8

PR of e Sy

PEIE Was o Specd fnoem b photo

A% reported in the st Seméannual Reoort, an ndhadunl was indiched
lor the June 1d30 murder ol the Hulbry, AK postimasier. and anmed

robbeny and burglary of the Ester and Ruby, AK post offices. In Feb-

ruary, Attomiey General Janat Reno authorized the ULS. Altomey’s

Lihce 1o seek (he death penalty aganst the dedendanl. To aeoid 1he
death pensty, on July 25, 15 thix 24 -yaar-oid man pleaded gty
I kAN Ehed DOSIMashyr and was sanfencad 1o e in prson, phus .30

YEArE Withoul pare.

vt Lise of M meds, Inspectons are soliciting small-

Thia incleaciLis reamonaEaie for the Apal robibiecy of the Surmnar, TX Post
Offica was santancad o life mprsonmant. He also receved a .:-:l::'-:\.'l'.\'ll
santence tor the Apnl Dungsary of the Brocksion, 1X Post Uihcs, and
two addtional 20 yaar sanlancas a5 anhancemeants resuy g froim a
cnmenal recond that includes 11 pnor 1.I'-l":-l'l:|- COMAaCions, i !’i'll-ﬂ'”
R, ML bvo meen responstals for robbing the post office were each
santancad 10 mnene-and-a-hall YEars in peson and restaubon of

5102 958. Philadelphea Division Inspectors caught an armad robber
on the samea day he commbed tha crimme, Tha man was high on crack
COCENG wWhen M Nesd a e 10 a postmasher s throat, and laber
resesiad amest Dy Inspectons, who Though Derssien gui g
rigialed i had robbed a post office and committed six olher armed
nobDenEs, AN aCCOMphce Was 850 idendihed

in Pusarta Rico, & highvay conract route (HCR) driver was amested on
Juby 23, 1987, for aking a robbery that oocurmed in Aprl, Tha HCH

driver alegely Cull Open Shcks

of postal rermitlances. hid monay fron

thia Sacks i an abandonid howse, and then shot himsad to make i
appaar el he was nobbed The invast -\_:.:'-'I| O 1S COonBnLng. b e
York, Postal inspectons arrested bwo men suspected of robbing a
post offoe, During Questioning. thiy undovanad nfiormation that would
Sobae Six Bank robiberies, Similarly, Postal Inspeciors in Los Angeles
whi amasiad a suspect in a post oo nobibeny, keamed P was pan
of a gang that robbed busnessas and banks “as offen a5 they

changed clothes.” Thi suspect had a pricr comsiclion for robbeny and

renarclor, Alsn in Los Angeles, Postal Inspectors armested a fommes
peodica officer who was responsibie for
AUl Case 10 Sohal cul 10 1P man's Ly anforcamant esperience

da” knowledge, but an Inspachon Serice lask foros klantified
Eha former pokce oiCer o e
to 10 years and 11 months in prson and 5 wesars” probation

10 armdd robbansds. 1T was a

and -

Ehan ta mcndhs, i wis Sirhencnd
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Burglaries

Burgharkes may resull in financial and property losses of mal theft, as
well a5 indiract lossas from nepairs or equipment replacemants
g ather forcibie enings. In ackditon, Cusiome Senitd and mal
processng operations may ba intermupded following swch cnmes

Fosial INSpacions empoy Sophsticabed cefechion Oewoes 10 ke
postal facilties less vulnerable 1o attack. As a resulfl of Postal inspec-
tion Sanace SECUNTY Surviys and recommendations, and tha deplony'-

ment of state-of-the-ar security equipement, doliar losses. from burglar-

05 Nt Deen sagniicantly reduced

A man was sentenced in Aupgust 1987 1o 51 months in prison, thres
vaars' probation and restitution of 571,511 for the burgiary of the
Minidcka, 1D, and Mutseber, CA, post offices. A task force of Postal
Inspacions, local poboa and shanll's deputics amesied the man n a
mided rooem in Hood River, OR, whene they recovenad, durng a con-
sl oarch, T S1olen MOney Onders and Money Ofdes FMprnies

A total of 263 post offices were burglanzed duning this reporting peri-
o, and a botal of 5010 post officas wang bungianzed dunng thes hscal
year. The majeity of the 501 bunglanas imohed small losses or were
iy atternpbid burglases. Oy 100 of the burglanes mmeobaad I0s58s
graater than 51,000, or over 100 money orders. Tolal bunglary kssas
for the fiscal year include 11,587 in cash and $848.528 in postage

Employee Narcotics Involvement

The Postal Sendce recognizes that drug abuse 5 a national probliam
and is committed (o providing a drug-free workplace. |t is 1he respon-
gibility of the Postal Ingpection Servica 1o halp maintan tha sacunty of
e v, s well sty pudbic’s Trust and conficence in the relabdity of
Postal Senvice employess. it i a nghl of Postal Senice employeas 1o
WOk In a -:j'l.,.u:_;-h{‘{! STy,

The Begal dsiripution, use of possesson of drugs by postal employ-
oixs i5 crimingl conduct thal Nas a negatess IMEact oh every phase ol
posial operations. Comealations axist babamsen doug abuss and on-1ha

- L:H."zﬂ'-‘—'ﬂ'"ﬂ'q_- .15- A _‘ .

'—. e : =

job accidents, unschedulad absances, increased njury Compensakon
Costs and decreasad produciney, Adionally, there B a retalionship
bebween dnug abuse and imaohsemant in other crimes, Such as ml
haft, emazrerment oF assauis n ha workplace.

Inspecton Senvice imastigations focus on the dealing and sak of nar-
cobcs by postal employees while on postal property of on duty. Infior-
maftion reganding possession and personal use of llegal narcotics by
postal employess & relerred rough postal management to the
Employes Assistance Program for allention. Ernployoas found 10 ba
irvoived in dnag offerses while off-cuty are aiso brought 1o the atten-
tion of postal managemant

Thiy Officn of Inspechor General wiss requesied by the Postal Board of
Governons b conduct a systamic reviiny of the process ior imashigabng
1he use o Sake of drags on postal premises and management's afforts
1o slminate drugs in the workplacs, T focus Of B roviis wall Da bo
provace recommendations 1o strengthen personnel and enforcement
policies. The results will D roporiad in thi next Semsannual Repor,

During This reporting paniod, a career employes al tha 51 Lows, WO
bain Post Office was senbencod 10 ond-andd-a-hall years of mpnson-
ment for seling cocaine to an undancover Postal Inspacior, Whis ha
irvestigalion was ongoeng, the employes was removed from the Postal
Lenace lor threatening a manager. Postal nSpacions in Mew ey
arreshind @ rusl hancier 39 the Mew Jersay Intemational and Bulk Mad
Center for possassion, with the inbéan 10 dsinbute, COCENe N manus-
. Hi aormitied o seling cocaine 0 postal emplioyess whila officinlly
ermpioyed, and 1o wting appooamabely @ gram of cocane a day. in El
Pasq, TX, a letter camer, who was a 24-yaar valaran of the Postal Ser-
vicE, wias amested whis on his iy route Iof pOSSassIng COCARE
with The intesnt fo distribute. The employes adrmillad b Sold cochns (o
nancotics usens whild b was on official duty. A1 the Palating, IL Process
g & Distribugion Canter (PRDCH, a custodan, wih 5 Ms0 & sleward of
the Agrerican Postal Wiorkers” Lirson, weas armested after he sold manus
na 1o an unciercover Postal nspecion, Thi 10-yedar veberan admitied
sading narcotics whie he was empioved al the PADC

The Postal Inspection Sansce conductad 41 employes namotcs
irvestigations duning the reporing penod and a total of T8 during the
fiscal year. Inspectons amestod 17 amplonsis 1or nancobcs volations
during the past six months, and amested 41 employses during the
ariting fiscal yid

On Jung 18, 1987, the Loreito, VA Posl Office was burglanzed and then
burmad &0 the ground. The fine was st to cover the burglary, which
resulied in losses of 52,300 in postage and 550 in cash. Postal Inspeec-
tors identified a juvenile and two sdults 83 saspects in tha cnme, and
aervied A fecleral search warmant at tha bome of & SuEiact's girfiriond,
recovening stolen mondy anders, posisgs and a postal money ordes
imprintaer, In Seplember 1997, Postal Inspecion amested the pnmary
suspact, and prosacution is pending on the obhes two Suspoects, as wll
a% tha girtlriend.



Crime Prevention and Security

The Postal inspection Senice conbnues 1o divols signscant effons to
prensinding Crimes Through employes and cusiomer SwWareness pro-
grams and secunty measures. As the Office of inspector General [0IG)
mcninsns 45 stafl, i will devols resounces 1o preventing crimes that tall
within tha OIG"s inveshigate jursdiction. Potential probiems and dafli
CECHEs ang N b and pronities sl based on trend anahysas of
spacific crmnal activity. Once trends ane identified, prevention mea-
Sunes ang deseloDed 1o recucl or seminalbe the risk of criminal acthaty
agairst the L5, Mal, the Postal Seraca and its employees,

Thi Postal Inspection Sonice developed and maintains an ntegrated
robbeny and burglany counlenmeasures program desgned 10 protect
empioyeas, assats and propay, Linder tha program, Postal inspec-
s pericern an enaiuation and risk analysis of condilions both ingice
and oulside postal fackles o deberrmre this proger equipmant nead-
el 1o sacure th tacilty, Special emphasis 8 placed on the sacurity
and integrity of mad in ransil and whilia it is soned and processad for
cielneary. Akarms and Cimiras ana installad a1 taciites where value,
risk and price history dictate their nesd. The equipiment may ba
refmabity mondoned by thi Postal Inspection Sanace and has proven
effecing in detecting and delesring crimnal acthity and assisting in
apprehanding criminals

Postal Inspectons in Phoanix, AZ, have reponied a continung problism
wath thetsves who use counterad postal keys, o forced entry, to
sl rnael froen coliaction baxes and neighborood delnmey and collec-
tion box units (MDCBLUS). During this reparting period, Phoanix Inspec-
tors coprdnaled the implementation of the iolowing secunty counler-
MEEsFas:
B nstaling hgh-sacurity moddied armow iocks (MALS) in o

1,200 collection boxes

B rgdrofifling 350 collaclion boxes with three-point locking bars
instaling MALs in approsimatedy 20,470 NODCBUs
B ranlorcng brackels on 8,700 NDCBUs

Ongoing prevention and secunty mliaines focus on a vamnaty of acths-
s, Pamphilets, posiers and wdeo preseniations are distribuied and
macks avalable 1o educate employess and customirs, Postal Inspec-
tors conduct educabonal presentations on lopics such as postal vehi-
Cha Draak-ing and customer susceptishty (0 undCrupllous Bagal pro-
rrotions conducted through the LS. Mail

Workplace behanvior ISSUes Continue 1o receve attention by the Postal
Service and 1he Inspaction Senice. A Threal Assessment Team Guide
has baen developed to assist postal MENagers in cineloping leams
that @ng taskaed with addressing unaccapliabls workplace behanaor
Additionally, Postal inspectons and postal empioyess prapased a Cri-
@5 Managarnent Plan 1o prowde gudaines for handing crisis gifya-
tians and resobing related isswes in 8 tmedy mannor, They akso craat-
] orentation Sesnons gaanad 10 familanze parsonnel who are mest
ety 10 respond fo workplace Dehanaor events

During Eh ka3t raporting penicd, the Postmaster General apponted an
Aiation Mail Security Commithes (o explong Ssues rased by the
White House Commission on Aviation Salety and Security and to fur-
ihér enhanca aviation secunify. The commtbes, which compnses
exgcuines rom onbical postal functional areas and the Postal inspec-
ion Senvica, is charged with coordinaling avabon secusty Beeas for
the Postal Serdoe, A cong group has Begun to review tha resulls of
aipor security revieas 1o ensure compliance with e Posial Ser
wvice's aviation security nias

The Awviation Mal Security core group was chasged with reviewing and
recommending changes 1o the Postal Sardce’s Hazardous Maberials
Program. The ransportation of hazardous matenals on passenger ar-
craff is a growing national concam as a nesult of the Mational Trans-
portaton Safety Board's findings in the May 1996 Vahwet crash
investigation. Ong of thiy group's recommendations & proposad legis-
tation authonzing the Postal Service o mpose ings on mailees of up
b 525,000, phus clean-up costs, for violating reguiations on the mail-
g ol haeardous matarials

In June 1887, the Postal Senice swarded a contract 1o Emery Word-
widke, Inc,, 10 50n and transport Priarity Mal, The contract recuings
Emeny o acquire and siaff Prionty Mal Frocessing Cenbers (PMPCs).
The Postal Inspection Sarice has worked closaly with
thig progict densioprment 1eam and Emeny 1o endung
SECURy CONCEMMS are mel, Inchadng thoss affecting
iaciity, personne, Iransponiation and aviation security.
The firgt inciities opened in Miami, Jacksomalle and
Oranda, FL, in eary September 159897, and (e last seny-
an faciities will e opening in ey FY 1998,

Posial Ineppctons & the Phoenix Divisicn inveniosiod mew
focks that arved from the Postal Service’s mail equipment
shog., Ower 21,000 of the Pegh-security locks wers instalied
i colastinn Bowis and obher posta cotachion units
throughaout the Phoenix area 1o increass mad security.
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Thia Inspection Sendce continues 1o ba active in the ntéragency secu
rity committes estabiished o develop Tacilty secunty guidelines, Tha
quidedines designate Postal Sendce buldings as special-usa acibes
The Postal inspection Senica, reprasenting the Postal Sendce, contin-
s o work closely vatih the General Seneces Adminestration (G54A) 16
develon securnty guidelines for postal taciites wilh GSA tenants. The
Facdifies office of the Postal Senice contractied an anchiec] and secu-
rity specialist 10 deberrmerg how Securly redquenements can best ba
miplemented.

Postal Inspactors asd dinsop and montor detased inbermal contros
io protect stamp stock, money onders, ULS. Tradsury chacks and
cash. Inspicions muntar Esons with memoers Of he mjekgancs
community to idendify threats 1o postal openations

Civil Disorders and Natural Disasters

Postal {acilties are requirad 10 hawa up-lo-dabe eMmergency prepansd-
russ plans in place to handle natural or technologecal desastens, Postal
Inspacions assisl in GRaaomng emengency plans o keap 1he mad
mowing of o reestablish senice as quickly a3 possibie in the event of
a csaster,

:I.:n'ug fhes reponting pandd, @ vanety of savarne weaalher condibons
fegted the matile of milicns of Amincans, and empicyess of the
Posial Serice wede no exceplion. On Apnl 1, 1887, & Snowsiom
churnpesd approaamabely F5 nches of snow in Boston, MA, and resrtyy
areas reporied as much &8 40 nches. Fostal inspectons montonad
mpil concitions, responded to faciiies and supporiad posial Mmanage-
el 5 russchad

Postal Inspecions froem Phaeni, AT, mnd Las Vispas,
NV, msponded to the scene when an Amirak tran
camying seven cars of U5, Mail hoaded for Chicago,
1L, cerabed 11 miles sast of H.Il‘rl}'ll-ﬂ'l AL, on Ausgust
@, 1907, Inspectors provided security Tor the mail from
moan urtil 7200 pum, the Tollewing day, whan i wies
offioaded cnto wo vans, transported to an Amirak
station in Albugussrguie, N, ard losded on tho moxd
train 1o Chicago. Approximately 15 bualk masl conber
contaimers ard 15 palets of mail were defayed.

Thie upper midwest also expesienced hedyy Snd and raim n eary
Aol that resultied in sevene Booding along the Minnesota and Misses
sippi Rivers, aliecting North Dakota, South Dakota and Minnesola; in
addition, the downiown ansa of (Grand Forks was gutted by Tmes,
witech firefighbers wene unabie 10 respond 10 Dociusd of th oodng
Postal Inspecions workid with postal managameant 1o ensurs e
seouity of post offices thal wera closed du 10 nsng Roocdwalers o
Iack of Mol g povesr.

On Judy 2, 1967, tomadoes and Sineerd winds ooninbuled bo the deatihs
of 16 paopke in Detrofl, M1, Soma postal stations and branches siffered
structural damage. Special elfors wane made to get checks to Cus
{omas:; howenses, mal coukd not e delaerod Diciss of poeer out-
ages and biocked roads from downed Inees, power ines and damaged
houses. Postal Ireepecions provdiasd assestancs with security and sups
pld pstabes o postal managernent for alfiiis wathoul phone senacs

Postal Inspacions contirnsaly nisaca and D pOSia) empaomies
update local emengancy-proepansdniess plansg for their facikties. These
rivilnes Ensure thil emangency changes-ol-address and satety moti-
cation Cards ard Fvaatabie 3l local post ohces, as MouenSd unce
Executive Order 12658, Envvpancy’ Prapanadness Responsa




Preserving the Integrity of the
Postal System

rimies Such as stealing or desinoying efters or parcels negatively afect the pub-

kx's trust in the LLS. Postal Service. Postal inspectors ane commitied 1o reducing

i theft to maintain the public’s confidence in the Posial Senace and prosane

the sanctity of the mail. The Postal inspection Service is curmently working with

Mayor Masers b0 prevent mail thafl and retated problems. such as identity fraud,
at an early stage. The Credit Card Mad Security and Mail Order Initiathes, which support the
Inspeaction Serice’s Confdance in the Mal program, sere as prime examples of Postal
Inspectors” efforts in this area,

Mail Theft, Money Order Abuse and Miscellaneous Crimes by
Contractors and Other Non-Employees

Mail Theft by Contractors

Cases involing the delay o destruction of mal ane sometimies the wark of errant hghway con-
mmmm&mwmmmmmﬂmwmmmm-
rmant’s tip, identified an HCR diver who delayed 326 feet of First-Class Mail. Postal inspectors
found the mail at the contractor's facilty on June 20, 1997, in a 40-foot trader that had bean
cispatched from Hamisburg, PA, on Decermber 4, 1996, ARer Inspections determined that other
contracts with the comparny had been terminated becausa of dekay-related infractions, thiy
continuad their imvestigation. On July 16, inspectons located two mone tralers containing
approvarmatedy 400,000 pesces of predominately First-Class Mail that had been delayed since
December 1996 and May 1097, The HCR driver was indicted on charges of mai theft and
rifling the mai, and the co-owners of the contracting company were indicled on charges of
CONSpIracy, possession of stolen mal and obstructing the passage of mal,

In May 1987, an HCR driver in Connecticut was senencad 10 six months in federsl prson,
three years' probation and a $10,000 fing for stealing over S38.000 in postal remittancas.
mmmnmwmmmmmmmm
500 pieces of First-Class Mail and parcals, Inspactors from the Ft. Worth Division found that an
HCR driver was stealing greating cards and rifing them for cash, When he was apprehencied,
Inspectors recovenred over BOO rifled greeting cands from the driver’s truck and a roadsice park,
Tampa Dhvision Postal inspectons caught a Gainesvile HCR driver rifieng mad, and found 101
fified rvelopes and greeting cands when they confronted the driver in his truck. The driver
mmwmmmﬁmmwmmmﬂmammnm.

mmwmmmwmm-mnmmrm
were alisgediy responsible for sleaiing and rifing approximatey 3,000 pieces of First-Class Mail
found in an Oregon forest. As the case unfolded, Inspectons also found over 220 crecit cards
had been stolen, with fraud losses totaling nedrty $175.000. Inspecion who searched the
home of ong of the aiine employess found 10 trays of stolen bank mail and B0 credt cands,
That three employees resigned thesr positions, and prosecution is pending. In ancther cass,
Postal Inspectorns in July armested six mail theft suspects who were ground oparations workers
contracted by an airine comparry, The employess worked al intermational airports in Las
Vegas, NV, and Anchorage. AK, and were allegedly responsible for stealing both domesbic and
international mail. The investigation is continuing,
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San Francigoo Division Postal Inspactors found that four “ground han-
dlers” at the San Josa, CA, ampon wene stealing numenous First-Class
lefters condining credit cards, The comparny thal hired the workers
senices ond of 1hi majs arine contracions that transpons mal
throughout the United States. The investigation indicated that several
hurdned coadit cards had been stolen. In a related caso, Mawark Dnd-
sion Inspectors amested thres aifing Cango agents in Seplembear
1997, after theny were found rifing Prcdty Mal parcels n a plane a1 the
Mewark Infemational Ainpon. The suspects, who wera amployed By
Thuy SATE COMmpany &3 the one citad in the San Jose case, were
arragned the next day, The Inspection Serice imeshoation renvesald
that three other employvees of the comgany wene steaing LS. Mail
from planes at the Mewark airpon. Al s employeses wens removed
from their positions. Also in September, Postal Inspectors identified
b giririecs Bmgioynes al the Mewark International Arport for The theft
of 772 First-Class letters from the cango hoid of a plane. The bwo man
were araigred the next day. The mvestigation led to the identScation
of tw olher emplovess of the same afne, one of whom was hired in
Febrgary 1997, and who had a crminal recond wah amests Tor bur-
glary, damage 10 proparty, Shopifting and possession of maruana.

The fadure of airling companes 1o conduct pre-empicymment DRckground
SCTEEning continues b be a probiem, An inspecton Serace inestiga-
tion of arpon thefl dsclosed That theee employies of an arking CpEaing
out of Memphis, TH, had crminal records. One ermpicyes, Fired in Jan-
uary 1996, was arested in June 1996 for the manutacture, sale and
detrbution of manuana, inspecions found that another empicnss, Mined
in May 1997, had bean amested twice, onop in May 1096 for stealng
ever $500, and again in Apri 1997 for stealing over 510,000, The third
ampioves was hired in Sugpust 1996, and had baen amested nin 1imis
betwean 1979 and 1903, on robbery, larceny thalt, shoplfting and nar-
cotics chargas. Two of thi Siven airine ramg empioyess in Memphs,
TM. wore teminated after Postal inspecions identified them for slaaling
credit cands from thi mad and revaaled they had cominal reconds. The
ppioyens were hired in August 1935 and October 1986, and had Doen
amestd n 19548 and 1992 for stealing ower 3500 and commiting other
felories, Elsewhans, Inspoctons dentfed an aircrall suppon supenascs
and a cargo techmcian at the Phiadeiphia Intemational Aiport in August
1887 for mad thel.

During this reporting penod, 219 contractors ward identified for the
theft, detay of destruction of mai, and 429 wone identied during al of
F 18487,

Mail Theft by Non-Employeas

Mai theft activity is widely dwvergent and continues 1o escatate. The
Postal Inspection Senice comimits sgniican] resources 1o rvesigal-
ing and priventing mail theft. A total of 1,997 non-empioyees were
arrested during this reporting pericd, and 3.890 wene amested in al of
Py 19y,

T sacurity of Postal Senace vehickas and recapidcies s a prmary
concemn of the Inspection Sendce’s mal thefl program. Incadents of
el theft of this nadure rose 47 percent ower the past fiscal year,

Increases in thetts from collection bowes rose 58 percent, thelt from
meighiborhood delvery and colechion box units rose B3 percant, and
theft from apartment panel malboxes rose 102 percent,

I some cases, collaction unis dre acoessed with coumeriel keys.
During this reponting penod, Postal inspectors amested Several indhid-
uals in possession of countered kiys, Nciuding two San Dhgo man
wito had seven counterdeil keys, the equipment 1o produce mone, and
150 checks stoken fom thi mad, In most cases, ndhiduals who used
countertet keys o defeat Postal Senack locks shole payment checks
that wera [ater chamically alered and fraudulently negatiatiad. This
Inspaciion Serdce addresses mail Bl problems of This nature by
focusing pravention efions on areas hardeast hit by thitves. Postal
management responded 1o thase concems by authorizing funds 10
improve locks in high-risk areas.

Postal Inspectors in San Francsoo amosted a recadivist mail thial, atter
sening a search warrant at his residence, for conspiracy 1o manudac-
ture counterfait identification cands. Inspectons seized sevenal complut-
ers, A printer and heo mansls that contamed sampses of all the identi-
fication cards issuad i dvery siate, as weall a5 ksts of names that were
ki 10 e e used in presious Sigentity Thefts.” Approodmatsly
10,000 peeces of stoken LS. Mal containing chicks, credd cands,
financial statemants, tax raturms, personal letters and crodt cand apph-
cations wers also seired, as well as three postal locks, three postal
kays and a postal uniform, Inilial insses reported by financial institu-
tiores amaounted o 52 milion

In Haveal, & Lanai Airport fing and rescue captain was Senenced in
Sapterriber 1997 1o 28 months in prison aftér an inspection Serice
mwestigation found him in possession of stolen regelined mad iotaling
£43.255, The judge gave hirm an upvward depaniune from (ha santanc-
ingg guickaliness for impixing justice by intimicdating watnesses. The man
wis @ former Honolulu poliod offices,

Wolume thefts of mad ane often the act of local gangs. In Los Angees,
CA, Postal Inspeciors armestad the ningleader and two members of
aw;ilmnmmamnmamwmmm“
£700,000 in stolen firancial documents. Postal Inspecions in New
Yok arrested fouw members of an Ecuadonian gang responsiolg for
six vehick break-ing that resulled in thefls of over 5250000 worth

of rnegistened mai

Crther groups concentrated on thefts from residential mailboxes. In
Minneapoks, MN, a task force of Postal inspactorns and local law
eriorcemant officials arrestid 12 ndsiduals engagd n such acthdty
tollowing the execution of ning starch wamants on gang mamier resi-
dences. Tha gang had been stealing and cashing checks for over &
year, In Charlotte, NC, Postal Inspectons halted a mai theft ring of 30
10 35 peopke responsible tor steaing over 1,000 checks. The group
stolia outgaing rmail from residential mailboxes, searching for Chacks of
other financial docurments with bank account infommation they could
use 1 negotiate other chacks they had stolen.

The Mew Yok Deasion placed a Postal RSpichon i an undescoe
capacity with a gang invelved in stealing bundies of mad. As a result,
two gang mambers have bean amasted and a thrd is beng scught.
Inspectors recoverad siolen checks and rmai, counterlest identificaton




cands and compuler equipment usad fo procuce the take cards, Tha
irmestigation is continuing and & expected o resull n more amasts.

The ringlesaciar of a Mew York gang, belbeved 1o De responsie for over
250 *volurne™ mail aliacks, was sentenced 10 thres years and fve
maonbhs in prison and thres years” probation. The gang is Delieved 1o
havae negotiated over S600,000 in stolen checks, incuding aporos-
matety 200,000 in chicks that were cashed at post offices, The
laader of a Houston gang, responsibile for over 30 attacks of postal
vehicies, was sentenced 1o 27 manths in federal prison and restitution
in the amount of the forgad checks he wrate.

Migerian criminal eivonpises ang responsible for exlenshe mal Thelts
and tha usa of stolen credt cards, checks and inancial indomation o
commit & vanety of fnancial fransds, often mohing identity 1akeovers,
A kery marmiber of one such ring, responsible for iraud eses of over
1 milion, was sentenced in 8 Maryland faderal court 1o 10 years and
4 monihs in prison to be Sollowed by 5 vears' probation. Elsmhang,
i West Adncan crime fing membens wene amested in Austin, T ina
joint irmvestigation wath oiher federal agences and Austin polica, for
heroen dhstribution and the passing of stolen and countarfet checks
laken fnom the mail, The West African Task Force in Mew York armest-
ed a Nigerian national who was part of a scheme invohing the thett
and] negotation of checks stolen from the mal, sesuling in losses of
approxmatedy $500,000.

Theis: Nigenan males were amested in Columbus, OH, for thewr par in
an identity takeogr Schimis imohing an estimated 20 bank accounts,
owir 459,000 worth of counteret checks and over 110,000 n
fraudulent credit card charges, Two West Africans wene arrestid n
the Washengton, DG, araa for ther roles in @ coasi-io-00ast schama
Imvoiving stolen credil cards. Postal inspectors, who served a search
warrant at the man's rsckoncas, seized slolen mal, credit cands and
financzal papers, phus fraudulent denbifcations, Maora than 3,100 siolen
credil card account numbers wisne recovered during the search,
Some crimingl enberprises recruit indhiduals who process or delver
rrusl, o infitrate & mail handing aoa tharmsebes 1o steal items of val-
ue. In Howard Beach, NY, Postal Inspectons amested a Migeran man
who purchasid Stolan credit access checks for $500 each from a let-
b Carmir, The camier, who was armested by Postal inspectons, coop-
erated by identifang his “recruiter.” In a smilar ewestigation in Atlanta,
GA, Postal inspectons amested a letier carmer who sold stolan checks,
with & Race value of mone than 570,000, to a Mgedan national, in
Boston, MA, another Mapoman rman was arrested after he used his
posilicn a3 & Security Supandsor at an apartment compix 1o access
tengnt inlormation frem rental agreements, Tha man stola financial
docurmants that wene maled 10 tha tenants,

Financial ransaciion documants are not the only items of valua trans-
ported through the LS. Mail, in Phitacielphia, PA, a highly publicized
irvessligation into the theft of $144,000 waorth of poslage stamps was
mﬂmunlmmmufmdﬂermmmmm-
eshimn under laderal guicalines. The delendant was santenced on
August 5, 1997, 10 33 months” imprisonment afler he was comvctad
of steabng fr boxes of postage stamps from a ractor-traler in a
Philackaiphia radroad yard. The stamps wene part of a larger shipment
destined for Mew Yok

Postal Inspectors armested two men in possession of approximately
20015, Treasury and business checks worth over 252,000, The
cheschs had bean stolen in Brookhn, MY, and weng 10 Be cashed in the
Washingion, [, anea, A man in northemn Calfiormia was sentencad o
37 months in bederal prison and 36 months' probaton after inspectons
found him in possession of 228 sioken credit cards, the magonty of
wiech had bien stoken from the ULS. Mail, The man had atered 125 of
the cands by encoding a different credit card number on the magnetic
singa. Alsd ricowanac was the equipment used o re-encode This cands.
Despite increases in mail B, Inspection Sendce preventon efons
el asultid in greatly reducing fraud losses retated to credit cards
that were matked Dry Ssuers bul never recened by customers. in FY
1997, such losses decraased by 12 percent, Cher the past four fecal
years, credit card fraud relaled 1o cards stolan from the mal was
recucad by B8 percent. This success may be atirbuted in part to the
Inspection Senice’s Credl Card Mail Security Infiathe and Alrport
Security Revieny program,

Mail Theft and Miscellaneous Crimes

by Employees

The Postal inspechion S6nice i agoresskely working 10 recuce losses
i e rraing industry. The Postal Sendce is a sgnificam camier for two
magcr cable TV homea shopping senaces. Duning June 1997, Posial
Inspectons from tha Chicago Division identified thiee casual ermployess
a1 the Busse Surface Huby near Chicaga, IL, for the theft of at laast 19
registened parcss sent by the two shopping senices, valuaed at
$36.501. A part-time clerk at the San Francisco Bulk Mal Center, who
pleaced guilty 10 possessing 16,429 pieces of siolen mal vakesd at
over 8325,000, was sentenced 10 Ong yedr in federal prison, two years'
probation, 200 hours of communty senica and a 530,000 fine, In
Philadeiphia, PA, an Inspaction Sendce investigation resulted in a guity
phea by a mal handier, who was senencied to five years” probation and
85,000 rastiution 1o thi maler whose parcels he ok, Th mail han-
char wirs ressponsible for slealing an estmatsd 500 parcels,

Anallysts at the inspection Senvice's Mational Forensic Laboralory
matchid fingerprints they detected on nled rmal to prints from a com-
puterized fingamrint databass, which lad Phitadelohia Division Postal
Inspectons to amest a formar casual empioyes ol the Postal Senvica,
Upon his amest, the former employes admittid enlering the Philadel-
phia, P4 General Post Office hao o Bhvee tmes 8 wesk over the past
year to steal mail, taking from 60 to 100 greating cards on each visit,
He estimated he had stolen over 10,000 bifhday cards in his search
for Ccash,

Postal Inspectors caught a mal handler a1 the Boston, ba General
Mail Facility stesiling donations from mail addressed to a ministry. At
e Bimue b was caught, the emploves fad 21 of the letters in hs
pocket and T3 in his backpack, and Inspectors found another 585
rifled letters in his kocker, He also had 1,700 in cash in hes pockeat and
57,000 in his backpack. The employes admitted he had been staaling
rmal bor a few months,
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Arhough the vas! magonty of postal employess ane honest, imestiga-
tions of collusion betwean dishonest postal omployees, Non-empioy-
ges of former employvees & A conlinuing problem. Inspectons fnom the
Caenedand and Cincinnat! dhisions combined resources o calch a for-
mer Columbus, OH, postsl emplowes whi was working with a non-
employee 1o sieal carls of mal. The investigation, conducted with
local law enforcamen, uncowensd 3,000 piaces of unopenad malin a
curmpsier in Franklin County, OH. Poastal InSpacions reCovedred an
addtional 270 paeces of rifled mall before the man was amested, Cred-
# cards and business chacks that wene Soken from the mad, worth
£2006,000, wiore found. Postal Inspecions obtained a confossion from
the lomer employes, wha identifed ofher members of the organized
mail thft ring.

Coordination betwean Mew York and Washington Dnasion Postal
inspeciors lad 1o the amest of a rangitional employes at the Nodhem
Virginia Processing & Distribution Center (PSDC) for stealing credit
cards, Postal Inspacions armestoed 1he employes iolowing a fool chase
through the faciity and recovered 24 stolen cradit cards. A subse-
guent saarch of the empioyes’s home and vehicle produced 512,200
in 5100 bils, & semisutomatic handgun and a recently issued passport
from Ghana,

A tip bed Seatte Division Postal Inspectons 108 Mencer Island, WA, lel-
ter carmer who was sieakng postal keys and providing thern B0 out-
siders, who usad them 1o steal mail. Postal Inspectors kocated and
arrestid two of This carer's assocates in Rend, MY, and furthir mes-
tigation disclosed that the carmier was addicted to methamphetarmines.
The employes has resigned, and prosecution is pending.

The imost secure senvice offered by the Postal Senice also came
under attack during this reporting penod: registerad mad. On July 28,
1997, Inspeciors in California identified 8 postal supenigor at the City
of Industry PRDC for steaing regetened mad. Th Supinasor aomitbed
i stealing one regstened post offce remitance, and Postal Inspec-
tors oedesrnaned that several obher remiltance losses coukd be atirib-
uted to his activities. The investigation, which spannad a 22-month
period, focused on the disappearancs of s regstenad remittance
pouches coliciiely valued at 260,239, The ernploytd has resgned,
andl prosecution 5 paending.

A Sherman, TX, delivery SBnaCces Supenvisor resigned after admitting
e 5ok an £11,992 remittance, and prosecution is ponding. An
Inspaction Servics imestigation into the koss of s regestened rermil-
tances sent 1o ihe Lynchbung, WA Post Ofice led Postal Inspectors to
a Z2-year employed, Afler admitting he had rfled at least one pouch,
he was placed of eMengency SUSPeNsion, and prosacution is pond-
ing. Postal Inspectors from the Cincnnati Ohision identified a
Loudsvilia, KY, molor wehicke senaces diver &S rsponsis for stealing
a rumber of pastal remittances and registarad mail. The empicres
acmitted taking approcmately $30,000 in postal funds and several
items of jenselny from regstened maill, Inspecions recovered 37,400 in
postal funds, the stolen ewelry and menchandise thi: ermpioyee had
Postal inspectors in Boston arresbid a mal handler at the Middiesasx.
Essex PADC, who they aleged was responsibie for stealing 50 regis-

fened lems, inchuding 36 postal remittancis conaining & total of
£101,200 in cash and 351,468 in checks.

Postal Inspactons in Minvark, Boston and Bulfalo assisbed Inspectong
in Mes ok City in identifying a mal handior who was slealing regis-
tars. Batween Apdl 1996 and August 1997, 22 pouches of regstened
mill, degtined for the Morgan, NY PADC, wene reported as “non-
réaceed” in Miw Yok When inspectons atternpibed 10 inbirsew a mal
handier abaut the crimaa, he tned 1o fee, ol dopped a trash bag con-
tairung the contents of a regetened pouch. Thi empioyee laker aomil-
ted to stealing other powches of registered maill and clamed e sold

i enainy he siole 10 purchase dnugs for his $100- 1o 3500-a-day
cocaing habit. The loss 1o the Postal Serica is expected 10 aporoach
21 million in indemnity claims. The mal handler was placed On emar-
gency sUspension pending his removal, and prosecubion is pendng.

During thiss reponting peniod, 484 employess weno dentified for the thefl,
delay or destruction of mad, and a tofal of 1,414 employess wir iKenb-
fied fior the Thef, delay or destruction of mal in all o FY 18497,

Mail Bombings

Mal bombs rermain a rokatividy rare crime, averaging about 16 each
yidr. In the interest of protecting postal employees and Cusiomerns,
the Postal Inspaction Senice considers the imstigation of mal
bornibs among its highest prioities, During Py 1897, 18 mai bomibs
wers known 10 have bean sent through the mai,

disputes, with revenge being the common thread. This past year, in a
suckden wave of temorism, 12 ol the 18 maled bombs onginabed trom
diria, Egypt, wera sent 1o destinations in Washington, DC; New Yok,
WY and Lesvermaorth, KS. Forlunabely, thisy wene dentified as suspi-
cious and renderad Sale belons inflcting personal inunes of death. The
Postal Inspection Sanics i continuing o work with the Pederal Bungau
of iwestigation’s Temonsm Task Forog in s ongoing imesligation.

Due b0 recent evants and msdia aflention focused on the Egyptan kel-
ter bombs, the Linabom investigation, and speculation sumounding
the tragedy of TWA Flight 800, there has been a hisghtened state of
awareness and concerm by postal cusiomens, employess, Prvabe
mwmwmwmmm
country are responding 1o an increased nurmbar of calls regarding sus-
pecious maiings of letters and parcets believed 10 contain bombs, Dur-
ng FY 1997, Inspectors responded 10 1,800 such calls, companed
with 954 in P 1996,

Postal Inspeciors with specialined training, equipment and expenence
in conducting explosie incident rmeshigations promptly respond 1o
any repored suspect mailing to protect postal customers and employ-
ges from the threat of a Domb. Postal INSpecions ang ramed 10 recog-
nize mall bomb indicators and components and ans proficient in
st of M-ray equapment. Duning the past yvear, the Postal Inspechion
Sanaca enhanced its ¥X-ray capabilfies through ths acoquesition and
natiomaice deploymeant of “ragl-tima” portabie X-ray systems. The new




Shown heds 18 the Express Mad package and pipe bomb thal a man
rmasled to his tather in Florda, The man allegedly was hoping 1o kill his
Father o Colact an inhantanca, Dut the 130 was suspecious of the
package and did nol open i Postal Inspectors and local police respond.
e 10 tha soene, and the bomb was rendered sale. The son was sen-
tonced in Apdl 1997 to 40 years in federal prison and 5 years' probation,

X-ray technology aliows INSpecions 10 view, via compuler-genarated
images, the contents of mailngs suspecied o contain bomiog. More-
ower, the Postal Inspection Senice operates a specialized Mational
Fonensic Laboratory, |15 highly trained fechnicians play a key rola with
Inspeciors in procassing mal bomby crime SoEngs, Stoeking chebs that
wall basacd s 1 1l Eoenbr,

On Mery 15, 1867, in ona of the most complax mail bomb cases in
LLE. history, Attormey General Janed Feno announced the gosem
maent's nkention o seek the dasth penally adgarst tha accusad
Linaboemiba, Th decision was based on evidence that aliaged calou-
lating behavicr by the deflendant over 17 years of bombings, which
incheded 16 attacks that kiled 3 people and injunsd 23 others, Tha
cetenciant will Face ciargis in two Saparate friads: The first tnal is
schadulid bo ba held in Movernber 1887 in Sacramento, CA, and the
second trig is scheduled 1o commence in Mew Jersay, 70 days after
i ConCiuson of g first irial

As the result of an Inspection Service imnestgation, an Orando, FL,
man wis sentenced on Aprl 28, 1997, 0 40 vears n lederal prson
ancl 5 ks’ probation for mading a bomb from Mew Yiork, via Express
Mad, bo his father in Rockdedge, FL, in May 1856, The tather was susg-
picious of the package and dd nol open i, and the Bomb was ke
rendiered safe, This son's alegid motive was 10 gain an inheriance
from bes waalthy fathar, On Aprll 17, a man was sentencad in \Waco,

Tx. 1o 38 years in a lederal maamum Securty prson afier Postal
Inspacions proved he iried bo murder his exc-wile with a mail bomb,
Alsn in April, & Los Angeles County Supenor Coun judge sentenced a
rran 1o fve years in peison for maibng 10 mprovised apiosns denacis
in 1995 to the Los Angeles Times newspaper and seven lelevision
studics. Only ona of the devices axplodad, in a Burbank, CA, mal col-
lection o, The man maiad the deices 10 cosros the addressees
inlo as=isting him in his desir (0 bacoma Secratary General of the
Linied Mations,

In May 1997, a Minnesota man was senfenced 10 12 months in a fed-
aral medcal center haspital, 10 manths in a halfway house and 38
mionths of probation after an Inspection Senica inesigaton revealied
Fu 1 e heed parcel bomibs i July 1995, which wera dasigned
to ignite insade the St Paud, MW Main Post Office, Instead, the denices
ignitiad in bwo collpclion bowas near the post officg wheng 1hiy had
been deposied.

In Charry Hill, B, a man was amested by Phiadeiphia Dhwision Postal
Inspeciors in May 1997 for maiing parcels desagned (Doth inside and
out) to look ke bombs. The parcets weane addressad to tha White

Hoouiga, the Mew Jersey govermor and the New York Stock Exchanga

Child Pornography and Sexually Oriented
Advertisements

Child Pornography

The sexual exploitation of chidren through the production and distrb-
uhion of pomographty is & continuing tragedy thal spans all social and
aconomic dasses. Child pomographe s incomeacthy assume that the
LS. Mail will provice & safe, relabie and ancmyrmous wehicks to trafc
n thig dcit mateal,

The LS, Postal Inspection Serice works closely with the Dapartrment
af Justce's Chid Exploiiation and Obsecenity Saction, and uses pro-
actne mesigatens techngueis (O idenity and Being 10 justics indnadu-
als who use tha mail to distibuda, or knowinghy recene, child pomog-
raphy. Postal Inspectons have long Deen recognized as keaders n (ha
Dadths aganst chid sexual abuse and esploitation

Thea Postal inspaction Senaca i a key participant in many national and
international inftiatives, confierences and lask forces armed a1 eradicat-
ing child seoual abuse and explodation. Postal inspectons ane active
rrumibens of this Attormey General’s Federal Agency Task Force on
Missing and Exploibed Childran and work in close coopesratan with tha
Mational Center for Missing and Exploied Children, Additionally,
Posial Inspectons assgned full-trme bo the Morgan P. Hardiman Task
Force, created in response to the Vickent Crime Conbrol and Law
Enforcemeant Act of 1904, pronacie ther expentise b0 assist stale and
ocal gerearmimicdnls i e most dificull casas imoheng missing and
auploided childran,

Thia past year, the Postal nspection Sersck co-sponsonsd the Thir
fasprih Mational Symposium on Child Sexual Abuse in Hunswlle, AL,
the location of our nation's first Children's Advocacy Center. Postal
Inspsactomn conduchad workshops al the E'FmFHJﬁ.IIH'\"::I.I"H.'E pronasec
training to many of the over 1,500 conference panicipants
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Intemationatly, Postal Inspectors ane active memibers of the Attomey
General's Working Group 10 the World Congress Against the Com-
mencial Sexual Exploitation of Children. The group was created follow-
ing ihe First Word Congress, when over 1,000 delegales fom mong
ihan 120 counines comenad in Stockholm, Sweden, in Juby 1958,
The Posial inspection Service has also been an important member of
Interpol’s Standing Working Party on Crimes Against Minors since the
group’s founding in 1991, As part of the celegation representing ihe
Uinited States, Postal Inspectors regularty make presentations and
prowadie Irineng to dedegates Inom othesr COUNTRES On Sulbsecls related
o child sesoual wvictimization, Tha Postal Inspection Senvice, as chair-
mian of the Postal Security Action Group of the Universal Posial Lireon,
is als0 working to rid the world's mall of child pomography. A signifi-
canl amound of chid pomography 5 maled to addresses in the Uinited
States from other countries.

Sinco tha passags of the Child Protection Act of 1984, Posial Inspec-
iors have conducied over 2 800 mestigations, rasulting in the armests
and cormactions of more than 2,600 indhaduais who used the mal in
violation of federal child pomography ws. Postal Inspacions obtairad
164 comactions dunng FY 1997 for chid pomography clenses invoh-
ing the mail. Mso during this fiscal year, Postal Inspectors identified
and stopped 8 bast 39 chid molesters, and al least 33 chidren wene
rescuad from sexual abse a5 & resull of Inspaction Sanace investiga-
tions of child pomograghy,

The circumsiances sumounding the lolowing case ane particularky
tragpc and underscons the mpotance of ihe Postal Inspection Ser-
vice's work in thes area. A Mandand rman was sentenced bo 10 years in
federal prison and 2 years’ probation for madling child pomograptty
vty (e Uknitd States from Germary, The defendant had malded a
vickeotape containing child pormographny 10 a young rmdn P had
molesiad ning years earkar while sendng as hes camp counselor, Tha
chafandan had also abused e wctim's Dot uncir Semilisl crcurm-
stances, With the maled videctapa was a lengthy letier detaling the
secoual abuse of the wctim as an 11-yvear-okd boy, The vctim became
cepressed, bebeving the defendant would continue 1o stalk hirm and
ultirriatedy kill irr, The father of the brothers commitied sucics over
hig percessed falune 1o prevent the prior abusa, Three months |aler,
ha wictim eomimitied Sucice, and wilhen a year his Drother aiso com-
mitted sucide. The sentencing judge expressed regrat that the statu-
fory himits 50 iInedequately punished the offender. In addition to the
prEson Seripnon, e detendan will e requined uDon release 1o regis-
1er a5 a chikd sax oflendsar wiang he resades and mdy nob work wath oF
e around childen wilhout supensson.

All b0 often, & child pomographer 3 also lound 1o be a child molester.
Sadly, a5 in the preneous case, child pomographess ans §50 aten
empioyed in posifions thal provide access to childran, Postal Inspac-
Tors amesied A second-grace dementany school teacher from Vinginia
in Saptember 18097, The delendant husd bravead 10 & waler theme
park in Oheo, where he med two boys, ages 9 and 11, saxually abusad
thasm, and recorded the crmes by photographing the children's sawual
abuese. A sic-cound indictment for offendses rsabod 10 1he production
and distribution of chid pomography was raturmed in Seplember by a
Tederal grand ey i Rchmond. Postal inspectors are working with

local proseculors 1o bing state charges against the teacher for seal
battery of the chidren. As the result of another Inspection Service
case in Mandand, a high school teacher was sentenced to federal
prison for 15 months and ingd 55,000 for recendng and mailng chid

pomograpfy.

In June 1997, Seatike Dhision Postal Inspectors entifed and amesied
an alegad child modestar who sponsored al east 16 boys from aast-
o Europ 1o e with him over 8 thiea-yaar penod, in Ralegh, NC, a
man was sentenced in Juna 1957 10 T8 months in federal prison, 3
yaars of probation and 53,700 in ines and restitulion. He admeited 1o
molesting two boys, videotaping his sexual abuse of the boys and
Rraaching Ehk Tapes by mal

After Postal Inspectors amested a man in Geongia on changes of
raceiving child pamagraphy through the mad, they leamed that he was
saxyaly abusing his wo sons and anothes minor. Tha stala has Soed
charges as a resull. In a simdar case in the Pittsburgh Dadsion, a man
whao sant child pomography through the ULS. Mai admitted 1o mokes!-
ing & fermake minor and was prepanng to do the same o an eight-
yvear-oid girl. The defendant had a prinious comaction for seesally
mickesting s 11-year-okd daughter.

A Maryland man was sentenced to 10 years in federal prison after
Postal nspacions proved e used the LS. Mail and the Intermet 1o
tracks chid pomograghy. The man was ondernsd 10 provics resitution
1 Thi s yoUng wetims and ther Tamies, including paymant for pey-
chological counselng. The offender now fBoss mulipk rape charges
in state cour. Victim restiution was orderad in a Similar Inspection
Senvice case in Texas, The cliendar was prevously sentenced to 12
years and T months in leoeral coun fof receking and distibuting chid
posnography throwgh the mai. The man, who is knoan 1o e seo-
aby moksiod 16 chidren, was senbenced in Aprll 1997 to 20 years in 8
Taxas prison.

The ragic growth of computer cwnership and use of the Intemet has
created a new market for chid pomagraphy on a giobal scale, and &
rueny chalongd o ihe Postal Inspection Senvice. Chitd molssters and
pomographens ane now LSng compubins, in sooiion to traditional ket-
ter maid, 1o seek Bke-minded indsiduals for the purpose of buying, sell-
ing and axchanging chid pomagraphy, This has increased the numiber
ol chid pomography videotapes and computer disks of Such grapieg
irrngps in the mad, Todsy, Postal Nspeclons & Using Compubins &S
investigative 1ok in undintoir operalions [ dentily persons using
the LS. Mail to transport this nsdious and unlawful malenal

A, Jund Lake, CA, rman was amested by Los Angeles Division Postal
Inggecions in Saplember after a lederal grand juny indicted him on child
pomography changes ivohing computers and use of the mad. The
cidenciant was the owner and operaton of a sumimes Camp kof chekdrnen,
operated a peviate sholihe Dus sendice for chidnen, coached a umior var-
ity baskettall team and volurieerad i a church youth counseior.
Postal Inspachors heve since prosadad a kst of the children wiho athend-
ad the camp 1o i ocal shinll's ofios for folow-up atiention.




Sexually Orented Advertisements (S0As)

Tha Postal Sarvica and the Postal Inspection Sanaca introduced PS
Form 1500, Appdcation b | wubiony Oger, which ig
availabde at all post offices, to simplity tha process for cuslomens
Mgt a P oy order SNGT SRALANY pnened adverige
erls SOVAE) O ek g malenals. The form & par of a continu iy
procesg 1o respond Queckly and afie I"-.-:':::| 10 CUSIOMENS COMOESTS
about unesohcled SO0 theny reCned i s il

Rhing ancior F

The names of postal cusiomers who submit the fonm are placed on a
5 mainianed by the Postal Serica. The B2 i available, for an annua
e, bo dsbnbutors of seoaialy onented masl oF amy Othars wWho Day the
e, Thera ang chal and criminal penalties for companies that violale the
prohibiony order or mall S0As 1o ndhiduais whoss names hise Deen
on the kst for over 30 days

Forfeiture

The Postal Inspection Senace has the authorty b0 adminsirainey for
lesl BSSels mwobakd in o derved Bom crmnal actvity undier a numibar
al iederal stalutes. Thesa include

B Marcotics Trafficking. This majorty of these seizunes by Postal
Inspactons ewokse cash or money orders, send hiowgh the mad in
payTment ior disgal nancol

8 Child Pomography. These ofien include the seizume of compiens

;K.l"._h;r“:.l_l

. ".'“'

AADONS SUCH §

B Financial Grirmas. Foredund Dronasins aast or v
monay Eundaning, FIRREA (Financal Instilutions Redcem, Recowverny
#nd Enhoroament Ac] of 1985 and HILL) (Fackaisanng nSuencad
Cormugt Organization Act)

B 3UAs (Specific Unlawful Activities), [hass nciuda rmdsl thef and

mas ‘rawd

8 CAsE imohang Both mal faud and money Bundenng v a
comgplaint was ed in Seattle, WA, for the fofeture of E' 3 il

a%ses darnesd from ibagal ';_'u'-'_‘-.::r': lan
cescrined momore detad n the Lige 0
gh 5{}":“;.'-:"!: IFEEBCTHON SENA0E CASRS Mvohang as
are h n}i"""l."_."'r.r.-l'! e Monsy Laundes ng and marcobcs | '.'I!‘-":h!":;'|

s tions of 1his repon, which follow th

5 SaChon

Witule loredung BEws prosnda an aifectag debirmend 10

W, Ry st
o Apaed] JUCHCALIShy Tog ant e potaential for abuse of foredune
prosasions, Longness continues [0 creabe bga saleguands 10 prolect
the mghts of the ndividual, Fedearal orsfture laws axpresshy provice
protecinn 10 Ine nnooen] CAmier Wind CAN Semonsirs
had no ‘\-“Lh'-:L"Ji::F." of tha spacifiad !"_‘l':i-\'J E -".:.. hd not consend 10 8,
and ook all reasonabee steps (0 prenen if oM OOCLrmng

W OF Shi

The Pastal Inspaction Senace sharas this concem or the pro
the individual and places & high paority

forfaiture slatutes. ns

SLITOLICENG 2R SMZUne nlendad 108 S
ensung du process. Moreover, canehul considenation is given 1o ensur-
g that Inspaction Sarvice forfeture polces, procedures and actions
arg in accordance with Degartrmend of Justion polcss and procadures
il &né N step with recent iegal cecmons

Thase two Porsches wene among the 5411,355 in assats forfeited by the Postal napes-
tion Serace during this reporting period as the result of a plea agreement by the opera-
for of a fravdulent telomarketing prize schema in Mew York. The delendant also agreed

fo forfedt this house in Boca Raton, FL, valeed at
S600,000, which s cumently undengoing civl for-
foiture proceedings. Total fcrioitures in the case
e antCipated to reach 53.2 million.



Tha Postal Inspacton Senaca is an actve participant of the Depart-
mant of Justice's equitabie sharing program, The Inspection Senice
shared 50,7 milion in forfeied assels during Py 1987 to ad local and
otfar feckeral B enforcameant agencies. Furnds and property Sharsd
thwough thes program peoside fior w endorcemend traning, taclites
and Bguepemend That many othonaisd nod Rdned boen avaiabie due 1o
budget consirants, paricularhy at the local level

The Pastal Inspaction Seevice also raceived S4.5 millon in aquitabla
ghargs from other lederal and local law enforcement agenceas Tor our
contributions in jont cases. As the resull of one Such case, imobang
fraud aganst ailines, the Inspection Senvice receked an eguitable
shane of $423.062. The iotal fodeiture in this case amaounted to 56.9
milion, most of which was usad 1o reimburse the defrauded ariines

In acoondance with Department of Justice guidelines, foreibed assets,
Such as vahicies and socirons equipment. may be used by Postal
inspectors for official lew enforcement pumposes, Further, forfiailed
funds may be used b0 purchadss Bems 107 Enw enforcemeant wse that
othenwise would not be available dus o budgetany imitations. Since FY
1966, ior nstanca, ionsied hunds hive Deen usad o purchase dala-
base seraces for imestigatve wme by Postal nspectons throughout the
country. Ay funds remaining after such dsibursements are made &
burmed over 1o the postal foraeitune fund to supaman 1he Postal Sar
wvice's law endorcement responsiilties. A tolal of 56.5 millon in net rev-
anue was genesabed by the Forfstung Program n By 19597

The Postal Inspection Senace nitiated 455 serures and secured 352
{orfeitures. during FY 1887

A Postal inspecior presented a check totaling 3434,011 1o a postal dis-
tric:t manager in July 1587, The check represented funds recovensd
throwgh a forlefene action against a bulk mail lechnician who embozzied
funds from the Postal Service. The fommser technician phaaded guity and
wiks sentonced in September 1996 to 41 months in prison, three yeans”
probation and cown-ordened restiution of $815,311, plus 500 howrs of
community sersice upon his releass from pnson. Two bulk mailers, who
aEsisted the technician in embezzling postal funds, alsao plesded guilty 1o
redated charges. Total restitulion io the Postal Service excesds 51 millian.

Money Laundering

I TE8E, ninisions b0 th mondy undenng stabules drected the Posis
Servoe to enter Nt an agreement with the Department of the Trea-
Sury b0 Endurg a coordnated aifort in M rvestgabon of money laun-
gering offenses. The Postal Senace was gven foreibure authonty for
5 irnvesboations undor iBes 18 and 31 USC, Money Laundaning
Oflenses. Designation of the Postal Serace &5 a Snancial insttubon
fwith respect 1o the sale of postal money orders) gave kwestigaton
additional tools 1o prevend the wuwitting rmohssment of thi Postal Soe
VIO i MONEY Luncening schemas.

Today, the Postal Inspection Senvice plays a key role in fulfiling the
Postal Seracn's ant-mony Uncerng program requirements under
ihe Bank Secrecy Act (BSA). inspactons work closely with postal maan-
agemin] 1o ensune thal new financial senices PoSSEss anti-money
laundiening security measures, Moreover, Inspectors panicipate in BSA
iraning prograns, sharng thisr money kaunderng expertoe with
postal employess vohved in the sale of postal inancial products

The Postal Inspaction Seracs works with the Dnug Endorcesment
Agency (DEA), the Internal Revenue Service (IRS), the Federal Bunsau
of Imvestigation [FBI) and LS, Customs Senvice 10 tanget drug-retabed,
postal money order laundenng acthilies by partcipating in the Finan-
cigl Crirngs Enforcement Nabwork (FnCEMN). The Inspection Senics
maintairs its Mational Postal Monay Oroer intelkgence Center at Fin
CEM offices, which aliows Postal Inspacios 10 better coordmaba acie-
ities with other L erforcement agencies by malching information
with vanous databases maintamed at FnlEN

In addition, the Postal Inspection Serdos lully particinates in the Mon-
&y Laundening Interagency Coordination Group, & rrulti-agoncy lask
force sponsoned Ly the Depariment of Justice. Comprising memiers
of the FBI, DEA, IRS, Customs and 1he Postal Inspaction Senaca, tha
task force ooondinalos drug money leendenng imestigations. Each
agency has dedicaled a kaw enforcermant afficer 10 sene wilh the task
forcs and coordinate imegtgations relating o the agancy., Thi INSpac-
tion Sendcs i a8 memiber of the nesdy iomed ineragency Money
Laundering Working Group, chained by the dreciors of FnCEN and
the Assot Forimiune Ofice (AF0) of the Department of Justice,

The magority of inspechon Senice money undirnng mestgalons an
redatiad 10 the lundenng of narcobics proceseds, The kollowing Sechon
highlights some sigricant investigations and initiatives in this anea.

Narcotics Trafficking

The Inspection Sanacs ntendcls dreg masngs 10 protect posial
empioyess and cusiomeans iom e violencn aRsocsated with drug tral-
ficking and o prevent the usa of the mal for such e purposaes
Paostal Inspactons, working with olher low enforcament Sgesniis,
amesied 1857 ndviduals n FY 19907 o irathckng dnugs and launoern-
ing cing momey via the mal. Sainures of conraband narcotics rom
thiz sl Ghuring s penod included the lollcawing, which will b
dastroned wian no Kngor niskded a5 evdence:

B 16,503 pounds of mariuana

B 268 pounds of Cocaing




Postal Inspectars al the Housion Alport Mail Center seized, under
search warranis, over 250 Express Mail and Pricrity Mail packages con-
tadning over 2,250 pounds of marijuang during this fiscal year. The
objeclive 18 1o make the Postal Service the least atiractive conduit for
transporting narcotics and nancolics proceeds

B 131 pounds of methamphetaming
8 G pounds of hansn
B &0 pounds of opeum
8 41 pounds of PCRLSDVpeychadialics

Az a part of these imEsigainons, Fostal Inspechons seized 525.3 mil-
kon in cash, monatary instrements and bank accounts; 21 houses; 74
acres of land; 78 vehicles: 5 powerboats: and 195 finsanms

Duning his fescal yaar, 54 percent of all known narcolics mailings:
rusticrvence onginated in Southesn Calformia. The Postal Inspaction
Senice continued i kng-term attack, inftisted in Oclober 1996, to
significantly reduce the onganized maikng of narcobics trom 1his arss,
conduching rlensna drug interdictions at mai processing facliies in
1hi Los Ancedes basin and San Dego. As a resull, Postal inspectors
arristed B4 mermbers of drug-maling gangs in Southem Calformia
curing the fiscal year. A tolal of 983 parcels wire seized, containing
2.2 milon in cash, 66228 pounds of rmanjuana, 25 pounds of
mathamphataming, 12 pounds of cocaine, 6 pounds of opium and 3
pouncks of PCP

The most prenalent drug mailed continues to B2 marnjuana. Postal
Inspaicions concantrate nvestigatve efiors on larger makings, wisch
are more [kedy bo signify an organged dog distibution oparation, On
Aprl 17, 1267, Postal Inspecions in Caldomia and Virginia, working
with local polce and special agents. from DEA, FBI and IRS, aresied
32 indhaduals for distributing 25,000 pounds of rraruan, mainky va
Express bal, The defendants weng also charged with laundering
E12.4 millon in dng proceeds. In ancther case, a former postal clerk
at Miwaukea, W, was sentenced in federal court n Hammond, IM, 1o
H years and 10 momhs in pigon and 7 vaars of probation for distribut-

ing over 500 pounds of manjuana via Express Maill from Texas o Indi-
ana and Wesconsin,

The trafficking of cocaing, combimad with the violence and social iray-
Ml i Qenerales, rpnesants grinm probliems. Postal inspectons amast-
ed 378 individuals in FY 1897 for trafficking cocaine via thea mad, Two
inchiduals were sentenced at .S, Dstnct Court in Omaha, NE, 1030
years and 30 months, respectively, for trafficking crack cocane via the
rrail, I 1 Pago, TH, a postal camer was arested for salling cocaing 1o
narcotics users while dalivering the mail In Septemiber, Postal inspeac-
bors arrested 11 indnaduals for trafhckong cocams in the mal fom
Chato, BEcuador, 10 30 “bowes” ai vanous commercal mail recehing
agencies in the Washington, DC, anea, Eight bank accounts totaling
574,774, 539,151 in cash, three vehicles and six firearms were saized
for forfeitune inCident to the amests,

Mathamgphatamine abuse is spreading from its histoncal concentratgn
it weesst @ Soutivanest to the mmechwest and easterm parts of the
country. Postal Inspectors ane working 1o ensure tha LS. Mail is not
ther avenus of cholos for irafficking this syniatic stimulant, known to
michuca exirems aggressivenass and imational vickence, Durning this fis-
cal year, Postal Inspectons amested 142 ndnidudls for using the mad
b0 traffic rmethamphetaming. In Aprl 1807, indanapolis Postal Inspec-
tors amesbed two indiacduals on ledesal charges ior making ower 40
pounds of mathamphatarmng om Anrona (o ndiana,

According to the National Dy inteligence Canter, the rrail i ome of
hulr Frun anani el wsed by crisminals 1o raffic hesoin. Dueing this fiscal
year, Postal Inspeciors amested 179 indsiduals for irafficiang haroin
wia Thi mail, This figune includes six indhiduals arrested in Apeil 1997
by Postal inspectors in Charlotte, NC, for opersting & heroin-by-mal
organzabon Detween Miw York City and Charlolta,

Postal Inspectors and local police officers have joned togethes n
serderal Citeies Theoughout this Lingad Stabes 1o address the problem
of incraased use of express parcel senices to traffc narcobics. Postal
inspectons: take the lead n maestigations imvobang the LS. Mail,
Inbelpancs i shared, since iraffickers offen shift babween usng the

rridl and empcyang pitvabe Couners 0 ranspo drugs and dnug-
redabedt proceeds.,

Anociher mportant goal of the Inspection Service’s anit-gnug program
15 10 Oeder the launcenng of dnug proceeds, pariculardy in conpnchion
with postal rmoneny ordens and other financeal senices offared by the
Postal Sorvics, Ongoing effors include “profiing” 100 percent of s
pastal money orders sswed: profiing, by computer, both domastic
and foresgn Express Mai; and penioccally conducting interdictions of
parceds radd throughoud the country, In May 1887, Newsark Posial
Irspaciors, working with the IRS, DEA and FBS, amesied ning mdnady-
als, who were indicled for laungdenng an estimated $10 million in drug
proceeds vl Struciunsd cash daposits and postal money order pur-
chasas. In Apnl 1957, Mew Yok Postal Inspecion seized 52,1 millon
from six bank accounts n Mami, Forfeiune procsdunss wees infiabed
o e huncls, wiich comprseesd postal money ondens that weea pur-
chasad in a struciured manner to avoid federal cumency reporting
requirements. Also in Agel, & former Mew York Gy camier gnd his wile
wene sanencad n a New Jersey igderal coun 10 prison senanceas o
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24 months and 18 monihs, nespectvely, for pamicipating in a scheme
o launder more than 526 million via Express Mail from Menw Jarsey o
Colombia, Soulh Amenca

Postal Inspecions participate in actvities of the Office of Mational Drug
Control Pokcy (OMNDCP) and th Organized Crime Drug Endorcemen
Task Force (DCDETF). Postal inspectors attend monthly OCDETF
maetings of the Washington Agency Representatives Group (WARG)
and ivwestigate OCDETF cases redated o tha LS. Mail.

Extortion Mailings

Peostal Inspectors investigate exdortion letters that theasten bo inure (ha
propety of reputation of another parson. bn one such case, Postal
Inspectors, FBI agents and Liah lw enforcoment officeals conductd
BN UNGRICOVEr CDEration o captune an extortionist incidant to his
*payol,” The extortionist demandad monay and thrastened 10 bomi

e Datta Center (e home court of the Jazz baskaliball team) if his.
chemands wee not mel. He was indicted in June 1997,

As the result of an investigation by Postal Inspectors and agents from
tha FBI and IR5, sevan dafendants, who wend churgad with &0
Crimeag, includng exiorton, maiing fhraatening communications and
ohstrection of justioa, ware conviciad in August 1997, Tha delendants
claimed] they were direct descendants of the authors of the LS. Con-
stution and axarmgt from cormmon e, Thi group had planned to
stom 1he Federsl Bulding in Orando and kidnap a federal judge in a
prestner-axchance schama,

Consumer Education and Fraud Prevention

The Postal Inspaction Senace endaavonrs 10 shin COnsumers and Dus-
MESSEs 10 CuMment crmes by attracting media attention 1o postal crime
trends. publicizing positive kw enforcement accomplishments, Circu-
lating media releases and hogbing crime prevention prasemations.

In FY 1887, Postal Inspaciors made 514 onrmé présentalons i crac
andl fraternal prganizations. Inspection Service prevention and media
efforts rasulted in 2 588 pent and shecinonic meda miendews and 284
pubkshed articles in postal and non-postal publications.

Beginning in Decembar 1996, the Postal inspecton Senace joined the
Amancan Associaton of Retired Persons [AARF] in an ambitious
series of national crirme preerion indipives amed a1 alerbing Senod
citizens of fraudulent offers thal may be rocined Dy md Or Teephons.
I b Mesdicn, the inspection Sanvice tearmad wilh AARP and tha
stabe Attomdny General’s Office in a continuing publc education india-
thve aimed at preventing telsmarketing fraud, Using names of presous
wictims of telemarketing fraud and of saniors ghanesd from commercial
isephone Bis, volunteerns telephoned 1,500 MNew Mexco residants to
wam them about telemarketing fraud. In Mew Jersey and Massachu-
gefts, AARP voluneers coliacied data on unesohciid Promoonal mid-
ings and isemarketing calls and geve the information to Inspectons for
encamiration and folloveun, Bosults of the project were announced
during a media event dubbed “Senior Fraud Awvareniss Day.”

Thee U.5. Postal Inspection Service and the Amoncan Associabion of
Ratired Persons (AARP) co-sponscned a symposium in Newark, KL,
called “Senior Fraud Awarensss Day,” Telomarketing froud victims wers
irvibed to speak about their own experences wilth telemarketing and mail
frawd, crimas thal dsproporionately target elderly citizens and cost
Amapricans approximatoly 5460 billion annually.

Seniof viclimizalion was also ihe topic of a “Datekne NBC™ slory,
which featured the Inspection Senaca’s efons to stop the Rood of Be-
gal foreign lotiery malings entenng the Linted States. The story
focusad on the success Inspecions have achimd n kientifing ilegal
miaiings at border entry points, wilh the assistance of the LS, Cus-
10mes Service, which has kid 1o 1h sezune and destruction of over 4.5
rmilon peaces of Sonegn ioitery mail, Sadly, the story also explored the
fnancial ruin suffered by many elderdy victirms of the schemas, who
Seam easy pey 1o the alung of promesed mulrmillon-aollar @epots.

In April 19897, the Postal iInspection Sanice joined the natonal “LiseS-
marts” competition sponsansd by the Mabonal Coalition for Consumaern
Education, held in Philadelshia. LifaSmarts fesches secondary school
consumens the fundamentals of personal finance, health and safaty,
and congumer nights and responsibities, The lessons ane leamed
whila prapanng for inendly feam competifions, whera paricpants
demonsirate their grasp of the issuss by answening questions posad
by & moderator, similar 10 “1t's Academic.” Regional competitions lead
to & national competition whaene, dunng this reporing penod, tha
trepaction Sendce senved s ond of i ucges.

Use of the Mail to Defraud

The Ingpection Senics mastigates & vanety of mail frawd schemes to
presenve pubbc confidence and trust in b LS, Mail, Wih today's
madem technology, the magnaude of mal fraud schermes may De
much greater and impact mone peopke than ever bedone. Postal
Ingpeciors keap abreast of the latest schemes through thesr actiities
with consumirs and other law endorcement agencies. Postal inspec-
bors aciivehy work with kny enforosment and reguialony groups on van
aifforts 10 Langel openatons that use the mal for reucdent purpOSEE.




During FY 1897, Postal Inspectors arestad 1,545 indhiduals on mail
fraud charges, and 1,533 indhicuals were comacted as a result of
imvesbggataons by Postal inspectors. Fines, court-orderad resitution
and voluntary restitutaon for fraud-related cases iotaled ouver 2328 mi-
ion this fiscal year,

Telemarketing Schemes

Phony sweepstakes, contests and loftenes conducted through the
UL, Mal still generate a large number of complaints from postal cus-
Tormirs. During FY 1987, Postal inspectors reporied 145 armests and
218 comvictions as the resull of telemarketing Fraud imesbgations,

Thar Arizona Tedermnarketing Fraud Task Force is an excelent exampls
of agencies working together to combat fraud, in 1994, the FBI, IRS,
Postal Inspection Saenice and Phoani: Polce Department formed the
task force 1o targed criminal telemanketers operating from Anzona,
Since its incaphion, th 1ask foroe has been responsible for 129 amests
and 77 convictions of telemarketens. As the result of one task foron
case, 8 61-count indciment wis unsaaled in August, charging 13
popi and e companies with seling unregistenad secunities through
a telemarketing operation. Counts in the indictmont includisd the Torfei-
bure of S8 milion i assels demed fnom the scheme. Another tack
force investigation kad 10 the amests of eight indhiduals for defrauding
viclims of approsmalely 51,9 milion in a scherme that promisad, but
chidl ot delver, “vakmable™ prizes. Althcugh the business, address of the
operation was in Phoenix, the promobers used b remote addrasses,
ong ol wiech wars a commencial mal recaving agency.

Anincreasing number of telemarketing frawd promolers who victimize
LLS. citizens have moved their operations 1o Canada b avosd prosa-
cution. In June 19497, representatives of thi Dapartment of Justice,
the Feceral Trade Comerssion, Customs, the FBI and the Postal
Inspection Senice meld with Canadian knw endforcement officials in
response 1o a Presidential drective. Thi directive raquined agencies 1o
devsop ot efons, agreements and legeslative enhancements tha
wioukd batler protect victims of cross-bordesr telemarketing and mal
frauds. Recommendations of thes bilateral group will be presentad io
bxxth gererremants’ lsaders.

As the resull of a joint iwestigatve effon by Customs, the IRS and
Seattle Postal nspectons, a federal grand jury in Seattls retumed a
113-count criminal indictment against six Canadian Cbeens, changing
tharm wath ilagally marketing infemabonal isibery products 1o ULS, resi-
dents, Moreover, 8 complant was filed for the forfeiture of assets
totakng $12.3 million, alagedly derived from ilagal foreign lottery pro-
motions and related to a money kaundering schame. The promotions,
which operated from Canada and the Carbibean island of Barbados,
ivvobvad unsolicited direct maiings primarnily targeting the elderly, An
analysis by Postal inspectors of the 880 victims disclosed their avar-
age age 10 be T4, and many of them los) tens of thousands of doliars,
T kargesst koss suffered by a single individual was 325,000,

In & Tennesses federal Court, Do men phascded guity in August 1997
1 charges refabed b0 another teermarketing fraud targeting the slderhy
thart resulted in 54,65 milion in kosses. The same month, & Massachy-
satts man pleaced gulty bo bermariating frawd that cost victlims over
52 malon,

Investment Scams

Dwring FY 1997, the Postal Inspection Sanvice reported 142 armests
and 145 conctions relabed b investigations of imestment fraud. In
Apel 1807, a Senior tracer at a York, PA imestrment Srm was sen-
tencad to 24 months in federal prigon and 3 vears' probation, The
Ty’ largoest chiond wiads the "Common Fund,” which handied endow-
mants for approximatety 1,400 universites and colleges. The trader
Tasbed b Pollowy cuuiclelings and mailsd fake statements to the Common
Fund that intentionally omitted stock trading losses of $137.4 milion,
Losses were sufiered Dy 150 colleges and unvrsilies,

Invastmeant scams can be financially devastating to urmwitting invesions,
Hundreds of indhicusats whio Bebinad thisy wers imesting in a winsless
cabla system lost a total of mone than 517 milion in one mal fraud
scheme, The 11 defendants responsibhe for the operation, including a
wial-kngm radio personality, ewait senfencing in a Mewark, M, cour.
in Los Angeles, ihe president/CED and vice president of a comparny
that sold over 512 million in worthless stocks and limited parinership
securnties via the mall pleaded guilty To invobement in the schemia,
Thir companm was a Sinont™ that sohicited investments in bogus wvideo-
phone technology.

In August 1997, the chiaf financial oficer for a registered securities
broker pleaded guitty to manipulating an inftial public offering, which
delrauded the buying pubhc of approximately $25 milion. New York
Dnvision Postal Inspectons armested a man in Juby 15957 who frascdend-
by @Couire B itk o ihe Miny York Isianders, a Mational Hockey
League team. He wsed his brief tenure as owner 1o defraud the team
and obher indhaduals and busingsses of substantial sums of money, In
Philackalhea, a Brtish national pleadad gulty in Apnl in a Prdadelphia
federal cour 1o a 525 milon inlemational Pong schema, conductad
through the mai, that defrauded LS. investors of approximatety $14
milion. Also in Aprl, the chairman of a savings and koan pheacod guitty
ina 3, Lous, MO, fedoral court B0 inducing oustomens, via the mal, o
irwst 510 milion in uninsured notes withoud informing Eherm Ehe bank
was fading.

Az with other typas of fraud, sanior citizens are often the 1anged of
irvestment scams, In Flonda, a Pong imastment schame conducted
throwsgh the i defraced senior cilizens, who averaged 73 vears of
age, of over $1 milion, Postal Inspectors found that Wolims wers per-
suadied 10 invest their personal savings in egh-yield, Srat-ben mon-
gage notes., The nobis wora never obtained, and the defendants
vt tha moeeny for their personal use. Inspecions amested fve ind-
widuas in the schema, who were convicied, senenced and ondersd o
pay over $2 millon in restitution 1o victims,

Insurance Fraud

The insurance industry is the Postal Senion's lirgest business maiar,
Postal Inspectons nvistigate insurance fraud to protect the industry
frorm crrminals who ety on the anommity of the mal 1o concuct thsr
schemes. During thes fiscal year, 196 suspects wire armested and
anoiher 186 comachiod &5 the result of Postal Inspection Senice imves-
tgations inbo insurance fraud.

Postal nspecions amesied B ndicduals in a case involing over $187
rmalion that was siclen or embazzied from an Orlando, FL, Ma insurances
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company through a mal frawd scheme, Two of the defendants were
commacted and sentenced and ordanad 10 pay over 527 mion in restibu:
ticer B vactinnes: oFud AN WaS also ondened 10 pary neay 522 milion in
back taxes. The defrauded comgpany is now in the hands of insurance
nigukatons, who ang oudating the companry, The case is the sacond
langest insurance compary Eiune attnbutabes 10 frwd.

In Mew Yok, a task force of Mew York Dnasaon Postal Inspectors and
MNassay Counby lw enforoemend officials armested 18 indniduals in
Ry 1957 and ang Seiking 2 othees ko & scheme, which was con-
ducied throagh the mail, o bolster claims and Bwsut sattliemants in
Al focaiants, Among th fraudulent operators wera 4 aftomeys,
13 chiropraciors and a madical suppher, In Philadsiphia, PA, a grand
Jury Tound fee cafendants guity in & re-insurance fraud scam. As a
result of their fraudulant operation, the Pennsyhvania Guaranies Fund
wis forcid b reenil 55,3 milion for unpad clams.

Two San Francisco, CA, men were ordered 1o pay over $1.2 milion in
restitution to victims of their healh insurancs iraud schemg. They weng
#sn each sentenced to 3T months in prison, foliowed by 3 years’ pro-
bation. Althcugh 1ha two mean hid No Msance Companes to back
the policies they issued. they collectad over $1.5 million in premiums
from peopb whic Soulkd ol get heslth insurance through nommal chan-
nels. The victimes lost an addiional $2 milion in unpaid claims,

A group opbrating from B Canbbean wed mass maings o sell
bogus insurance 1o hundreds of victims throughaut B Linted Stabes,
Thi scam fangeied small independent irucking firms with offers of

o rates 20 10 40 percent below industry standards. Many of tha vic-
tims kol thee businesses bacaise of targe Eibdaty clams spanst
i ohiers weire fonced 1o pay large amounis in madical enpenses
and compensation o injured employess. AS 3 resull of a Pogial
Inspection Sendce restigation, exghl daeflendants plaadad guity, o
wers sentenced and hwo obhoes iece bial on mal frecd, wine fraud and
cOnSpiracy charges.

Health Care Fraud

Postal Inspectors partner with other law enforcament agancies in i
fight agains! haalth care fraud by paricpating in vanous heafth cane
task forces throughout the country. Postal Inspacions reported 175

corvictions as tha resull of thir imvestigations of health cane fraud.

I April 1967, sb: indviduals wne indicted in Morth Carclina on charges
of conspiracy, money laundaning and mal, wire and 1o fraud,. The
chstendants alegedly mated cver 11,000 lalse claims 10 Medicane in
1955 and 1996, totakng over 513 milon, and Sed hundreds of thou-
sancts of dollars worth of false claimes with af st 70 pivats ngurance
COMmpanes in 1996 and 1997, Postal inspectons reporbed that o 30
fictious comorabons wene created as part of the scheme.

Az a resull of an investigaton by Postal Inspecions in Allanta, GA, a
186-oount indiciment was refumed in Sapbermibar 1887 agains] two
e wihd Aoy conspered o defraud Medicaid of approsimatedy
£0.5 milion, The charges inchede mal fraud, money laundening and
oiher volations. Ona of the dedendants owned a comgany That provd-
i UrgNG Senaces o thiee rursing homes owned by hes co-delen
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dant, Tha twa allegedly caussd inflated cost repors 1o be maled to
Mackcaid for senaces proviced 1o the nursing homes,

A hew York man pleaded guilty in June 1987 o mony laundinng
and subrmithing false claims o Modicang. Postal Inspecions reveaked
the dedendant falsaly represented himsalf as a doctor and Billed
Meckcars 52,1 milion, via ihe mad, for duraible medical equipment.
Wine co-consparaions, including seven doctons 1o whom b paed kick-
backs, werg amestad, Fve of the doctors pleaded guity, and the ofher
o will face frials al a later date, A Miarmi, FL, federal grand ury
riburmid & BO-count indctment in June 1807 against 12 defendants,
including 2 doctors, charging them with money kaundering and mall
fraud in an aleged schems 1o defraud Medicare of over 36 milion in
falsa claims, Thres of thi delendanis pleaded guilty. in a paralisl chil
case related 10 the investigation, approcimately $1 milion in bank
accounts were Fozen pendng the cutcoma of the cnminal case.

Anti-Government/Protest Group Schemes

Postal Inspectons also ivestigate the usa of th masl by anki-govem-
mien or {2 protest groups thal crculate or Sell worthless certifiod
money orders, centified banker's chacks, complroller wamants and
simitar fraudulent financial documents. Bogus financial instruments
can resull in sizable bsses b ndniduals and banks, inbay 1997, a
25-count inciment was unsealed against seven memibers of an ant-
government separatist group, The Repubic of Texas, The charges,
which inciuded violations of mail frawd and bank aud Stahutes, wene
the result of & sie-month imestigation by Postal Inspectors, tha IRS
and the ULS. Secret Service. The indhviduals allegedly defraudad pa-
vl cilizens, banks, creckt unons and credd cand Compamies Dy 1550
ing wirthiess Republic of Tesas “wasranis™ with an aggregate face val-
i i poecess of 51,8 bilion. The leader of the group and s wils
sumendenad 10 Texas kaw onforcement offcers after a seven-tiay
amed siancoll, The following week, Postal Inspecions, agents of the
IRS and Socret Serice, and local police located and ameshed M
resTianing dedandants.

Mine dedencianis assocsated with the Jurs Chnstan Assamibby, & (ax
protest group, wera found guity of conspiracy by a Frasno, A, ledor-
al ry i bay 1997, One defendant was akso found guiity of beating a
county recordar who rifused 1o honor their kens. Th group used Bc-
Hious monetany iInstruments, known a5 “bank waranis,” 10 pay ncomss
v, Tesperal tax kevies and federal b ko via b mal,

A co-dafendant in 8 “Frissmen” anb-govemment bank friwed schms
was sentenced in a Los Angeles, CA, distnct court to four years in
prigon and three years of probation in Aprl 19697 for participabing in a
schemia 1o present or mal 2900 milion in raodulent cormpitroen war-
rants to banking institubions and crecdons nationmwide. Two monk
defendants, who were comictad on multiphs felonny counts, wors aach
sandonced in kay 1997 1o five years in prson and Bvee years of pro-
baticn. The ringleacder and one of her co-defendants, who worg 5en-
tencad in the presious raporing ponod, recessad prison tems and
firs anc were ordered to forfelt cash and assots resulling from the
scherma {see Samiannual Report, FY 1997, Violume 1, page 32),




Four indiaduals were sentenced in Apnl 1997 in a Mibwaules, W1, fed-
eral cour for their involvernent with Family Farm Presenvation, a group
it issuld DOgus documents wa the ULS. Mal 1o pay off 5180 millon
worth of debis of its members, who paid 550 to S500 to join the orga-
nization, Thesr senfences ranged from 15 years in prison and 3 years”
probabaon 102 yaars i DRson &nd 3 yeans” probaton,

In June 1997, two dalendants wene sentenced in a San Francisco fed-
eral court o 63 months n prson and 5 years' probaion: and 41
maonths in prizon, 3 years” probation, respactively, for using the mal lo
Essu B58 milion in fraudulent Dank compinoler warrants, Forunately,
the fraudulent wamants wers not paid. The heo co-dafendants await

SOMBNCING.

Falze Bilings

Thesd dedendiants, who conducted a mail fraud schiemea that cheated
consumars nabionwacs of at least 510 milion, were each sentenced to
prison (s ranging rom 12 to 42 monthe, The defendants ssued
talsa imemicas for classified ads that wera never placed. In addiion o
ihe senences, the three signed a setilement order for $1.2 milhon and
a parmanend inunction. (Sea Semiannual Repod, FY 1886, Voleme 2,
page 34.)

Confidence in the Mail

Thay Postal Inspacton Sendcn kads thres majr nitiatves 1o protect
ihe infegrity of the mal throwgh strategic parinerships with customess,
Suppeens and postal managers. The efforts imohas the credt card,
masl order and coupon rebate ndusinas, Al three cusiomer-based
industries share similar obyectives and processes, and use cha and
criminal enforcoman maasunes as preventive strategies. Memibars of
each infiathve have developed of are working 1o desop “Dest prac-
s bo combat fraud schermes and reduce losses from mai thaft.

Crodit Card Mail Security Inifiative

This iniliathe, which was fomed in late 1992, succeeded in dramati-
caly recucing Fraud relabed o orect cards stolen from the mal by
rusdrty B8 percent in the past four years. The reduction is remarkable,
in that credit cand purchases have increased over BE percont since
1992, Representathes of T0 organizations requiady participate in the
irabubive, inchuding card esswers, associations, supplons, air camen
and tha Postal Sendce. In responsa fo a recent survey, members ihen-
tifiect magor benefilts of besonging to the group. inchuding the axchange
of micrrticnn O industny loss-avoidance straleges, fraud trends,
fraud prensendion bechnologies, mal processing operations and regula-
tory and legistative actions,

Rebate and Cowpon Fraud

The Postal Inspection Senice iined wilh maon industny repeesema-
ives 1955 0 combal mad-n pbabe fraud. One of tha results of the
parinérship was tha creation of the Rebate Fraud Task Force. Pror o
the group s iIncephion, the rebale mdusiry estimated & st al least
S500 rrillon annually to tha 100,000 1o 200,000 alaged violators
engaged in fraud, primarily through the mail. As a result of the group's
wirk, MCREsIry mcmbars estimats thad npbate: faud vwas reduced by
appreoamately $100 milion in FY 1997

The task force developed and published guedeiines for manutacheing
groups on how 1o privent rebate fraud and developed a database for
coliacting and analyzing rebate loes information. An effactive system
wis lso implementad to identify and take approprate action against
consumars who usa the mal to engage in mal-n offer frawd, The Sys-
Tem imvohves the ssuance of voluntary decontnuance letters, chdl and
prosecution. As a result of these effons, a tolal of 1,609 aleged viola-
1ors hene signed agreements to wolunianly descontinu s acthities,
The group is also developing educational programs for the industry
and the pube,

in & Phitackedphia case, a father and son wene fned 535,000 and
ordered bo pay resttution of over 4.5 millon, The store cwners plead-
ed guilty to submiting over B milion fraudulsntly redeemed manufac-
furers” cents-off coupons. In another Philsdsipha case, b Supr-
markel owners were comvicted as a resull of a scheme that defrauded
vanous product manufaciuners of approamatoly 52 milion, Postal
Inspectors found the stone cwners redeamed, via the mal, nearly
stk rrdhon Couponds Inom indnaceals and Coupon “Drokirs, ™ @nd then
falzaty claimed the products had been purchasad by slore customens,
in a Phoenix, AZ, case, & federal grand jury returmed 8 54-count indict-
ment, charging eight individuals with a rebate scheme that usad the
g i cefraud 3 well-known compUter company of approsirmalihy
£1.1 milkon. The computer company promised cash rebates to autho-
rized resellers who sold specific computers and prinbers.

Mall Order Initiative

A nafional Inspechion Senicn intialhe was undertaken this year o
comiat losses sustained by busingss mailers. The kosses are caused
by a variety of factors, including senice problerns, thefts by empioy-
ees and mail fraud schemes. The Mal Order Inftiative invoives the
partnening of Postal inspactons, postal managess and mail onder busi-
the group, a5 well 83 key maler associalions, such as the Dirsct Mar-
keting Association and the Amesican Marketing Association. The effort
was pattermed after the successiul Inspection Senvice Cradit Card and
Rebate Fraud nitatives. The prmany focus of the Maill Order Initiathe
i5 victim prevention through education and awareness, Fmproved oom-
ITENCations and enionoament.

An inial process improvemant pot with fve major malders has
reducad the number of Bems that were mailed, but not recesved by
customens, from bebween 10 1o 15 percent, Criminal irneshiceations of
rruhil e and mul Faud ane 850 helping to reduce kssas. In ona
instance, a Mew Hampshire man plaadad guity to defrauding 14 com-
parias n 12 siates in excess of 3200,000 by ordening merchandss he
v el o, A% i of his senbencs, the man was ondaned to make
resstitution in the amount of $200,000 o the companes. In Pennsybea-
ria, & man who pleaced guily to mal fraud in a falune-To-pay schermis
Wil Sinhencid in Sepbember 1997 1o twd years in prison and
$45,854 in restitution. The defendant rented approximatety 40 maid-
booees 81 vanous post offices and cormmencial mal neceiving Spencis
throughout northeastern Pannsyivania duning a two-year period in his
schemea to dafrewd major malers.
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Commercial Mail Receiving Agencies [CMAAs)
CMRA addresses are ofien used for a vaniety of fraudulent actaities.

T fraud rmay be taclitabed by the fact that CARAS often fail to come-
phy with Postal Senice regulations. A recent Postal Inspection Senvice
rinviiny of CAMRAS in the Washinglon, DC, ansa found full complancs
by only six percent of the CMRAS in Mandand, four percent in Virginia
and none in the Detnct of Columbia,

Mon-compiance may nchics lahre 1o requre identification for Dox
rentals or authonzalions for each name recenang mal af a oo, To fur-
ther document the probism and help drive mprovement, Postal
Inspecions ars rendewing CRMRAS throughout the country, This is nec-
eszary 10 prolect indhackil consumens, businesses and government
agencias from Blegal activity, such as mail dhersion, identity takeover,
uging modtiple akases and conducting raudulent busingss. Inspecion
are also working clasely with the Postal Senica's Delivery Operations
and Retal departments bo revise CMRA regulations. Proposed
changes wera published for comment in the Feceral Regizhor on
Agaquist 27, 1997,

In May 18987, one of 12 ndhiduals responsible for a million-dollar
scheme 1o defraud the IRS, the Department of Housing and Lirban
Developrnent and the Department of Education pleaded guitty to maid
franed and filing a fatse tax refum. The group used the mal 1o submit a
laast BO0 phony tax returms and 30 fraudulent Student loan apoica-
tions. obtained housing under faise pretensas and used addresses at
a minmum of 11 CMAAS bo avoid detection whikl conducting vanous
schemes,

Injunctions and Other Civil Procedures
Bacausa of the trermendous volume and dnorsity of busingss ransac-
tions conducted daily throwgh the ULS. Mail, it s mof uncommon for
such mchanges to gendrabe complants. To kil 15 commitment 1o
presenve the public’s confidence in the mail, the Postal Inspection Ser-
ViCH L0 8 contrplized database to respond to complaints: the Bad
Fraud Complaind Systam. This database asssts Postal Inspecions in
identfying suspect promolions. Consumens ang encouraged to report
incidents of suspaciad mal fraud o th Inspacton Sensce by com-
pleting Fom 8165, Mad Fraud Complaind Queshonnaing, which is
avalabis ab pos! olfices, Tha bomm is Gl avadabieg Dy a-mal, at
Frawsck@uespes. gov, of by calling the Office of Inspactor Ganaral Hotling
at 1-B88-877-T644.

Although many cormplants an sy thi resull of poor Dusnass
praciices that are easily remediad by the offender, Sorme mwoha mis.
representations, in detemminng the apqropeiata action bo be laken,
both tha infent of the quishonable practice and the scops and level of
sevarnity ame considenad. In eSS Sovine CRBRS whdnd Incanog miy nol
sagtain crimingl prosecution, the inspection Senice protects con-
sumirs thvough a nurmber of chal and admenistrative remedies:
m Yoluntary discontinuance, This action S webied o minde cases and
consisis of an agreement by the oparalor 10 desconbinue a promo-
b, If thay agreement & volaled, formal acton may be infialed.

s Consent agreement. 4 consent agredamant & olatainad and fed By
the Posial Senace’s Judicial Officer, 11 is used whan mons lomal
action i appropaate. Momaly, the cparalor agnies 10 dscontinug
an Begal promotion chargad in a chd complaint.  the agreement is
wiotated, the Postal Sernce may fle a brasch pation to withiokd
the operalor’s mai, pending additonal administratve procesdings.

m Falsa Representation Orders and Cease & Desist Orders, Thiso
ofdens recuing an operalor 1o slop engaging in specified schames
and direct that & rra be refumad 10 the sender. Further, the
orders forbid payment o postal money orders connected 1o tha
shim and recuing 1hal mondy De relumad 0 Ihose wid pur-
chasad the money orders. Violators of the onders may be subject
b0 Gl DB,

When mors immeckate reéed 1o protect the consumer is wamanbed, the
Postal Sanace has a number of efectiae enforcamant optons dwl-
able, inciuding the withholding of mal until proper identification is pro-
wided and 1he person’s night 1o recons th mad i3 establshed, In aodi-
tion, 1he Postal Servica may seek a Temporary Restraning Ornder and
a Pragminary Injunction from a LS, District Court judge 1o detain mail
unkl administratve procesedngs conclhuds, A s rry S50 hokd &
hoaring on alieged fraudulent acthty and issie a rastraining order or
injunction anjoining the operation,

By coivincing this court to withhold mail wiile a case is argued, Postal
Inspectors have bean succassiul in kmiting the axtent of victimization,
Mo of the chil actions described prechde criminal charges against
the subject, nor cour ordered restitution 1o the victims, In FY 1997,
Inspaction Serace nvestgations resufted in the fling of 121 ol com-
plaints with the judicial officer, 53 Consent Agraamants, 65 Coase &
Deesist Orclers, 5 Temporary Restraining Orders (through district
courts), 81 False Representabon Onders, 7 breach petibons, 6 injunc-
tions against fraud and 140 Withholding of Mail Orcers: Inspecions
M50 obtaned 1,897 Volunany Discontinuances. Such chil infanventon
by Postal Inspectons prolacts mumiarous Businesses and consumens
from deceptve maling promaobions.

During FY 1997, 55 False Representation Orders (FROS) were issued
Bgainat horesgn lottery promoters. FROS enabla Postal Inspectons o
shogy maded-in resporses bo schames (Most of which contain checks)
from ledpang the Linded Siates and rebum mad bo sendars, tharedy pea-
venting victim osses, To furher comibal Segal Toreign loftenas, LLS.
Customs Senics officials work with Posial inspecions 1o slop such
offarings from endering the LS. maistrearm, LS, Cusioms aogens now
contact Postal nspecions when they nd such mal dung Do
sovrchs. Ingpoactors detain the mal and present samples 1o e Postal
Service's Law Departrnent o determing their legality. i mai is consid-
eved ilagal, the mader is notiad that the maberial i subpect bo destric-
taoe and ey appeal the notice. If the maker tails to appeal or loses the
appeal, the detaingd mal & destroyed, To date, 1.9 million pecas of
foresgn lottery mail have been dastroged, and mast of f wis recyched.




International Postal Security

Customer Service and Mail Securfty Reviews

A New process aoopied by a numbear of COuninSs aims D mprove
EROEN CLSTOMI Sena0l O i spcunty of imemaional mad, 1he
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Froracing & hegh lesodl Ol Sacurty 107 in-fransd mad S niegral 10 mipnosng
POstal Ao ingshrations’ ety Of saraca. IL mases Kika o ferenca
wihatiher the mal can be moved guicksy if 1he mal = siolen. Coumnires
mterastad n LLL S L ¥ CLEsROMmEr Senace Soak B0 ensurs ther facilibes
BNl prooeiUnes |'I.I"f. coOmpdy with imtemabonal postal sacin Ty S1ENCEANTS

Linder th urnbglla of the Postal Secunty Action Group (PSAG) of the
Universal Postal Union (UPLY, and wath the strong support of the
Postal Lincn ol U damalncas, Soan, Portudgal and fhe A Pacihc
Postal Union, a numiber of couninies recantly partcipated in this innow-
% CONCRUCTRC Al 3 Bangkok,

Alnee program, Intemaiona be
Thaitand; Asuncidn, Paraguay; and Manla, Phlippnes, Secunty and
operations eaperts from each of ihesa countnes, as wal as SiNganong
Aussiraia, Jagan and the United Siates, panicipated in the renveaws. Al
te concluson of each reseny, the eams provded posial managers
wibh ciaiased inhorrmabon on hos 1O mpro i quality of senade and
postal secunty. As a result of this successhul indiative, other postal

AUos have axpréssad intenest o haang Smelir A Gon

B THRSAT

ductad n e Countngs

U5, Postal Inspocions worked with posial officials from Australia, Japan,
the Phelppines, Singapone and Thailard 1o conduct an international mad
qualidy assurance and soourity review of postal oporations at the intema:
tional mirport in Manda in August 1997

Postal inspectors” dssistance fo Spain

Spain is a member of the PEAG, which s chaired by the Chisf Posta
Irspecion, Af the request of the Direclor General of the postal admes-
tration of Span, samcr Postal Inspectons fnom the United Staes
recently traveled to Soain o conduct a joint review of its postal secur-
ty. Joming thair Spansh countanpans, Amencan Postal Ing
emaminad all aspects of postal security, ncluding postal revenue pro
peCion, physical pland secunty, securty hor mad n iransd, mestigaing
presentioe programs, and organeational issues. Al the oo
i SEanes

of 1he ranadeay, e Deam Tuly b
Dpporbunihes o FMNproveEsmen

1 OIS Of SUGCESTRD

Postal Inspectors’ Assistance fo Veneruela

Vierirusan postal spourity offcials rcpuestied 1he e of Bhe ULS, Postal
Inspacton Sanice in identifying wheers mai thefls wene cocuming. Postal
Irspectons from thie Linded States traveded to Coaracas, Venezusla, on
bt DCCaSIoNS 10 parbcipate in a jont mseshgation of the halt of LS
Mal, especialy Express Mall, addressad o Venequelans. After Posial
Iresgiactiors norm e Mgl Deasion edensiely maesticabed mal opore
tiores. in Miami and Caracas, 13 Veneruelan posial employeas wers
fowancd 1y D risGpornabng 1oF Shixalng Expooess Mol and cradi conds
issued by an Amencan finrm, and were firecl from thesr positions.

Posial Inspectors” Assistance lo Russia

Since s creabion n 1991, the PSAG nas trainad over 1,000 peogia from
14T countnas in basic postal Sacurty. Tha traning has beaen presanted
to postal cperations and sacunty parscnne, cusioms officials, aidne
il arport secunty officials, and local By enforopment offcers. Tha
PSAG salacted a LS. Postal Inspector 1o design a plot course for man
apars, and Irepectons treveled o Moscow b present the courss
Courss paricipants included postal security managens from the Russan
Federation, Lkraine, Armmenia, Belarus and Finland. Basad on extensise
POSAnS IeedDAcK Inom Shudents and the hosting DoSial aomeesiraon,
sl Counsas ara beng plarmad for other world regions

Forensic and Technical Services

Sphang rveestigations and comacting cimnals ofen requangs the
UrCLE SUDRO Of SCaantibc & bechrecal porsonne aEsogned 10 1ha
Foransic and Technical Seraces Dwvision, Forensic anaiysts al the
Inspecton Senvce's Mational Forenssc Laboratory in Dulles, WA, and
Tour hishdl lADOrEoNEs RRonae ExDar SGamInalions and WShmdey on
dadencik subrmitbad by Postal Inspecion for documend, fingerprin
chemical and physical evidence analysis. Fonensic experts ane espact-
ed to provide timety resulis without compromesang scientific mathods
and accepbed protocols. Lab personnel ane avaiabie (o respond 1o o
st Crfical, viokind crma mvestigations o assest n processing and
evahsating ewdenca, inspechion Sanece chemsis g on hand o pro-
vicks a scientific analysis of suspeched controled subsiances NSO
e throwgh tha rmgsl

Tha advanced '.I"!:rll'ﬁ'l'l'{a;?.' Evaslpiee 10 '.l"!'l.'lj':‘-. ChMmenas Jemands thal
FOrensic Specsaksts quathkly match hosr dogpiriess, aspacially in B arss
of computers. Tha collaction of digital esadence is now a routing part
of many Inspection Sensce inmvestigations. Forensic analysts ane
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frasned [0 work compesx casas that mvohve the usa o computers and
ass] Postal Inspecions by obtinmg and documanting aadenca
found on computer hard deives, disks, tapes and other digital siomgs
rrcin, Thes nirwy SCIEnihG hidd has o baming curve thal continues to
grow, requiing the commitment of forensas axpearts (0 contires 1o
el restigative neads

Inspeaction Senice forensic expents conductad 4 407 forensic exame-
nitiond during FY 1597, and identified 1,700 violaors of postal
statubes. Also during thes fiscal year, iorensic analysts made 177 court
BPDEArENCES 10 Drovics leshrmony

The Forensic and Techncal Senaces Dedsion i3 also responsible for
supporting Postal Inspacions n complex sunedlance and sacurty
encieavors. The dvison prosces equipmendt, traming and fed
nespondes 1o ansune (he salaty of pansonnal and proper evidance
gathesing. The division also oversees the selecton, trainng and quakii-
cabon of Postal inspechons assgned bo conduct pohygraph eamina.
tions. Postal inspectonExaminers scheduled 1,145 polygraph esams-
mabong on SO0 casis during thes Tiscal yisasr and ooninbaded bo the
sohtion of approsimately 152 cases as a result of pre-test and post-
fest interaews Conductad ncadent 10 ose EEMINAIoNS

Training

The prodessional devesopment of emphoyeas = a high priorty. Continu-
ing education ensures that the Office of Inspecior General and Tha
Postal Inspection Sanice mantain the skills necessany bo conduct
eftective audits and imestigations. Professonal cerlifcations ang
encouraged through developmental procpams that pay for certification
renniy Coursas and association feas, The Ofce of Inspacior General
and the Postal inspection Sendoe have 117 certified public accoun-
fianls, 35 oirbldd nbemal auditors and 20 compuber miormmation Sys-
leem auditors.

Stal instrechons fnorm the INSpechon Senace trurng AcHdonTy assished
the Office of Inspector General in designing a one-waes oneniation
program, Bked “Orisntabion |,” for new Inspector General employesss,
The program introduced 105 stall memibers (o the mission, vision and
philosopiy of ihe Ofics of Inspecior Genaral, as weill as the organiza-
ticrs and operations of tha Postal Seraca. A team of Postal inspec-
tors pronacied 16 hours of training monthly for the class, The OIG s
planning (0 Bunch a second wisik-iong Trimning Sesson, titked “Urion-
fation 1" which will gve stafl memibers a mare in-depih and advanced
look at Postal Serace sysiems and operations and wil includa ses-
Sa0ng on laam buddng. Postal Inspecions also mads presentalons
thowsghout the fiscal year for olber Spaciaized groups. such as The
Pubbc Admenistration Fonum, and bor infesnational groups, including
representaives fnpm Ewropean pokos Onganizalions,

Thia Passtal Inspechion Senscs appoimsd no ry Specions during this
fimzal year, so all fraining activities focused on in-sanice neads. Over
1,300 Inspectons panicipated in more than 62 Inspection Sendce class-
&5, and approcimatily 559 percent of all Insgoechion Sanacn emplnyis
recanad inspection Senice-provided o olher trening. To menimiza
traved Ccosis, rpening wias conducted al feld sies whanever possibie
INSpaction Sanacn s presanted courses at 20 field dhisions

Hivw training technplogies coninued o provide Cost savings by brngng
training to employes locations. A1 inspeclion Service dvisions acrods the
coianiry, desmecily leaming cenders {DLCE], lilop the onoe shown hane, hve
been astablished. Computer-based iraming, mast commonly provides
via CO-ROMs, fully engages studenis, resulting in reduced leaming time
and longer refenton of the matenal. DLCS also allow students b lime
thadr seasions fo i work scheduloes.

Perw brdiinang) Sachnologies Continueg [ proace 0081 siangs by Bong
ing training 10 employos locations, Mearly 2,400 inspection Senice
employeas complated a e, shc-hour, inbaracttag Courss Of Invicknc-
hancling procedunes, wailhouwt keasing their dnvision locations. Called
“audograptucs rimning,” T Courss wiks dieaenad a5 pan of an
inspaction Sanica parinership with tha Postal Serace’s Technical
Traning Cendor a1 Morman, O Anciher 1,000 inspection Senice
employeas complated a four-hour coursa, Copng with Lonflct, vea
the same medium. Three mofe coursas are in the design stage. and
are expached 10 be ready ko deneery 0 FY 1558,

Legislative and Regulatory Review

T hill thee requiremends of Section 4iai?) of tha Inspecior General
At of 1978, as amendad, the ULS. Postal Inspecton Sendce revieswad
euasting and proposid kegeiahon and regulalions mpactng upon e
Postal Senvice. For the peniad Ageil 1 through Sepbember 30, 19897,
2087 fems of legelation wer reviewed for potential impact on tha
Postal Sendce, and 344 affecting the Posial Serece’s revenus, opana
tions and program actatais wishi anadyrad. Dunng b same pandd,
the Ingpection Sensce revewed 260 proposid and fnal rdgulations,
including drectives and nstructions of the Postal Serace. As a part of
the rerairey, il INSOCTon Senacs provided oomiments and recom-
mendations reganding both proposed and exesling kgEslaton and reg
ulations, Some of the mone significant peeces of legislation and regula
tions are highiighled in i Summanas 1hal folios.




Legislation

Postal Operations and Revenue

H.R. 1161 and 5. 528, Mational POW-MLA Recognition Act of 1997,
would mandate the display of the Prisoner of War-Missing in Action
Flag on Armed Forces Day, Memaonial Day, Flag Day, Independance
Day, Veterans' Day, Mational POW-LA Racogniton Day and on the
last business day bedore each of the preceding holidays, on bhe
grounds o in the public obbies of post offices, maor miitary installa-
tionsg, national cemeateries, the Korean War Veterans' Memorial, e
Wietnam Vaterans' Memonal, ihe While House and offices of the Sec-
retary of State, Secretary of Defense, Secretary of Vieterans Aftairs and
the Dirgctor of 1he Selective Sendce System.

H.A. 1318 would establish a commission to study ways for Bhe govern-
Fiesl 10 manage and conduct cost control and to recduce fraud, waste
wlrvi O leggsiatne action To accomplish samings, identdy federal pro-
grams that hawe accomplishad thair objectves dnd deleming -
grams that should be feminated or could ba provided by the pevate
Sechon al i ke GOt

H.A. 1585, Stamp Out Breast Cancer Act, was signed inlo Ew on
August 13, 1997, a5 Pubbc Loy 104-47, The bl recpenes ihe Postal
Servce bo ofler starmps ad a special rate of postage thal patrons may
purchase a5 8 contribulion o breast cancer resaanch, The postage wall
el the raguiar Frst-Class rate, plus a dfferantial nol 1o axcesd 25
percent. Funds generated from the stamps, kess an amount sufficient
b cover reasonabls processing cosls incumed by the Postal Service,
will ba pad bo fund resaanch at the Nabional Instiutes of Health and
the Depantrment of Delense.,

H.R. 17117 woudd turn Eha Postal Senice into a private compomabion
withen one year of enaciment, i certain requsrements ane med, and
retan the Private Express Statutes for five years. Provisions under the
acl would ghve the Postal Rate Commission a continued role in the
naw entity until the end of the fve-year penod. During the first year,
sacurities would be distributed only to employees of the Postal Sar-
vica, The corporation would be required to provide “govenmment-style™
retraent benefits 1o former postal emplovees. A Postal Privatization
Comemission [PPC) would be estaibished o daterming how Securilies
would be destributed and to work wath the President on a plan 1o
transfer posial propey o the corporation and recommend egetabon
o enact iha plan,

H.R. 1777, Camnpaign Independence Restoration Act, Part ll, contains
i pronasion that would pllow sligibln Houss of Reprosentalnes cond-
dates 1o send up 1o thres pesces of mal at reduced postage rates 1o
every person of voling age in thedr congressional disiricts.

H.R. 1871, a bl prosading emingancy SupphEmiental apgeopialions o
Fy 19657, was enacted as Pubbc Law 105-18 on June 12, 1987, Tha

i law contens nearty $5.4 milion in addiional appropriations to the
Postal Serdcs for nvisnus fongone on i and reductd-rate mal,

H.R. 2015, the Balanced Budget Act of 1997, was signed by the Presi-
chosd o August 5, 1997, a5 Pubhic Law 105-33. Th law repeals prov-

sions authorzing fransifional appropriations to the Postal Senace Fund
and provides bermponary iINCreases in empioyes confributions to the
Civil Service Ratirement System and the Faderal Employpeas Roting-
ment Systermn rough 2002, Contrbutions will increase by 25 percant
on January 1, 18859 by 15 percent on January 1, 2000; and by 10
pancen on Jangary 1, 2001. Tha laew modifies the formula used to
daterming the govermment’s contribution for hiatth benofis for Tederal
employees and annuilants ennolied in the Federal Employess Health
Banefits Program.

H.R. 2378, Troasury and General Govemment Appropriations Act,
1808, would provida revenus Irgone approprations b the Postal Soer-
whcai i tihee amount of S86, 374,000 for free and reduced-rate mal. The
bill also includes the annual authorization for ernployrnent of Postal
Pobop Officers and bang individuals or businesses from providing mai-
ing or telephona ksts 1o anyona outside the faceral govemmant, without
iha approval of the House and Senale Committees on Approprations.

£. 1107, Double Postage Fule Elimination Act, would amend 39 LUSC
601 to alow leflers o De ransported by businesses other than the
Postal Sarvice, if the amount paid for privabe carmiage is 32 of mong.

Personnel

H.A. 1573, Leave Equity for Adoptive Families Act of 1997, would
Al ermployies 10 laki leaves of absence from work to adopt a child
or accept a child for foster care by using leave allowances providad by
rpoyers B0 care for nensvibom, biclogical chidren or for linesses,
injuries or disabilities. Cial action provisions ang ncludad.

H.R. 1909 and 5. 50, Civil Rights Act of 19897, would prohibil the fed-
eral govesmmient from intenticnally discrirrnating against, o granting
prederence b0, peopis of groups Dased on race, color, national ongn
o s relatad to fedkeral armployrnent, Conractng or any Tacoraly Con-
ducied program of activity. Affrmative action would be permitted 1o
BNCOURaGE BUSINEESes ownid Dy WOmen o mindnies 1o bid for feder-
al contracts, recruit qualified women and minorities into an appicant
pool for lederal employment and encourage qualfied women and
mincrities to participate in ofher federaly conductad programs or
acthities, as long as thelr actions do not grant preferences. A preder-
ence i defined as an advantage of any kind, inchkasng a quota, a “set-
as,” a numencal goal, a tmelabh or &' obir numaecal chsctnag,
H.R. 2215, Genetic Nondiscrimination in the Workplace Act, amends
thet Fair Labor Standands Act of 1938 o prohid employers from
obtaining genetic nformmation aboul an emyioyes or prospectve
empioyes unless they ane authonized fo do so in accordance with spe-
cific; prosagions, The act inchedes oil remedies for aclual damages
and equitalbh redal,

H.AL 2255 would amend 18 USC S250A41) to aliow govemment offi-
cxils wath domeshc WwOoNCE IMIS0EMEanor CoMmaciions 1o possess
firearmes whils “on duty and angaged in an official acthaty of the Unibed
States or any deparimant or agency thereof ® B enacted, the bl could
affect Postal Police Ofcers, Postal inspectons and OIG Special
Agents, who are required o possess s 10 parformn e dutees.
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5. 761, Federal Eloctronic and Information Technology Accessibility
Compliance Act of 1997, wouk] amend the Rehabiiation Act of 1973
1o strengthen bederal agency compliance with guidelines esiablshed
under sechon 508 of the Rehabitation Act. I requres federal agen-
Cirs B0 prowide certification of ther complance with electronic and
information lachnology Sooessibiity guicelines,

5. 850, Employment Non-Discrimination Act of 1987, woulkd profsbit
tecieral ermployment decrmination on the basis of seosl onantation
and provide remedies for non-compliance. The bl woulkd ban federal
agencies from sublecting indnacduals 1o aifferent standards or treat-
rrnts or from discriminating against them on the basis of sexsal on-
entation. it aiso prohibits decriminating aganst employees on the
bass of the saual onentation of assocates. Ses also HR. 1858 and
H.R. 365, Chdl Rghis Amendments Act of 1938,

5. 1021, Veterans' Employment Opportunities Act of 1997, would
recing thal “preferenca-sigble” indhaduals, and indriduals who were
honorably separated from the Armed Forces after thies or mone years
of actg Sericn, han thr cpporunity 1o compate for announced fed-
aral vacancas, even i thay do not have specific competitee axpen-
ence and arg Not an employes of the agency. Somi provesons of the
Bl apply to tha Postal Serace.

Computer Security

H.AL 1803 would enhance the ability of the govemmeant f0 improve itg
compéher securty. Linder thes D, the Mabional Instiute of Standands
and Tachnology woudd provicks guedancs to federal Boencies CoNcamng
Their compuier sysbems, especialy interconnecied sysiems, and ssess
This us of CABIOGraphy tachnoliagy ior ladanal compuler Sysbams,

5. 808 would address computer SecuUnfy concems and the avalabity
and wse ol encryplion technology and other secunty Systams. Tha bil
conlains provisions on criminal and chdl stabutes relabed to compiter
Secunly and acopssbadity. It also conlans excaptions reialed o law
anforcemant and national secunty investigations, encrypbon codng,
encryplion keys, voluntary COMmpERnCE by [hi EeCOmMurscHtion
industry and restrictions against govemmment reguiation of encryphion
technolodgy and use.

Crima

H.R, 1347, Graphic Postcard Act of 1997, would amend 18 USC 1463
b rruiei if dbepal bo Fridl e thad disply on the oulside of the pescs
ary matanal of a volent or cirecalty graphec character, or that =
unsuilabde for chidren under 18 vears of age.

H.R. 1534, District of Columbia Police Coprdination Act of 1967,
weould recuuine 31 named ledaral law enfiorcement agences, including
the U5, Postal Inspaction Senace, 10 anier inlo cooperathg aores-
rrits wath 1ha Metropoktan Pobos Depdrmant. Tha agraemants
woudd inclucks padroling areas thal Smmediately suround the area of
the agancy’s jurisdiction” and graniing agency personng the power of
arrest, Some mportant Ssees, such &5 irpireng and Babiy, ans nol
addressed in e bl ldentical but voluntary provesons wane provided
in H.R. 2015, Balanced Budget Act of 1897 (Public Law 105-33), with
the acicibon of the Unded States Postal Polos 85 8 named agoency,
althoigh it 5 0 pad of thi Postal Inspection Senace, which was
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aready named. In addition, the powers of Postal Police, as authorized

by Congress, ang bmbed 1o thal of secunty guards, rather than Eny
enforcament officers, as infended by this b,

H.R. 1745 and H.R. 1965 woulkd redoemn federal forfaiture law. The man
purpose of the g & o pronoks unidomity by estabishing one sof of
rudis. and procedunes for all fordetunes conductad incident 1o federal
cnmes. Prosisions in the bells would change procedures ko cost
Donds bor Soarad propacy and establish procedunes 10 allow owners
12 possass or use property thal is subject to forfedune according o
COU onoers Tof it5 presenvation, Oher Sgnifcant provsons woukd
amend the Federal Torts Claim Act as it relates to property, seized but
ncd forbeited, that i5 damaged due b neghgencs by law enforoermont
officars; eslablsh loratune proceadngs for indnaduals outside the
United S2ates; alow property o be released 1o pay experses redated
1o crrminal detenses; and alow ndhiduals 10 claim, under the Eghth
Amendment, that excessive fines were ordered. The bils also would
prosice & uniorrn definibion of "procesds” for foneitunes, allow fors-
fure procesads and axsels o be used to pay restifution to wctims, and
Ay el OBt 10 IMDOSE protial resirents on susibule
assats. Additional provisions apply to thind-party transters of propserty,
including propery of innocent cwners and bona hoe purchasers of
vakes, and repnEss the mobion for “dscoveny™ n ol forfirtuns pro-
ceadings i if could affect a related criminal investigation,

H.R. 1758 and 5. 1003 would coodnate afforts by ladanal, State and
local law endorcement groups 1o comibal the increase of financal
TS, Moy Euncining, cradi cand frawd and counberteting, The
Secretary of the Treasuny woudd develop and mplement a straegy o
inChade priantion afions; modily reguisony schemas and statlas 1o
prevent the exploiation of financiad systems; provide nitiatheas 1o
FpeCre 1l CAEDEC N Of MOy Launcenng, and make CommuneCation
syslams more compatible 1o g lederal, state and local By endorce-
menl groups easker &ocess to information, The bill would establish a
comprehensye approach o desgnating high sk arens wians Lw
enforcement groups should facus theer efions on investigating and
prosecuting money Bundenng and Snancial crimes,

H.A. 1847, Telermarketing Frawd Prevention Act of 1987, would
amend foretung provgions (18 LSC 982a), For oflenses under 10
USC 2326, the cour would crder the dedendan 1o fodel proparnty
*usad or intended to be used” 10 commil an offensa or that & trace-
able to the proceeds of an offiense. The bl would also require that
SeMEncng guidiines b rased by at Bast four levels § sements of
2326(1) are prasent; by eight kevels if elements of 2326(2) aro present;
and by at least two kevels i the defendant conducted aciivities in fur-
hranc of B ofenss in & fonsgn country, The bl would enhance
2326 by adding COnEpTBCY [OVESKNS.

H.R. 2234 and HLR, 2319 would adidress consumer kabiity related to
e undwiioriped whe of debt cards hal @he S without ungue
idantifiers, such as a fngageint or reting scan. Consumians would nol
e kable for unauthonized changes unless the issuer nodifies them of
Ther Bty and advises thorm ey must promplhy repon any ioss,
ihelt or unauthorized use of a card code of access. Linguthorized usa



of B card would be treated as an extension of credit, and cands
could nat ba distnbuted wilhout woue identibers, unkess certain vali-
clation reguirements wene met. in all cases, consumer kabdlty woukd ba
limited and fnancs) nstitutions would be required 1o recredit funds
and Tees redated to the usa of a debit card that was ssusd wiihoul
H.R. 2272, Comstock Cleanup Act of 1997, would elminate curment
material, nchuding waitten and printed items.

8. 518 would enhance a wolim's ght of restitulaon i & cremnal case.
Prowisions in the bl give the court authonty to restrain assets of a crimi-
nal chafendiant, by order or axecution of perormance bonds, 1o satisfy
restiution onders; permit the disclosune of grand jury infarmation 10 the
government atiomeny assising in ihe enforcament of crimnal restitution
oclers: and authonize the use of credt repors bo deterrming resitbution
BTOUNES OF BIoRCE onders for restibubion, AGRHONal provisions: reguine
that the govermement notify wotims of a dedendant’s cormaction; of
amounts subect o restitution; of the victim's ight to submil information
on the amound of thea loss bo a probaion Seeci; of 1l Sonbancs hear-
ingg; and of the availabdity of & ban, in favor of the govemment, on bahall
of wictims. Tha ecomomss crcumdstances of 8 dehendant man' not De
considerad in dedesTrining restibution. Other sactions redura hal rstitu-
kit b et in s alimens and estabish the vicbim's right to soek
endoroermant of a restitution onder as & cnl udgroent,

5. BAZ woulkd provcie of consstent base funding for the Matonal
Guard drug interdiction program, which is used by the Postal inspac-
T Senice,

5. 837, Law Enlorcement Protection Act of 1867, woulkd eoermyl guak-
fd e and former By enforcement officers from siale lews pro-
hitxting tha carmying of contaaked fireamms. Indhiduals must be asho-
rizead b camy firearms and possess written identification =sued by their
agencies, Thes and other simitar biks, if enacted, would alow Postal
Inspeciors and OIG Special Agents to carry concaaled waapons, but
wioukd not apply to Postal Poloe Officers, A simalar bill, HR, 218, was
reported in the Semiannual Repor, FY 19497, Vol 1.

5. 1031, Federal Law Enforcement Oficers’ Good Samantan Act of
1997, would provace federal law enforcement oficens, who inbervena in
ol Sluations 1o protect & Be of provent Doy imury, wah acdition-
al protection from kabiity claims. Tha bil would amend ksderal 1o
claimes law 1o provide that federal law enforcement officers are acting
within B Scope ol thisr employment ¥ they take any action, inchding
the use of force, that they deterrming is necessary to protect a person
from the immenent infiction of senous bodiéy injury, 10 prosaede immedi-
%0 ASSISLANCE 10 @ person who has suffensd senous Dodily nury, of 1o
prevanl the escape of a pesson who has commetbed a crime of vio-
lenca in thesr presence. The bill i of mager mportance 1o tha Postal
nspecton Serice and the Office of Inspector General because it
wiould expand the urisdction and ol Fnmunity of federal by enfoncs-
ment officers. Although they could still be charged for violations of
state s, Iheir cases could be removed 10 federal courts whena the
provesons of this b, d enached, would apnly,

Environmant

5. 866, Environmeniad Protection Partnership Act, would create a new
chapler 177 in 28 USC, titled “Volumany Audit Probaction.” Tha bl poo-
wides that, with excepfions, an emironmental aick report prepaned in
goad fath, or a finding, opinion or other communication rmads in good
faith by & persan of govemmant entity related 1o the repor, 5 not sub-
et 10 decovery or admissitla 85 evdancs in any judcial achon or
administrative proceiding. Mondsciosue may be waved, and an in
CRHTERE review by 8 judge s provded. Anather provision slates that a
peErsOn OF govimiment enbity thal performs an ervionmental audi! may
not proside testimony in 8 proceadng related to & nondaegabod, Con-
e fackinal lnw without consent of the person or govemiment entity that
initiatad the audt. Limited immunity also is provicod 10 8 penson o gov-
Tt enbty hat makes 3 voluntary dsciosure. If a siate lew prosades
protection in a state of local judicial action of administrathe proceeding
10 endoroe A state or local kw incuding a covered faderal . A quality-
ing person or antity would receh probection afionded by the appbcabie
slabe L in beu of profecton under this b,

H.A. 1884, Voluntary Environmenial Self-Evaluation Act, contams a
nondisciosung priviege and an immunity prosision. The bill's definiton
of “covened entity” includes parinerships, ass0cabions of COPOTations
reguiabed under an emanonmental ke, including officers, agencies o
agancy empioyees. Section 3 provides that information contaned in
wvoluntary ervironmental seff-evaluation reports, and testimony relating
1 & vohmnkary evironmental sef-evaluation, may not be used as
admissible evdenca in fedaral or stala administratg or peccel pro-
ceedings under applicable federal emdronmental laws. Such informa-
tion is also not subject (o discovery in these proceedings. Cenan
excepbons apply, and an entity may wase the nondsciosune privlegs.
Saction 4 provides that, when an entity disciosss to the federal or
state agency that administers an environmental law any information on
e vicdation of that oy a5 the resull of 3 voluntary emacnmentsl seil-
evaluation it performed, the endity may nol be prosecuted in a fadanal
o slabi adrministralng, civil or Crmingl procesding retabed 1o the viola-
tion. In certain circumstancas, the information disciosed & inadmiss-
b i @y court oF adminsiratve proceeding.

H.R. 2087, Polluter Pays Act of 1987, would amend the Superiund Act
by requinng that, notwithstanding other laws fwith exceptions), anyona
wiho causas the release or threalened relaase of a hazardous sub-
slance al any Tacilkty & kable for cenam oosts,

H.R. 22%2, Federal Facities Claan Wabter Compliance Act of 1987,
would amend the Pederal Water Pollution Control Act to clarity Bhat the
"United States hensty gxprisshy Wahes ary mmunity Otherwise apneca-
bie 1o the Uinited States ..." with respect (o conain claan waler requine-
rments, admirestratie suthorty, procass and sanctions. It also contains
provesons on Federal Faclity Enforcement Complancs ordens,

H.R. 1960, Electric Power Competition and Consumer Cholce Act of
19497, woulkd modemize the Public Uity Hoiding Company Act of 1835,
b Fesctiral Ponwir Act, B Fair Packaging and Labesng Act, and the
Puiiic Uttty Reguiaiony Polcies Act of 1978, 10 promobs compaiition in
the slectrc powser industry, This and similar electic dereguiation legesta-
tion could afect slecincal costs for the Postal Senice,
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5. T2, Blectnic Utility Restructuring Empowenment and Competitive-

nesa Act of 1997, would empower SIEes o promote retal comptition,
prcnacii b banefits for utiiteess, dereguiate wholesale sales of slacincal
enargy and reform the Publc Litikty Reguiatory Polces Act of 1978,

Regulations

Manufactere, Distribution and Use of Postal Security Dewvices and
Information-Based Indicia, Tha Postal Serece promulgated a pro-
posad ruks to reguiate the Information-Based Indicia Program (IBF),
ey fechnology that produces postage on personal compubers
through the use of barcodes and cryptographic senices. The technol-
ogy will suppon Postal Senvice efions to reduce frawd and the polen-
fiad Tor misuse associatod with curant mechanical meters. The pro-
posad rule was published at 62 Faderal Register (FR) 14833 on March
28, 1997, Subsequently, the Postal Serace publshid a proposd
mitica of gpecihicatons for IBIP postal sacunty densces and indicia a
&2 FR 37631 on July 14, 1997, Publc comments werna publshed o
62 FR 45471 on August 27, 19497,

Strategic Plan for the LS. Postal Service. The Postal Serace ssusd a
reqquest for public comments on tha denelopment of the Postal Ser-
vice's Sirategic Plan for 1998 through 2002, as recguinsd by 1ha Gov-
ammani Parformance and Results Act of 15933, The act requires the
Fogial Senice and federsl agencies 10 561 sirategic goals. measung
porformance and report on 1ha resulls. It requires the development of
a five-year strategic plan that includies the onganization’s mMission
statement, identication of its long-tem sirategic goals, and a
dascription of how it intends to achieve the goals. Tha raquest for
COMMants was publshad at 62 FR 15740 on Apal 2, 1987,

Amendments 10 the Bylaws of the Board of Governars of the Postal
Service. The Postal Senvice Board of Govemors adopted several
brlaw revisions. One renision resated 10 information postal manage-
rrent st furnish the board on signficant niw programs, policess and
pther intiatives. The Board of Governors also epproved amendments
fo its Endaws 10 resarve to the board the approval of Postal Sanice
plans and reports under the Govemment Performance and Revew
Act and resen o the Board of Govemons the ranamission of Semi-
anmel repons under the Inspactor General Act. The amendments
wirg pubshad af 62 FR 41853 on August 4, 1997, An amendmen 1o
dascrine how costs for a developmental real estale project are dater-
minad, relatva o the $10 million threshold sed for Boand of Gowermor
approval of capital imestment projects, was publshed at 62 FR
43642 on Auges! 15, 1967,

Definition and Registration of Money Services Businesses. The
Departrmiant of the Treasury promuigated a propossd ruls amending
the Bank Secrecy Act bo requine cerain “monsy senice” busingsses
by reister with Traasury and mantain a list of 25 agents that could ba
examined by appropriate law enforcament agencies. The proposed
o wionkd Finsa g dalindion of Bnancial instdulon concbming tha
Postal Service at 31 C.F.R. 103,118, Under the cument reguiation,
The Postal Servon i consdonsd o financesl nstitulion only sath respect
1o the sake of money onders; under the proposed regulation, the
Postal Senice would De congicensd & fmancial instiuton with respect
13 Rs provision of any money senace products. The proposad nule was
published at 62 FR 27800 on May 21, 19497,

Remizsion or Mitigation of Forfeitures. The Postal Sensce promulgat-
ed a fnal ruke amending and adopting reguiations that goverm how
paiifions ars processad for remission and mitigation of chd loraitures
by th Postal Inspecton Senace, The pupose of the revison was o
armiborate harsh results in ndnadual fordeibuns cases and provics nekal
1o innocent indhaduals whose property is usad by othens for ciminal
purposes, Thi ruls establshies a comproshenssg set of procedunes to
gowesm the petition process, clarfies prosisions in edasting nules, distin
i (ha bades Tor rmeskon and mibgation, odnssas nsceoua-
cies in he nules resulting from the increased usa of Torleitura by fedenal
S0 on pelitions. and racognizes the interests ol crme victirms in for-
feited money and other properies. The final nules was pubished a1 62
FR 31726 on Jura 11, 1997, and wil ba codfed a1 39 CF R 233.7

Placement of Commercial Antennas on Federal Property, The General
Sericas Adminstration susd a bulstin that prowdes all fadaral agan-
cies, inchuding the Postal Sanvce, with guidelines for placing commer-
cial andennas on federal propety, in accordanc with Presadant Cin-
ton's memorandcum of August 10, 1905, "Faciltating Accass 1o Faderal
Proparty for the Sting of Mobis Sorices.” and Saction f0dich of the
Telecommumications Act of 1956, Pubic Law 104- 104, The bulletin
wiks pubishod o 62 FR 32611 on June 16, 1997,

Posial Aates. The Poslal Senvice published notices of changes in per-
rhanan rabes for Classroom Penocicals al 62 FR 3142 on Juna 18,
16887, and for certan Penodicals and Monprofit mal at 82 FR 38846
on July 25, 1997, Thi Postal Rate Commission imsued a notice that
the Postal Senvice filed a request for a recommancsd decision on pro-
posad changas in domestic postal rabes and fees and cortan mai
classfcations, The proposed rale and lee changes affect all classes
of mail. Tha Postal Serice mantans thal, without the changes, i
would incur a revenus deficiancy of approcmately 22,4 bilion in 1998,
whech contraciicls 39 USC 3631, Under the proposed changes, the
price of 8 Firsl-Class stamp would mensase from 32 cents o 33
cents, and basic postage for a posteand would incradss rom 20
cends o 21 cents. The Postal Sendce is also proposing a prepad
reply mail categony at a discountod rate of 30 cents, which would
benalit the publc sarved by langa-wolume mailers, such as utiity and
crichl card companies. The nobos was pubished at 62 FR 38660 on
July 23, 1997, The Postal Aate Commission gawe notics tha the
Postal Senvice filed a request to establish a provisional packaging s
vice af B2 FR 42270 on August 6, 1847




Mational Environmental Policy Act Implementing Proceduras. Tha
Postal Senvoe promulgated a proposed nule that would revise existing
proopdunes 3nd calngoncl sochusions goveming B Postal Senios’s
proposals were based on expenence with existing regulations and
e policies and infrastructure that wene implamented sinca tha
restruciunng of the Postal Sendos in 1992, The proposed changes ane
it comphy with ths recuuinerments of NEPA, whia improving
quality and reducing administrative processes and preparation. They
riscquine Postal Senicn officials to consider thi polential emanonmiental
impacts of magr postal actions, The proposed ruls was published at
B2 FR 42058 on August 11, 1997,

Federal Law Enforcement Dependents Assistance Program. The
Dapartmant of Justion promulgated a fnal nss isseng regulations 1o
comply with the Federal Law Enforcament Dependents Assistance
[FLEDWA) Act of 1996, FLEDW wil be adrministenad by the Burogu of
Juslicn Assistance and provida Snancial assistance in the form of high-
er education payments o chidren and spouses of federal law
enforoement oificies whose deaths or permanent and total disabiitees
n tha line of duty resulted in the payment of benafits under the Publc
Safety Officer Benefits Program. The Postal inspection Sanice provid-
o commints supponting tha nule when it was first proposad. The final
ruler waes pubkshed al 82 FR 37713 on July 15, 1997,

Expansion of Global Package Link. Global Package Link Is an interna-
tional mail sendce designed for mal-cnder companies that sand mie-
chandess (o alher countngs. The senice was esiablishad in Japan,
Canada and the United Kingdom. During the repodting peviod, the
Postal Serice pulblished intenm rules extending Global Package Link
sendce to Braml, Chie and Germany (G2 FR 17072, Aprl 9, 1957); the
Poopke’s Republic of China (52 FR 25515, May 9, 1097); Maxico and
Singapore B2 FR 45160, August 26, 1997); France (B2 FR 47558,
Sophernber 10, 1997); and Hong Kong (B2 FR 48915, Sapternber 24,
19657,

Aircraft Operator Security. The Federal Aviation Administration [FAR)
of the Department of Transportation promulgabed a peoposed nike 1o
amend arpkane operaton Secusity regulations. Thi proposal woulkd
ncTisiss i numier of air Carmers that muest hava securty programs
10 include those that enplane from or deplane onto & sleike anea, Fur-
ther, it would clanfy raining requirements for Jir Camior Securnity par-
sonnie and clary procedunss for Fansponting passengers undar
ammad ascon, for allowing lew enfiorcement personne 1o fy ammed,
and for air camiens Lo acknonwledge recespd of FAA directives, T Fas
proposal was published a1 62 FR 41730 an August 1, 1997, and wil
b cochfiod i 14 CF.R, part 108,

Privacy Act. The Postal Seniace pubkshed a notification of naw and
moded sysiems for Privacy Act reconds at B2 FR 18375 on Aprl 15,
19497; 62 FR 28880 on May 12, 1847, &2 FR 30808 on June 5, 19497,
and 62 FR ATE31 on July 14, 1097,

Dabt Collection. Tha Postal Sarace and the Department of Veberans
Affairs WA) issued a proposed rule 1o conduct a8 compuler-matching
program that would identify postal employees who ane delinguent in
regaying debis 1o benefit programs administerad by tha VA, B the VA

i unabie 10 recover deibls through woluntary payments, salary offsets
may be pursued under the provisions of the Debt Coliaction ACt of
1982, Thix proposed rubl was pubished al 62 FR 44304 on August
20, 1847,

Domestic Mad Manua! Changes. Thi Dormgsie Mad Manu! & incor-
poratad by referenca in the Code of Federal Reguiations. During this
reponting penod, the Postal Serviop publshied the follwng final naes,
proposad nules and notices.

A Bl rul rendsng ancilany Senaoe CNOOrSEMents Makins use o
requesi a new address or provede instructions on how 1o handie unda-
Ivprabie-as-addressad mal was published al 62 FR 24340 on May 5,
1947, A proposad rule amending procedunes for delvering mail to a
COMmerceal mal Recering Soency was pubished al 62 FR 45366 on
August 27, 1987, A final rula establishing standards for experimental,
nonketier-size busingss reply mail categones and lpes was publshed
at B2 FA 25751 on May 9, 1997. A propased e ameanding stan.
dards for Nonprofit Standard Mal rates was published at 62 FR 47178
on Septembor 8, 1997, A proposed ruks o acd sectional conber facity
sack levels to presor requirements kor nonletier-size Perodical pubk-
cations was published a1 62 FR 48191 on Septernber 15, 1997, A
notice of pendéng renesions 1o Pubbcaton 401, Gude fo the Marifast
Mading System, was published at 62 FR 36585 on July B, 1997, Final
rusas nenising standards (hat athect fess for, and certain attributes of,
special senvices wene published at 62 FR 26085 on May 12, 1997,
and B2 FR 31512 on June 10, 1987, Finally, a final nule of all amend-
ments o ba included in lssue 52 of the Domestc Mad Manoal that
Wil NGk privioushy pubEshisd in th Fooival Ragishor was published at
62 FR 30457 on Juna 4, 1997,
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Appendix A

Reports Issued to Postal Management

Apel 1 - Sepbember 30, 1997

Coniract Audits [AC) ane conducted 1o enoure etficency, eflactiveness and econcmy in the procuremant
process. Postal Inspectons mcependantly appraiss costs retated 10 iranspomalion, Senacis, Squipiment,
faciities and consuling coniracis and provios medy responseds 10 requess for sudits of proposals, clsims
and acoounting Syslems on o pré- #nd post-adrd basis. Postal Indpochons sisn perlonm defiecthe prcng.
procedural comphance and seif-ntiated reviews related 10 procursment activities.
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Financial Opinion Audits (AD] are annual revesws. of Snancal IFansachons, assets and comnos at
Efyscal, pirsonnal and data securty controls To determeng whather They ane effecie and comply

Wi pOStA pobces.

Cid Mumbser

00a-1 V8RR ADN 1)
- 1 2O0E0E- AL 1)
00 - 121 JEI0-ADN 1)
007 -1 180082-AD 1|
007-1 200083000 1)

Locaticn

Sadm, WA 24153
Clhreviynngd, O 24101
Faisgh, NC 27611
San Mabeo, S8 G457
Mo, MW 55201

Subject

rrigreest Fumd fuxt
it Fund Aude
ot Fund Aadt

EDP Corrmls

Financial instaltation Audits (AF1) are perfomed &l offcms chosen through i random seecton
procss. Ofices are randomiy selecied fom a kst of ol offices and siraifed by proeciad rsvenus.
During the revewas, niemal conirois are evaluiied and assels are il o cetismming e natabdty

of the Postal Senac's fnancial systom,

Case Numbar Location

0111187112 -4F1] Flirang, N 11351
DU-AETUIT-AFY] e York, WY 10153
011-1 1871 18- AF[1] Srrithiowen, NY 1 ITET
OV1-1IGTISAFT]) 52 Pad, M 55101
DV-MTGT2IB-AFT]  Wasecs, MM 56003
DO1-10GTAS8-AF(1)  Green Bay, W1 5430
G911 18T400- AF{1) Portiandg, 0R 97208
OVL-MIGTATE-AFT]  San Juan, PR 0000S
OVI-TI0TAB2-AF(1]  Baton Pouge, LA 70821
o0y n e AR 1) mmmw
OII-TIGTEAZ.ART)  Lis Vegas, NV BO100
OU-VIDTEEI-AFT)  Alwcuergue, M BT 101
O11-11GTETI.AR)  Complon, CA 80221
OFI-VIGTETG-ART)  Jackson, MS 30005
OVI-VIOTETO-ART)  San Anton, TX TE2S4
0081 T RR0ET - AR 1) Akron, Ofd 48308
O11-11GE05 AR}  Augusta, GA 30001
O11-1198850-AF1)  Coloraca Spengs, CO B903
O11-1108046-AF(1) St Cloudt, MM 55301

O E-1 10T - AR1) m.ﬁ:ﬂxﬁ
O11-1196078-AF1)  Capitcl Heights, MO 20790
O11-1100216-AF(1)  Durham, NC 27701
0= 1Be2 1 5- AR 1) w.lﬂ:ﬂbll
O11-1196025-AF1)  Derver, 0O BOZ59
O11-1190685-AF(1)  Larsing, M1 48004
O11-1100802-AF(1)  Grand Rapsds, M1 40500

011 VOOEET A1)
0111202005 AF{1)
11-1200003-4F(1)
D021 1 OT e A1)
012-1 197356 A1)
012-1107307- A1)
12-1 1O 208 AF(1)
12-1 197356 A1)
012119767 2-8F(1)
012-1 107 ETS- A1)
0021 1 R0ES- A1)
012-1 198232 8F(1)
012-1 106233 &F(1)
12-1 1DBIS2-AF(1)
002-1 10002 AF(1)
02 1 18 14 A1)
012-1 1962 15-AF{1)
012-1190027-AF1)

Case Mumber

012 119aETa- AR
G- 1 noasd. AF{ 1)
D02 1203 AR 1)
O 2 1 2000KES- AF{ 1)
G2 1 2020 -AF{1)
012 1 200043 AF{1)
D13 TERT114-AR{1)
O13- 1197 -AF)
013 1IETE AR}
D31 19T2EE-AH 1)
O F- 1107 402-AF1)
0 3-1 160 4008 AF( 1)
0831 EGTAZ0-AF(1)
O 3-1 10T 488-AF 1)
0831107580 AF( 1)
O3 1 1SR AR
O3 1 1GTBaT-AF(1)
08 3- 1107 B0E-AF(1)
0031198200 AF 1)
D13 PRRORE. AR
13- 1108353 AF 1)
O 3- 1190384 AF 1)
0131 THEITO-AFE)
0131 18885T-AF (1}
0131 1BBBE1-AF(1)
0131 1RSI 0-AF (1}
013119921 1-AF 1)
013110021 2-AF(1}
1 3-11002 1 3-AF(1)
13119622 1-AF(1)
O 3-1198330-AF(1)
O 3-1100600-AF(1)
0131 155050 AF 1|
13- 1 202046-AF(1)
013~ 1 2020488-AF(1)
13- 1200063 AF 1)
13- 1 202084 AF (1)
O 4-1197253-AF( 1)
rd-1107 258-AF(1)
014-1 17 IE-AF 1
01d-1187aT4-AF (1}
O14-115TEEG-AF 1}
D=1 1RTRE0-AF{ T}
O14-1 THTED-AF(1)

Location

Oiyergs, WA, BRSO
Eldhart, M 46515

Pged Caetin, DE 19720
FL aahingion, PA 16034
E 1
Stmin Colege, PA, 16501
Eest bslp, MY 11730
Wiarroad, M SETED
Blawtiol, IL S0103
Lancaios, Wi 53813

Canst Musnbse

0184- 1 190B00-AFT1)
0841 18T E08-AF 1]
0/14-1197608-AF(1)
[14-1106080-AF(1)
14-1190083-AF(1)
D1 4-1 108084 AF{1]
4-1198267 -AH 1]
014-1198355-AF(1)
18- 1 9E333-AF1)
O14-1190664-4F1)
{14-1200660-AF{1)
14-1200683-AF{1)
D141 202067 AF{1)
14-1202304-AF1)
15-1197200-AF1)
151197258 AF1)
15-1197309-4F1)
015119731 1-AF(1)
{115-1197355-AF{1)
151197823 AF{1)
015-1197424-4F1)
8- 1197478 AF1)
51197634 &F[1)
015-117606-4F1)
{15-11978aT-AF{1)
0151 19 GEE- AR 1)
15-1197864-4F1)
{115-1 17 865-AF1)
£115-1 19700 AF1)
18- 1979348 AF(1)
015-1198189-AF1)
015-1 19E06- A1)
€151 120 A1)
015-1 198459 AF1)
015-1 18953 A1)
£15-1 18- A1)
0151 1 GRS AF( 1)
015- 1200845 AF{1)
015-1200857-&F{1)
£15- 1201 438 AF1)
0151201 BEE-AF{1)
151201857 &F(1)
015 1205477 AF{ 1)
D15 1217 TEI-AFY)

s ]




District Accounting Office Audits (AFZ) ane conducied 10 évaluale SSInct SoCounting office conlrois
and the security providad for computens. Tha audits supplement financial inslaliaiion auces,

Cann Murnbser

OB 1 1RR0TE-AFT)

Lacation
, (DG 20068

DIE- 121 ITE-AFCT Py Orianas, (LA 70140

Expenditure Investigations [El} are pertormed 10 dentfy fraud, waste 3nd abuse in DIOCLAsment cihies
A mprcve Thi inbegrity of procunsment procnsses. Th inestigations s conducted based on requests
FrOdm IManapemant, CLSSHMe complants and judgmental seecions,

Casa Mumbssr

1565 12N 1 2E3-EN1)
165 421 1267-EX1)
165 120 2675-EN 1)
155 1216 758-EN1)
4511 208522 -EX1)
4531 1 TRE6-EX1)
431 VBRSO EN )
B3 12 1EE18-ENT)
£55. 1 1944 T-EN1)
585 1204471-EX1)
8861 206722-EN1)
BIG- 13 1 I845-EN1)
AG-G7001

Financial investigations. (FT) ane cesigred bo protect postal fnancisl assets from nlemal thefl o mesusa.
T imeastgalions e aSoess nsks and valale nbimal coninots 10 priver financial ioes.

Casa Mumbar

D16- 1 196260-FiZ)
OIE- 1 1ROTTA-FER
001 200834 -Fi2y
O16-1214960-Fi2)
16-1215087-F2)
OG- 1 220003-FE2Y
O17-1187881-F2)
01 7-1 108800-FER
DN 7- 1 1B P
DN 1 20N552-FIZ)
08 7-1206153-FKR
O 7-1208074-FEX
01 7-1208X70-FE2)
08T 1 208405-FKZ)
OI7-1208410-FE)
[}

O17-1208511-F2)
08 7-1209102-FI2)
08 7-1200430-FER
0 7-1210E25-Fih
09 7-1213648-FEh
08 7- 1203681 Py
O17-1213606-Fc2)
D= 121 5206-FC7)
O17-1215483-F2)
01 7-1215807-Fic2)
OIT-121 TAT0-FIE)
DA 7-121 TBA3-FEH

Location

Sawn Femncason, CA MBS
For) Gemith, AR T200-
Boston, WA G220
Dagiion, WA Q2715
et Daghaon, WA, C2T6E
Wit MG, DG5T
Cracagn, 1L 60650
Lireittinalla, VA 22080
Winlerlord, V& 22180
Cricago, IL BG5S
Py, OH 44081

Wit Phire, WY 10610
Flnl 6l WA, 22T
Emela, TH 38332
sl TN 38348
Frytemg. P8 18126
Langeioth, P 15054
Winest Mhiclacsin, P 16150
Wipicioer!, OF 97304
A, W5 BERGD
i BLI 0T 101
Pinary Wioods, MS 39148
Easst Crange, MJ 07017
Codlonm, PA 17311
Wignymy, ML DT 470
Tarewesd, TH JTATO
Mamphes, TH 38173
Wardsrnan, ME 38878

Casa Mumiur

DAT- 120 TESL FE)
017121 TEE0-FiA
07120 B FIE
17128 FiE
DTN IRE2-FIE
07 V2T -FIE
017 1 220025-FiE)
ON7- 1 220075-Fi
017- 1 220858-FiE)
017 L E0TE0-FKE
0171 220791-FiE
CATF- IR T00-FE
DAT-1221411-Fi
N7 122141 3-FKE
DN7-1221534-FiZ)
ON7-1221968-FK
B 1 205021 -FKN)
BT 1 15ETE.FY1)
BB 1 20EF34-FI1)
B0- 1 1G4GE8-FY1)
BC0- 120 5324-Fi1)
BN 120 T40E-F 1)
- 0S4 FY)
B3 12 1ER0-FY1)
BAD- 1 OEF3S5-FIZ)
BAD- 120 BAT2-FKZ)
BAD- 120 S04 FIZS

Location
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Facility Program Audits [FFA) provos indepsncent apreareais of 1acEly-nelated Anchons i asem! postal
MManaQamant in Manimizng financial and opsralionsl gk,

Came Mumbssr

006-1201821-FPA(1)
238-1210056-FPA()
23812113 14-FPAT)
238-1211315-FPA()
2812131 38-FPA()
238-1213862FPA{1)
238-1214262-FPA1)
238-1218308-FPA(1)
230-1208002 -FPA)
230-1200100-FPA{1)
230-1200015-FPA(1)
23121257 1-FPA)
239-1213033-FPA{1)
2301213137 PR
S 121 30-FPA)
239-1213601 FPA1)
230-1213714-FPA1)
267-1208008-FPAZ
2671200004 FPAT)

ZET-121 1002 -FPALY
T 1212117 -FPaAE
SETAIIP1I0-FPAD
HET- 122N B-FPAGH
AT 22 -FPA
SR AT 4182 FPAGH
ZET- 124861 -FPALH

HET-12 B FPAGD
2671206005 FPACH
26T 1 B00-FPACD
2071260 -FPAGH
26712 1 EATS-FPAGR
BT AT 1R FPALT
2681 200435-FPAGT
FAG 81000

Facility Subject

Blesay, 0 BIT0A PRDC Maray Corstructon-Owrsed Progect Pieses
Chusans, MY 17431 PADC Workroom Fioor Replacemant
Bamsmon, MD 21300 FADG Bevator LUipgracke
Praceipre, A 10001

Ciusans, WY 11431 FADE Eevator Plaiorm Rapas

Blaatnan, WA 02 1000 Petamanae Pl Postaieateon Prosict Rercraton
Wishirgor, D0 20260 LEriiant Plars Bulding

PoAomac, MO 20854 Bolger Contor Domrinry Rismocislng

Chpsdang, CA 4523 PROC Fririre

Flasisagh, MC 21668 Caantral hind Facity Lease Review, HiTech Buidng
Prilaceiphia, Pa 189101 AMC CGeound Ligso B Faregw

BB G, 1L BO0OT Sariace Hul Liase P

Wl i, WA S50 G AN | Pliressy

Haarrry, MU 07042 PROC Leome P

Baitenoen, MO 21300 PADC Lot Firvies

ncknnanals, B 2R208 PROC & WNF Lisiies Flircssw

Kot e, Ny 0SS0 Westohaser MSC Laase Flarsswy

Asiarita, Gl 30304 (EMF Cnller Cociing Towae Rapiacama

Loy Biezh, TA 91102 Dieptract Firenirey of Inghisfinae- Dty Congtrucson Conlracts
Cricage, IL G0BED WAF VA Replacemeant

Darrenr, G0 B0 Aocesgn of PEDC & Adminiirien Offces
Saatthn, WA 08158 AMIF Pl Pickisigrn & Raplacimnt

[Everim, Wb GE200 PEDC Faspier & Afteration Proscts.

Eugena, OR 67401 PEDC Pant Expansion Propct

[Pl B0 41501 Pragtl Ofh R i

Mlgrrgates, TH 28100 BT AL Pasplacmrmant

Moy, CA 0655 PEDC Facikty FRenovalion Prosct

San Dugo, A 92101 Do S1R0N Rorcamion
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Appendix B

Contract Audit Findings and Settlements

For Panod Ending Sephemiber 30, 1997
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i Wi ks crng [ha
roprieng pasicd i+ B B 474 405 £11,351
i Deoll el iy ol Chemalowsid] Desln £122 Ths
{4 Dol washums o it ol clesaalicraveiecd 351821
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months of issuence:

Unsupported

Coats

Cussationbd Included in

Case Mumber ContractorFacility Conts  Ouesticned
11E2814-A000 Hares Sicpiade 6T, Inc £a0a, 418
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Appendix C

Recommendations That Funds
Be Put to Better Use

Foor Pariod Ending Septemibor 30, 1997
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Appendix D

Unresolved Reports and Resolution
of Findings

For Penod Ending Septernber 30, 1887
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Appendix E

Summary of Actions Under

39 USC 3005

April 1 - Saptoernbar 30, 1087
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Appendix F

Criminal Statistics
FY 1997

SUMBARY OF ARRESTS

Type of Crime Oct-Mar

Pavonus and Asssl Prolection Program

Experaitu FraglGgatans o
Financial rreeshioatons 163
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Flgroinn s WrepstaEtione a5
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[irasiochenl dnTglrysinicl Bl 0 TR
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