February 14, 2002

PAUL E. VOGEL
VICE PRESIDENT, NETWORKS OPERATIONS MANAGEMENT

KEITH STRANGE
VICE PRESIDENT, PURCHASING AND MATERIALS

SUBJECT: Management Advisory — Transportation of Anthrax Contaminated Mail
(Report Number TD-MA-02-001)

This report presents the results of our self-initiated review of the transportation of mail
potentially contaminated with anthrax (Project Number 02YG002TDO000).

Background

In response to the anthrax attacks in the fall of 2001, the Postal Service contracted with
facilities in Lima, Ohio, and Bridgeport, New Jersey, to sanitize the mail. The Office of
Inspector General reviewed the process for transporting mail to those facilities and
returning it to the mail stream.

Objective, Scope, and Methodology

We reviewed the procedures used to transport mail from the Brentwood Mail Processing
Center in Washington, D.C. to Lima, Ohio, and from the Trenton, New Jersey
processing center to Bridgeport, New Jersey. We interviewed Postal Service officials at
Postal Service Headquarters, the Brentwood center, and the Trenton center. We also
reviewed transportation records at the headquarters of the contractor transporting the
mail from Brentwood to Lima, and records at Trenton, for transporting mail by Postal
Service vehicle from Trenton to Bridgeport. We conducted our review from

November 2001 through February 2002, in accordance with the President’s Council on
Integrity and Efficiency, Quality Standards for Inspections. We discussed our
conclusions and observations with appropriate management officials and modified our
report accordingly.
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Results

We understand the Postal Service’s need to expedite the transportation of mail to be
irradiated. However, we identified some transportation issues that the Postal Service
should address before transporting additional mail.

Improperly Transported Contaminated Mail. The Postal Service improperly
transported hazardous material using Postal Service vehicles from Trenton,

New Jersey, to Bridgeport, New Jersey. Specifically, Postal Service vehicles were not
designed or intended for the transportation of hazardous material. Further, the Postal
Service vehicles were operated by drivers who had not received appropriate training in
the movement of hazardous material as required by Code of Federal Regulations,

Title 49, Transportation, Part 177. This situation occurred because local Postal Service
officials from New Jersey and the New York Metro Area were not aware of
transportation requirements pertaining to hazardous material. Headquarters personnel
told us they were aware of the situation in New Jersey, but explained they were waiting
for transportation requirements to be submitted by local officials. Initially, local officials
decided to use Postal Service vehicles to transport the potentially contaminated mail,
and did not submit requirements to headquarters. After headquarter’s officials
discovered this situation, they directed local officials to stop using Postal Service
vehicles for transporting mail to the irradiation facility in order to ensure compliance with
the Code of Federal Regulations. We believe that confusion or misunderstanding about
hazardous material transportation requirements could be avoided by instructing area
and local officials on relevant Postal Service policy.

Recommendation 1. We recommend the vice president, Networks Operations
Management, issue guidance to all facilities on what steps to take if contaminated mail
needs transportation.

Management’s Comments. Management agreed with the finding and recommendation
and attached a letter addressed to the managers, Operations Support, and managers,
Distribution Networks, providing specific instructions on the steps to take if they have
contaminated mail that needs transportation in their area. Management noted that the
letter was mailed to the areas on February 6, 2002.

Evaluation of Management’s Comments. Management's comments are responsive
to our recommendation. We believe the actions taken should correct the issues
identified in our report.
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Criminal Background Screening Would Improve Security. The Postal Service did
not require criminal background screening for contract drivers transporting mail
potentially contaminated with anthrax. Postal Service officials stated that they did not
require the contractor to comply with Postal Service policy in management instruction
PO-530-91-8, Screening Mailhandling Contract Employees, which restricts use of
personnel with criminal records. Postal Service officials stated that they did not require
compliance with this requirement because the contractor specializes in moving
hazardous material and must meet strict requirements of the Department of
Transportation. We reviewed the Code of Federal Regulation, Title 49 — Transportation,
Chapter Il — Federal Motor Carrier Safety Administration, Department of Transportation,
and determined motor carriers are required to investigate drivers’ employment and
driving records, but not their criminal background. In our opinion, criminal background
screening will help ensure the safety and security of the mail.

Recommendation 2. We recommend the vice president, Purchasing and Materials,
require criminal background checks for all contract drivers transporting mail for
irradiation.

Management’s Comments. Management agreed with the intent of the
recommendation but discussed circumstances to be considered. They explained they
followed United States Department of Transportation guidelines when they contracted
for transportation of anthrax contaminated mail and that Title 49, Code of Federal
Regulations does not require contract drivers transporting hazardous material to have
criminal background checks—only a commercial drivers license with a special
hazardous materials endorsement. However, management acknowledged that drivers
delivering mail on highway contract routes are subject to screening requirements.
Notwithstanding their comment, management acknowledged they were aware the
United States Senate was considering an initiative to require criminal background
checks for all holders of commercial drivers licenses and also stated they would refer
our recommendation to the Postal Inspection Service for further guidance.

Evaluation of Management’s Comments. Management’'s comments are responsive
to our recommendation. We agree with management’s statement that Title 49, Code of
Federal Regulations does not require contract drivers transporting hazardous material
to have criminal background checks and we acknowledged that in our draft report.
However, we also noted management’'s comment that drivers transporting mail on
highway contract routes are subject to screening requirements. While we believe mail
potentially contaminated with anthrax is properly classified as hazardous material, we
also believe it is still mail, and consequently, should receive the same protection as mail
that has not been contaminated. We also feel the extraordinary circumstances
associated with national security since September 11, 2001, warrant additional security,
and that requiring criminal background checks would enhance public confidence in the
Postal Service.
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Detention Charges Incurred. The Postal Service spent $181,000 between

October 24 and November 14, 2001, on trailers waiting to be loaded at the Brentwood
and Lima facilities. This situation occurred because the Postal Service initially
overestimated the number of trailers needed and because it did not know its initial
transportation requirements. Consequently, trailers were detained at the facilities
waiting to be loaded. A clause in the contract for transporting mail authorized a charge
of $15 for every 15 minutes a vehicle was delayed or detained. As a result, detention
charges of $181,000 were incurred. We noted that the Postal Service quickly identified
the excess requirements and took action to reduce the number of trailers.

Recommendation 3. We recommend the vice president, Purchasing and Materials,
continue to monitor requirements for additional contracts to transport mail for irradiation
to minimize unnecessary costs.

Management’s Comments. Management agreed with the intent of the
recommendation, acknowledged $181,000 in detention charges, cited unprecedented
circumstances, and stated they had taken appropriate action to manage cost. They
also explained that they had already established objectives to improve the purchasing
process and to strengthen requirement planning for the transportation of contaminated
mail.

Evaluation of Management’s Comments. Management's comments are responsive
to our recommendation. We believe the actions taken and planned should correct the
issues identified in our report.

We appreciate the cooperation and courtesies provided by your staff during our review.
If you have any questions or need additional information, please contact Joe Oliva,
director, Transportation and Delivery, at (703) 248-2100 or me at (703) 248-2300.

Ronald K. Stith
Assistant Inspector General
for Core Operations

cc: Patrick R. Donahoe
Richard J. Strasser, Jr.
J. Dwight Young
Anthony M. Pajunas
John R. Gunnels
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APPENDIX. MANAGEMENT’'S COMMENTS
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™ LUNITED STATES
POSTAL SERVICE

February 6, 2002

Renald K Slith
Assislant Inspector Ganerat
Core Operations
1735 N, Lynn Street

Arlingzon, WA Z2208-2020

RS Il

BTN R S

Attention: Joyce Hanscn

SUBJECI: Respense la Drafll Managemeant Advisory - Transportation of Antarax
Contaminated Mall {Report Numbar TLD-MA-UZ-DRAFT)

Attached is a response to the subjec! management advisory. | appreciate the
oppartunity to work with you and your slafl 1o develop a meaningful report. Ve soneur
wilh Lhe recommendation conceming improperly transported contaminated mail,

Should yeu require additicnal information, please cantact Tony Pajunas, manager,

Cirector, Audit Cperations and Follow-up

Logistics at (202} 268-1944.

f

T M e

" Atachment

CC:

Mr. Bishop
Ws. Duchak
Mr. Moose
Mr. Pajunas
MWs. San Luis
Mr. Young

TD-MA-02-001
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Recommendation 1. We recommend the Vice president, Network Operatians
fanagement, issue guidance o all facilities on what steps 0 take if contaminated mai:
needs ransportation.

We agree with the finding and recommendation. Attached to this document fs a letter
acdressed o the Managers. Operations Suppaort (Area) and Managors, Distribution
Motweor+s (Area) providing spesific ingzructions on the steps that they need Lo take if they
have contaminated mail that needs transportation in their area. This lelter is being
mailed o the areas on February 8.
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W NITED STATES

POSTAL SERVICE

Febeuary 6, 2002

MANAGERS, OPERATIONS SUPPORT [AREA)
MANAGERS, DISTRBUTION NETWORKS [AREA)

SLUBJECT: mansporting Contaminated Malenals

The Office of the Inspacto- General released the findings of 2 Managament
Advisary concerning the transpartatian of Anthrax contaminated mail. The
Management Advisory rccommended that the Postal Service issuc guidance to
all postal facilities on the proper transportation of contaminated mail.

Bec=use avary incident is un:cue, it is not possible to provide a single
comprehensive strategy addrassing each situation that may anse. Therefore. if a
situation should occur where the removal of contaminated mazerials from a
facility within your area i3 necessary, wa ask that you contact ngaaquarters,
Logistics for specific ‘nstructions. For technical assistance regarding the
transoartation pracess, direct your guestions to George Moose at 202-258.4382
or Darnn Bishoo al 202-288-44% /7. Questions regarding ohtainmg proper
ranspontation tailored to your situation shouid e directed to James Young

at 202-268-4377 of Teri San |uis at Z202.268-5262.

Please ensure thal this infermalion is disseminated to all plant managers and
managers, transportation.

TD-MA-02-001
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UNITED STATES
POSTAL SERVICE

February 6, 2002

ROMALD K. STITH ,

THRY: KEITH STRANGE KSFEB 07 2002

SURJECT: Transporiation af Anthrax Contaminated Mail (Repert Mumber TD-MA-02-DRAFT)
This iz wriller in response to the Draft Managerment Advisory - Transportation of Ant-ax

Contaminated Mail (Report Number TD-MA-02-DRAFT). We have completed the review of
Ihe referenced acvisory. While we agree with the intent of the recommendations, we have a

Recommendation 2. We recommend the vice president, Purchasing and Materials,
require criminal backyground checks for all centract drivers transporting maif far
irradiatinn.

Rasponsa to Recormmendation 2

While we agree wth the intenl of this recommendation, there are other circumstances to be
considered. The USFS contracted with FedEx Gustom Crilica! to rarsport hazardaus
freighl that was contaminzted with Anthrax. The Code of Federal Regulation, Tidle 49 coes
nat require that drivers have a criminal background check. Drivers transporting hazercous
materials are required lo heve a Commercial Drivers License (CDI ) with a special hazrrat
endursamenl. The USPS did follow U5, Deparlment of T-ansportation guidelines for
transpering Infectious Substances Affecting Humans {Bacillus Anthracs), UN2814, and
packaged it in accorcarce with the reguirements of Huazard Class, Division 6.2 materials.
The wehicles were properiy placarded and transporled the material in accordance with Tille
A requiremeits.

USPS interim Guidslines for Sampling, Analysis, Deccntamination, and Disposal of Anthrax
for (4.8, Postet Servive Faciiies (page 29}, states that a | anthrax-contaminatec wastes
must be shipped as freight with & Government Bill of Lading. There is no federal or postal
reg:ration that drivers transporling this classification of hazardous freight musl have a
criminal background cneck. While these guidelines were developed with full input from the
Inspection Servica, we will refer the recommendation to them and ask for their
cansideration and further guidarnce.
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Additionally, there is an iniliative betore the Subcommittee on SLrface Transportation and
Merchant Marine Carmivillee an Commerce, Science, and Transpertation {under the LS.
Senats), to require Immigration are Natignalizalion slatus and crimiral background checks
for all helders of COLs. This initiative was spearheaded by the American Trucking
Associations, Inc. {ATA), Currently, corcuating eriminal backgraund checks on potential
em? oyees is cumberso~e for carriers becausa a national criminal ininrmation database ‘s
not available with INS and criminal backgroand information. Mator carriers must conduc?
county-by-county investigations on ootent.zl emplovees. |f Congress passes this law,
griminal background checks wil be conducted for all applicants for COLs.

While the USPS has 2 screening process in place, it was intanded for drivers who deliver
mail o residences and commercial businesses on established hignway contract routes. |t
was not intended for the transporation of fre'ght carricd urcer . GBL. The USPS Mail
Security Task Farce developed a summary of mail security best practicos usod by the
rnailing industry. 1zincludes usng trucking companies that are fully insured and cerified by
and registered with the U.S. Department of Transporaticn. Such practices da not recuire
criminal backyround checks for drivers. Tne supplier was hired to ransport hazardous
raterial dastined for Lima, OH-  nel mail for delivery lo postal custemers or facilities as is
corsemp.atad wneer the stendard mail transportation contrects.

Recommendation 3 We recommend the vice president, Purchasing and Materials,
continue to maniter requirements for additional contracts to transport mail for
irradiation to minimize unnecessary costs,

Responge to Recommendation 3

We agrea with the intent of this recommerdacion and have kaken appropriale actions to
manage cost. It s true thal delention casts ‘or the period Ootober 24 to November 14,
2001, amounted to $181,000. These cosis were nat solely atlrihuted to the cverestimation
of the requirements. Anclher reasen for the delay was the State of Chia initially refusad to
allow the snipments to be unloaded. Even though the state does not recuire g hazardous
rnaberials permit, | requested that the USPS contact the state troopers and have them
escort the trucks to the Titen fecility, Again, lhis was an unprecedentad event. related to the
anthrax binchemical warfare, and was unforescen by e WSPE, As sleied n lhe Dratt
Managemeant Advisory - Transportation of Antn-ax Cantaminated Mail (Report Numog- TD
RMA-02-ORAFTY, the USPS "quickly ident fied the excess requirements and took action Lo
reduce the number of lrzilers.” USPS also responded £ the needs of the Siate of Ohia
immnediately. Purchasing and Materials had already established customer sarvice
objactives to improve the purchasirg process and to strenglhen requirenents planning. We
will continue ta apply these objectives n the transootalion of conlaminzted mail and to
purchascs for the irradiation process.

In summary, as stated oy President George Bush, bioterrorism attacks through the mail arc
avidence of an "uncrecedented war™ The USPS rapidiy adopted a number of measures to
prefect employaes, conlract emplovess and the public, includirg new mail screening
technology and purehasing pralsclive gea- (e, masks and gloves recommended by the
COC). The USPS provided educational informat on to residences, employees and businesses
perlaining to how to hendle the mazil safely. It moved swiftly to award a service contract to
sanitize the mail.

! wspsEtewshieak p.m., October 28, 2001, 4 pam. Fublished by Public Affairs & Communications,
Yashington, DO
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Pulting these measures in place has resulted in cosls to the company. Howevear, we will
coriinue ta be proaclive in protecting the public and USPS employees, yet also jurchase
negded products and serviees in as cosl efective way as we can under the circumstances.

Lot
Jd Dwgmoun .
Manager
Mational Mail Transaotation Purchasing

oot Mr. Donahoe
Mdr. Straszer
Mr, Guinnels
Mr. Pajunzs



