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SUBJECT: Audit Report — Postal Service Security Controls and Processes for the
Capital Metro Area (Report Number SA-AR-07-002)

This report presents the results of our self-initiated audit of the U.S. Postal Service’s
security controls and processes for the Capital Metro Area (Project Number
06YGO034SA000). Our objective was to determine whether the Postal Service and
Postal Inspection Service had sufficient controls and processes in place to efficiently
and effectively protect employees, customers, the mail, and critical assets of the Postal
Service. We will issue subsequent reports on our audits in other postal areas. We also
plan to review Postal Inspection Service security operations, including security
assessment tools the Postal Service and the Postal Inspection Service use.

The Postal Service and the Postal Inspection Service have opportunities to improve
security controls and processes to more effectively and efficiently protect employees,
customers, the mail, and critical assets. For example, responsible security personnel
did not always conduct Facility Security Surveys accurately or annually as required. We
made five recommendations to management at both the Postal Inspection Service and
the Postal Service to improve security controls and processes to enhance employee
awareness, accountability, and overall collaboration.

Management agreed with recommendations 1 through 4 and their corrective actions,
taken or planned, are responsive to our recommendations and should correct the issues
identified in the findings.



Management partially agreed with recommendation 5 to develop appropriate
performance measures for physical security to assess the achievement of security goals
and incorporate them into performance plans for area-, district-, and field-level security
personnel. Management stated they recognized the need for program evaluation and
have established program standards to address performance. However, the Postal
Service's current Pay for Performance structure only permits security performance
measures for the Area Security Coordinator and not for ad hoc security positions at the
district- and field-levels.

Management’'s comments and corrective actions, taken or planned, are partially
responsive to recommendation 5. We acknowledge there may be limits in assigning
goals and objectives in the Postal Service’s current Pay for Performance structure.
However, these limitations should not be a complete barrier to establishing individual
performance measures for security personnel. Management should seek alternative
methods to establishing individual security performance measures and accountability for
responsible district- and field-level security personnel. We do not plan to pursue
recommendation 5 through the formal audit resolution process. Management’s
comments and our evaluation of these comments are included in the report.

The U.S. Postal Service Office of Inspector General (OIG) considers all
recommendations significant, and therefore requires OIG concurrence before closure.
Consequently, the OIG requests written confirmation when corrective actions are
completed. These recommendations should not be closed in the follow-up tracking
system until the OIG provides written confirmation the recommendations can be closed.

We appreciate the cooperation and courtesies provided by your staff during the audit. If
you have any questions or need additional information, please contact Andrea L.
Deadwyler, Director, Inspection Service and Facilities, or me at (703) 248-2100.
E-Signed by Tammy Whitconﬂ
FY authentigity with Approve
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Tammy L. Whitcomb
Deputy Assistant Inspector General
for Support Operations
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Postal Service Security Controls and SA-AR-07-002
Processes for the Capital Metro Area

EXECUTIVE SUMMARY

Introduction This report presents the results of our self-initiated audit of
the U.S. Postal Service’s security controls and processes.
Our objective was to determine whether the Postal Service
and Postal Inspection Service had sufficient controls and
processes in place to efficiently and effectively protect
employees, customers, the mail, and critical assets of the
Postal Service. This report addresses our audit results in
the Capital Metro Area. We will issue subsequent reports
regarding our audit results in other postal areas. We also
plan to review Postal Inspection Service security operations,
including security assessment tools used by the Postal
Service and the Postal Inspection Service.

Results in Brief The Postal Service and the Postal Inspection Service have
opportunities to improve security controls and processes to
effectively and efficiently protect employees, customers, the
mail, and critical assets. Specifically, Postal Service and
Postal Inspection Service management could strengthen
controls to enhance employee awareness, accountability,
and overall collaboration. For example:

e Responsible security personnel did not always conduct
Facility Security Surveys (FSS) accurately and annually
as required.

e Management did not always sufficiently address and
resolve deficiencies identified during security
assessments.

e Sixty-seven percent of responsible security personnel
interviewed did not have security control officer (SCO)
training.

e Postal Service management did not effectively assess
security operations to identify areas for improvement.
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Summary of We recommend the Chief Postal Inspector:
Recommendations
e Provide the Area Security Coordinator (ASC) and district
and facility SCOs with consolidated standard operating
procedures and guidance to assist them in performing
their duties and responsibilities consistently and in a
timely manner.

e Establish a formal process for conducting FSSs,
including timeframes for addressing deficiencies and
follow-up reviews.

e Establish requirements for mandatory security training,
including periodic refresher training, for responsible
security personnel at the area-, district-, and facility-
levels.

We also recommend the Vice President, Capital Metro
Area, in consultation with the Inspector in Charge, Charlotte
Division, and the Inspector in Charge, Washington Division:

e Require area- and district-level personnel to implement
internal controls, such as an internal review and
approval process, to ensure that security personnel
complete FSSs accurately and in a timely manner.

e Develop performance measures to assess the
achievement of security goals.

Summary of Management agreed with recommendations 1 through 4
Management’s and stated the following:
Comments

e The Chief Postal Inspector will issue official instruction,
regulation, and guidance in the Postal Service’s
Administrative Support Manual. Additionally, the
network of security personnel in the Inspection Service,
areas, and districts will reinforce these procedures to
provide guidance that is more consistent.

e Management established requirements for completing
FSSs in a timely manner. Management has also
established additional procedures for monitoring,
reviewing, and reporting status of FSSs.
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e Management plans to establish a process to include a
reasonable timeframe for addressing deficiencies and
conducting follow-up reviews.

e Management plans to establish requirements for annual
training.

Management partially agreed with recommendation 5 and
stated they recognized the need for program evaluation and
have established program standards to address
performance. However, the Postal Service’s current Pay for
Performance structure only permits security performance
measures for the ASC and not for ad hoc security positions
at the district- and field-levels. The Postal Service’s current
Pay for Performance structure limits managers in assigning
goals and allows only three objectives as performance
measures per position. Because many of the security
positions at the districts and facilities are ad hoc, goals and
objectives assigned focus on primary duties and not ad hoc
duties related to security. Management's comments, in their
entirety, are included in Appendix C of this report.

Overall Evaluation of
Management’s
Comments

Management’'s comments and corrective actions, taken or
planned, are responsive to recommendations 1 through 4
and should correct the issues identified in the findings.

Management’'s comments and planned corrective actions
are partially responsive to recommendation 5. We
acknowledge there may be limits to the type of goals and
the number of objectives allowed in the Postal Service’s
current Pay for Performance structure. However, we
believe management could make the necessary
adjustments to their Pay for Performance system to allow
for the establishment of security-related performance
measures for security personnel. We do not plan to pursue
this recommendation through the formal audit resolution
process based on the revisions the Postal Service is
currently making to the field security program. We believe
these changes should allow for improved internal controls.
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INTRODUCTION

Background

Postal Inspection Service. The Chief Postal Inspector is the

chief security officer for the Postal Service. The Postal
Inspection Service is the security arm of the Postal Service
and is responsible for protecting an estimated 800,000
postal employees and approximately 38,000 facilities
nationwide. The Postal Inspection Service also protects the
mail, postal assets, and millions of postal customers, and
provides training and guidance to Postal Service security
personnel.

The Postal Inspection Service uses various tools and
processes to assess and ensure the physical security of
Postal Service employees and assets. The tools and
processes include Facility Security Surveys (FSS), Facility
Risk Rating Model (FRRM), and Observation of Mail
Conditions (OMC). Our audit focused on the FSS.!

Facility Security Surveys. The objectives of FSSs are to

determine, through on-site inspection and evaluation,
current facility status and to recommend actions to improve
security. The FSS, which must be completed annually, is
an in-depth checklist of 273 yes-or-no questions covering
physical security areas such as access controls, closed
circuit televisions (CCTV), key controls, and Registered
Mail™ cages. Responsible security officials in the Postal
Inspection Service and the Postal Service, including postal
inspecztors and security control officers (SCO), complete the
FSSs.

Postal Service. The Postal Service, an independent
establishment of the executive branch of the U.S.
government, operates like a business and generates $70
billion in revenue annually.® Under the Postal
Reorganization Act, the Postal Service is required to provide
prompt, reliable, and efficient service to patrons in all areas
and to render postal services to all communities. In fiscal
year (FY) 2005, the Postal Service processed and delivered
over 200 billion pieces of mail.

! We will review the FRRM and the OMC program in a separate report on Postal Inspection Service security

operations and assessment tools.

2The FSSis an Inspection Service tool. However, FSSs are conducted primarily by Postal Service SCOs.
% United States Postal Service Annual Report 2005.
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The Postal Service faces a variety of security challenges
that require aggressive investigative and preventive
responses. lIts ability to protect employees, customers, and
the mail is fundamental to ensuring high-quality, reliable
service. In addition, all Postal Service employees are
responsible for preventing unauthorized individuals from
entering restricted areas. To help manage physical security
concerns, each area has an Area Security Coordinator
(ASC), each district has a District Security Control Officer
(DSCO), and each Postal Service facility has an SCO.

e The ASC in the Capital Metro Area, a full-time position,
manages the establishment of the area and district
security committees and oversees security programs
and committees to ensure effectiveness and compliance
with regulations. The ASC also manages the SCO
program, provides guidance, and serves as the liaison
between the area, district, and plants for SCO-related
matters.

e DSCOs in the Capital Metro Area manage the overall
district security program; serve as liaison with the Postal
Inspection Service; manage compliance with security
policies and procedures, including FSSs; and provide
security guidance to management. The DSCO is
generally a collateral position assigned to the district
manager for emergency preparedness.

e Facility SCOs serve as the focal point for addressing
security concerns, help implement security policies, and
coordinate with the Postal Inspection Service on security
matters. The SCO is also a collateral position and is
usually the installation head or a designated manager or
supervisor. The SCO is required to conduct an FSS
annually.

Objective, Scope, and
Methodology

Our objective was to determine whether the Postal Service
and Postal Inspection Service had sufficient controls and
processes to efficiently and effectively protect postal
employees, customers, the mail, and critical assets of the
Postal Service.

To accomplish our objective, we interviewed Postal Service
and Postal Inspection Service officials, including officials
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from the Office of Emergency Preparedness, the ASC for
the Capital Metro Area, DSCOs, SCOs, and installation
heads. We also interviewed Inspectors in Charge, team
leaders, inspectors, and program managers. Additionally,
we reviewed applicable policies and procedures related to
Postal Service and Postal Inspection Service physical
security, including Homeland Security Presidential
Directives 7 and 12.

We judgmentally sampled Postal Service facilities in the
Capital Metro Area to conduct audit fieldwork. We reviewed
security operations and controls at the selected facilities.
We selected facilities based on square footage, Crimes
Against Persons and Property (CAP) index,* and the
number of employees at each facility. Our sample included
47 Postal Service facilities (see Appendix A) in the Capital
Metro Area, including facilities in the District of Columbia,
Maryland, North Carolina, South Carolina, and Virginia. We
also conducted fieldwork at Postal Inspection Service
headquarters, National Law Enforcement Control Center,
and the Washington and Charlotte Divisions.

We analyzed FSSs and Area Security Assessment Program
(ASAP) reviews conducted at selected facilities for calendar
years 2005 and 2006 to determine whether they were
completed as required and whether management
appropriately addressed the deficiencies identified. We also
reviewed training records from the National Training
Database (NTD) to determine whether key security
personnel received sufficient physical security training and
guidance to efficiently and effectively protect employees,
customers, and Postal Service assets.

We tested and validated computer-generated data from the
Facility Security Database (FSD), ASAP database, and NTD
system by comparing data obtained from these databases
with other source documents, observing facility conditions,
and discussing the data with appropriate Postal Service
officials. We consider the data sufficiently reliable to
support the opinions and conclusions in this report.

We conducted this audit from May 2006 through March
2007 in accordance with generally accepted government

* The CAP index is a commercially available database the Postal Inspection Service uses to assess risk to Postal
Service property from external elements.
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auditing standards and included such tests of internal
controls as we considered necessary under the
circumstances. We discussed our observations and
conclusions with management officials on November 28 and
December 12, 2006 and included their comments where
appropriate.

Prior Audit Coverage The Government Accountability Office (GAO) report, U.S.
Postal Service: Physical Security Measures Have
Increased at Some Core Facilities, But Security Problems
Continue (Report Number GAO-05-48, dated November
2004), concluded the Postal Service had established
physical security requirements, such as access control and
exterior lighting, necessary for core facilities to address the
threats of robberies, burglaries, theft, and vandalism.

Additionally, implementation of security measures had
increased at some facilities, although security problems still
existed at some core facilities. However, incomplete and
inaccurate data precluded GAO from assessing changes in
the implementation of security measures at core facilities.
Specifically, the Postal Service’s FSD had a number of
problems, such as missing and incomplete data, duplicate
responses, and miscoded facilities. Further, GAO’s visits to
13 core facilities revealed a number of security problems,
including facility keys unaccounted for, unlocked doors,
deactivated alarms, and employees not wearing
identification badges.

GAO recommended and management agreed to develop a
plan, with objectives, timeframes, and resources needed, to
correct and update the Postal Service’s FSD so that
management can accurately assess the status of physical
security at core facilities, identify needed improvements,
and assess the progress made at facilities.
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AUDIT RESULTS

Opportunities Exist to
Improve Security
Controls and
Processes

Capital Metro Area management has opportunities to improve
security controls and processes to effectively and efficiently
protect employees, customers, the mail, and critical assets.
Specifically, management could strengthen controls to
enhance employee awareness, accountability, and overall
collaboration. For example:

e Responsible security personnel did not always conduct
FSSs accurately and annually as required.

e Management did not always take sufficient action to
correct deficiencies identified during FSSs.

e Sixty-seven percent of responsible security personnel
interviewed did not have any SCO-related training.

e Postal Service management did not effectively assess
security operations to identify areas for improvement.

Facility Security
Surveys

Responsible security personnel did not always complete FSSs
accurately or annually, as required by the Postal Service’s
Administrative Support Manual.® This occurred because
Postal Inspection Service management did not establish
consolidated standard operating procedures and guidance to
assist security officials in performing their duties and
responsibilities. Also, Postal Service management did not
implement appropriate internal and management controls to
ensure responsible personnel followed policies and
procedures. When security personnel do not conduct FSSs
accurately and at least annually, as required, Postal Service
employees, customers, the mail, and other critical assets are
exposed to increased risk. Additionally, the Postal Service did
not take advantage of the opportunity to mitigate risks that
accurate and timely FSSs would identify.

Accuracy of FSSs. FSSs were not completed accurately at 23
percent (11 of 47) of the facilities reviewed. For example:

® The Postal Service’s Administrative Support Manual 13 (dated July 1999 and updated with Postal Bulletin revisions
through December 22, 2005) requires SCOs or designees to conduct annual FSSs.
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e A facility SCO answered “yes” to a question regarding
perimeter fencing when there was no perimeter fencing at
the facility.

e A facility SCO answered “no” to a question regarding
whether the facility had an intrusion detection system.
However, the facility did have an intrusion detection
system.

e A facility SCO answered “no” to a question regarding
whether the registry cage was enclosed. However, based
on our observation and discussion with the SCO, the
registry cage was fully enclosed.

Timeliness of FSSs. At 51 percent (24 of 47) of the facilities
reviewed, FSSs were not completed annually as required by
the Administrative Support Manual. (See Appendix B for the
status of FSSs at facilities reviewed.) SCOs complete the
FSSs and enter the results into the facility security database.
SCOs and Postal Service facility managers use FSS results to
assess the security environment at Postal Service facilities.
However, there were no internal or management controls
requiring approval of FSSs to ensure accuracy and timeliness.

According to internal control standards set by GAO, internal
control activities such as approvals, authorizations, and
verifications help ensure that management’s directives are
carried out and actions are taken to address risk.° When
SCOs do not complete FSSs as required, Postal Service
employees, customers, the mail, and other critical assets are
exposed to increased risk.

Recommendation We recommend the Chief Postal Inspector:

1. Establish and provide consolidated standard operating
procedures and guidance to the Area Security Coordinator,
District Security Control Officers, and facility Security
Control Officers to assist them in performing their duties
and responsibilities consistently and in a timely manner.

® Standards for Internal Control in the Federal Government (Report Number GAO/AIMD-00-21.3.1, dated November
1999).
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Management‘s
Comments

Management agreed with our recommendation and stated the
Chief Postal Inspector will issue official instruction, regulation,
and guidance in the Postal Service’'s Administrative Support
Manual. Additionally, the network of security personnel in the
Postal Inspection Service, areas, and districts will reinforce
these procedures to provide guidance that is more consistent.
In a follow-up memorandum dated March 21, 2007,
management stated they would complete corrective actions by
September 30, 2007.

Evaluation of
Management’s
Comments

Management’s comments and planned corrective actions are
responsive to the recommendation and should correct the
issues identified in the finding.

Recommendation

We recommend the Vice President, Capital Metro Area, in
consultation with the Inspector in Charge, Charlotte Division,
and the Inspector in Charge, Washington Division:

2. Require area- and district-level personnel to establish and
implement appropriate internal controls, such as an internal
review and approval process, to ensure that security
personnel complete facility security surveys accurately and
in a timely manner.

Management’s
Comments

Management agreed with our recommendation and stated
they have established requirements for completing FSSs in a
timely manner. All facilities must have a current facility
security survey online in the Facility Security Database by
June 1, 2007. Management has also established additional
procedures for monitoring, reviewing, and reporting the status
of FSSs. The ASC is required to monitor and provide quarterly
reports to each district and conduct security reviews and verify
the accuracy of FSSs. In a follow-up memorandum dated
March 21, 2007, management stated they implemented
corrective actions on August 2, 2006.

Evaluation of
Management’s
Comments

Management’'s comments and corrective actions taken are
responsive to the recommendation and should correct the
issues identified in the finding.
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Corrective Action on
Security Deficiencies
and Follow-up Reviews

Management did not always take sufficient corrective action to
resolve deficiencies identified during FSSs. This occurred
because management did not establish internal controls
requiring formal, written procedures, including timeframes and
follow-up reviews, to address deficiencies. Specifically, SCOs
at 40 percent (19 of 47) of the facilities reviewed did not take
sufficient corrective actions to resolve deficiencies. As a
result, the Postal Service did not fully mitigate identified
security deficiencies, and Postal Service employees and
assets were exposed to increased risk.

For example, at one facility, the SCO identified and reported to
the Facility Service Office (FSO) that the cyclone fence and
five facility doors needed repair. These deficiencies were
initially reported in March 2005. However, as of July 2006, the
FSO had not taken any action and the SCO had not conducted
any follow-up regarding these matters.

At another facility the SCO indicated on the FSS dated
February 22, 2006, that CCTV tapes were not replaced
annually.” In a previous survey dated June 15, 2004, the FSS
had documented the same deficiency. We discussed this
matter with the SCO, who acknowledged that the CCTV tapes
had not been replaced and that he planned to submit an order.

According to GAO internal control standards, monitoring
internal controls should include policies and procedures to
ensure that management resolves findings from reviews.
Managers are to promptly evaluate findings and deficiencies;
determine the proper action; and complete, within established
timeframes, all actions needed to correct the matters brought
to their attention. The resolution process begins when the
results of reviews are reported to management, and is
complete only after management has corrected the
deficiencies, made improvements, or demonstrated that the
findings and recommendations do not warrant management
action.

After FSSs are completed, facility managers and SCOs should
take corrective actions within an established timeframe.
Additionally, formal follow-up should be required to ensure

" The Postal Service’s Security Guide FY 2004, stipulates that CCTV tapes are to be replaced after 12 months.
® The SCO did not complete an FSS for 2005.
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management addresses deficiencies.

Recommendation

We recommend the Chief Postal Inspector:

3. Establish and implement a formal process for conducting
facility security surveys, including timeframes for
addressing deficiencies and conducting follow-up reviews.

Management’s
Comments

Management agreed with our recommendation and stated
they would work with inspectors and security personnel in the
areas and districts to ensure the required annual security
surveys are conducted and documented in the Facilities
Security Database, as the existing process dictates.
Additionally, as part of the revised security program, Postal
Inspection Service and Postal Service management will work
together to establish a reasonable timeframe for addressing
deficiencies and conducting follow-up reviews. In a follow-up
memorandum dated March 21, 2007, management stated they
would implement these corrective actions by September 30,
2007.

Evaluation of
Management’s
Comments

Management's comments and planned corrective actions are
responsive to the recommendation and should correct the
issues identified in the finding.

Training

Security personnel did not receive sufficient and consistent
training. This occurred because Postal Inspection Service
management did not establish requirements for mandatory
training for security personnel. As a result, security personnel
were not fully aware of their responsibilities and did not have
the knowledge they needed to perform their duties, and Postal
Service assets were exposed to increased risk.

According to GAO internal control standards, control activities,
such as training, should be aimed at developing and retaining
employees’ skill levels to meet organizational needs.
Sufficient training is essential to assist responsible security
personnel with identifying and mitigating security risks.

Sixty-seven percent (43° of 64%°) of the security personnel we
interviewed had not received any SCO-related training.

° Of the 43 responsible security officials interviewed who did not have SCO training, 17 were from the Mid-Carolinas,
Greensboro, and Greater South Carolina Districts. These districts were moved from the Eastern Area to the Capital

Metro Area effective April 1, 2006.
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Additionally, 57 percent (32 of 56™) of security personnel
stated they needed additional training to effectively perform
their duties.

Based on the results of our interviews with SCOs, we
determined that SCOs were not always familiar with the
applicable Postal Service security criteria, such as Postal
Service Handbook RE-5, Building and Site Security
Requirements.

One ASC stated that there was no formal training for the ASC
position. He stated that he generally relied on his military
experience to perform his security duties and responsibilities.
DSCOs and SCOs also stated they were not fully aware of
their duties and responsibilities and wanted more training to
effectively conduct their security work.

The Postal Service offers the following training to Postal
Service officials responsible for security:

E-learning Physical Security Module — This online course on
physical security provides an overview of the responsibilities of
the SCOs. The course can be completed in about 4.5 hours.

SCO Training, Phases I through Ill — This is classroom training
that covers SCO duties and responsibilities and other security
iIssues. The phases are specific to the types of facilities and

the number of employees located at each facility. Specifically:

e Phase | is available to SCOs and security personnel at
core facilities, including headquarters, area offices, district
offices, processing and distribution centers, and bulk mail
centers.

e Phase Il is available to SCOs and security personnel at
facilities with 26 or more employees.

e Phase lll is available to SCOs and security personnel at
facilities with less than 26 employees.

10 This figure represents the DSCOs, SCOs, and facility and plant managers interviewed.
" This figure represents the DSCOs and SCOs interviewed.

10
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Although security training was available, Postal Service
management did not require responsible security personnel at
the area-, district-, and installation-levels to take the training.

Recommendation

We recommend the Chief Postal Inspector:

4. Establish requirements for mandatory security training,
including periodic refresher training, for responsible
security personnel at the area-, district- and facility-levels.

Management's
Comments

Management agreed with our recommendation and stated
they will establish requirements for annual training and update
policy documents (such as the Postal Service’s Administrative
Support Manual) to reflect this change. Additionally,
management stated they would include requirements for
annual training as position requirements for postal inspectors
and area and district security personnel. In a follow-up
memorandum dated March 21, 2007, management stated they
would complete corrective actions by September 30, 2007.

Evaluation of
Management’s
Comments

Management's comments and planned corrective actions are
responsive to recommendation 4 and should correct the issues
identified in the finding.

Performance Measures

Postal Service management did not effectively assess security
operations to identify areas for improvement. This occurred
because security personnel did not have appropriate
performance measures for physical security. Without
appropriate performance measures, Postal Service
management does not have reasonable assurance that its
physical security goals are met to ensure the safeguarding of
Postal Service employees, customers, the mail, and other
critical assets.

Specifically, none of the DSCOs and SCOs interviewed had
security-related performance measures. For example, they
did not have any performance measures to assess whether
they had:

e Completed FSSs annually.

e Taken corrective actions to resolve deficiencies identified
with security assessment tools.

11
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e Obtained the necessary security training.
e Provided security awareness training to employees.

However, the ASC of the Capital Metro Area stated he had
performance measures to assess his:

e Completion of FSSs at all 15 major processing and
distribution centers.

e Completion of 10 to 15 ASAP reviews for each district.
e Conduct of Phase | training for SCOs.

Performance measures would help security officials address
their responsibilities in an operations-driven environment,
improve management’s ability to assess the performance of its
security operations, and identify areas for improvement. In
addition, establishing appropriate performance measures and
indicators helps ensure that employees accomplish
management’s directives and organizational objectives.

Recommendation

We recommend the Vice President, Capital Metro Area, in
consultation with the Inspector in Charge, Charlotte Division,
and the Inspector in Charge, Washington Division:

5. Develop appropriate performance measures for physical
security to assess the achievement of security goals and
incorporate them into performance plans for area-, district-,
and field-level security personnel.

Management’s
Comments

Management partially agreed with our recommendation and
stated they recognized the need for program evaluation and
have established program standards to address performance.
Management stated they have utilized the ASAP to review
facilities; established the goal to have all facilities on-line and
in compliance with the Facility Security Survey by June 1,
2007; and conducted security reviews at all 26 mail processing
facilities over the past year. Management stated they
implemented these corrective actions on August 2, 2006.

However, management stated the Postal Service’s current Pay
for Performance structure only permits security performance

12
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measures for the ASC and not for ad hoc security positions at
the district- and field-levels. The Postal Service’s current Pay
for Performance structure limits managers in assigning goals
and allows only three objectives as performance measures per
position. Because many of the security positions at the
district- and field-levels are ad hoc, goals and objectives
assigned focus on primary duties and not ad hoc duties related
to security. Until the Postal Service reviews and changes this
process, managers are limited as to what kind of goals they
can assign their employees regarding security ad hoc
responsibilities.

Evaluation of
Management’s
Comments

Management's comments and corrective actions taken are
partially responsive to recommendation 5. We acknowledge
there may be limits to the type of goals and the number of
objectives allowed in the Postal Service’s current Pay for
Performance structure. However, we believe management
could make the necessary adjustments to their Pay for
Performance system to allow for the establishment of security-
related performance measures for security personnel. We do
not plan to pursue this recommendation through the formal
audit resolution process based on revisions the Postal Service
is currently making to the field security program. We believe
these changes should allow for improved internal controls.

13
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APPENDIX A. CAPITAL METRO AREA FACILITIES REVIEWED

District Facility Name City State

1 | Capital V Street Facility Washington, D.C.

2 | Capital Curseen-Morris P&DC Washington, D.C.

3 | Capital Customs House Station Washington, D.C.

4 | Capital River Terrace Carrier Washington, D.C.

5 | Capital National Capitol Washington, D.C.

6 | Capital Farragut Station Washington, D.C.

7 | Capital Ben Franklin Station Washington, D.C.

8 | Capital Carrier Annex Silver Spring MD

9 | Capital Southern Maryland P&DC/VMF Capital Heights MD
10 | Capital Oxon Hill Branch Oxon Hill MD
11 | Capital Suitland Branch Suitland MD
12 | Capital Bowie Main Office Bowie MD
13 | Capital Aspen Hill Retail Silver Spring MD
14 | Capital Colesville Station Silver Spring MD
15 | Capital Bethesda Bethesda MD
16 | Northern Virginia Franconia Station Alexandria VA
17 | Northern Virginia Alexandria Trade Center Station Alexandria VA
18 | Northern Virginia Arlington Temporary Carrier Annex | Arlington VA
19 | Northern Virginia Arlington North Station Arlington VA
20 | Richmond East End Station Richmond VA
21 | Richmond West End Richmond VA
22 | Richmond Saunders Station Richmond VA
23 | Richmond Richmond P&DC Richmond VA
24 | Richmond Norfolk CFS Norfolk VA
25 | Richmond Norfolk P&DC/Hampton Roads VMF | Norfolk VA
26 | Richmond Lafayette Station Norfolk VA
27 | Richmond Newport News Newport News VA
28 | Richmond Acredale Carrier Annex Virginia Beach VA
29 | Greater S. Carolina | Gaffney - Main Office Gaffney SC
30 | Greater S. Carolina | East Bay Charleston SC
31 | Greater S. Carolina | Pinehaven North Charleston | SC
32 | Greater S. Carolina | Charleston P&DF Charleston SC
33 | Greater S. Carolina | Columbia Main Office Columbia SC
34 | Greater S. Carolina | Edgewood Station Columbia SC
35 | Greater S. Carolina | Sumter Main Office Sumter SC
36 | Greater S. Carolina | Spartanburg Main Office Spartanburg SC
37 | Mid-Carolinas Derita Branch Charlotte NC
38 | Mid-Carolinas Charlotte - CFS Annex Charlotte NC
39 | Mid-Carolinas Charlotte P&DC Charlotte NC
40 | Greensboro Capitol Station Raleigh NC
41 | Greensboro Raleigh VMF Raleigh NC
42 | Greensboro West Durham Station Durham NC
43 | Greensboro Greensbhoro BMC Greensboro NC
44 | Greensboro Greensboro DDC/VMF Greensboro NC
45 | Greensboro Century Station Raleigh NC
46 | Greensboro Durham Main Station Durham NC
47 | Greensboro Spring Valley Station Greenshoro NC
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Legend

P&DC
VMF
CFS
P&DF
BMC
DDC

Processing and Distribution Center
Vehicle Maintenance Facility
Computerized Forwarding System
Processing and Distribution Facility
Bulk Mail Center

Delivery Distribution Center
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APPENDIX B. STATUS OF FACILITY SECURITY SURVEYS

Facility

Security

Survey

Completed

District Facility Name Annually
1 | Capital V Street Facility No
2 | Capital Washington P&DC No
3 | Capital Customs House Station Yes
4 | Capital River Terrace Carrier No
5 | Capital National Capitol Yes
6 | Capital Farragut Station No
7 | Capital Ben Franklin Station No
8 | Capital Carrier Annex No
9 | Capital Southern Maryland P&DC No
10 | Capital Oxon Hill Station No
11 | Capital Suitland Branch No
12 | Capital Bowie Main Office No
13 | Capital Aspen Hill Retail No
14 | Capital Colesville Station No
15 | Capital Bethesda Main Office No
16 | Northern Virginia Franconia Station Yes
17 | Northern Virginia Alexandria Trade Center Station Yes
18 | Northern Virginia Arlington Temporary Carrier Annex Yes
19 | Northern Virginia Arlington North Station Yes
20 | Richmond East End Station Yes
21 | Richmond West End Yes
22 | Richmond Saunders Station No
23 | Richmond Richmond P&DC No
24 | Richmond Norfolk CFS No
25 | Richmond Lafayette Station Yes
26 | Richmond Newport News No
27 | Richmond Acredale Carrier Annex No
28 | Richmond Norfolk P&DC No
29 | Greater S. Carolina Gaffney Main Office Yes
30 | Greater S. Carolina East Bay Yes
31 | Greater S. Carolina Pinehaven Yes
32 | Greater S. Carolina Charleston P&DF Yes
33 | Greater S. Carolina Columbia Main Office Yes
34 | Greater S. Carolina Edgewood Station Yes
35 | Greater S. Carolina Sumter Main Office Yes
36 | Greater S. Carolina Spartanburg Main Office Yes
37 | Mid-Carolinas Derita Branch No
38 | Mid-Carolinas Charlotte — CFS Annex No
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Facility
Security
Survey
Completed
District Facility Name Annually
39 | Mid-Carolinas Charlotte P&DC No
40 | Greensboro Capitol Station Yes
41 | Greensboro Raleigh VMF Yes
42 | Greenshoro West Durham Station No
43 | Greensboro Greensboro BMC Yes
44 | Greenshoro Greensboro DDC/VMF Yes
45 | Greensboro Century Station No
46 | Greensboro Durham Main Station Yes
47 | Greensbhoro Spring Valley Station Yes
Legend
P&DC Processing and Distribution Center
VMF Vehicle Maintenance Facility
CFS Computerized Forwarding System
P&DF Processing and Distribution Facility
BMC Bulk Mail Center
DDC Delivery Distribution Center
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APPENDIX C. MANAGEMENT'S COMMENTS

UNITED STATES POSTAL INSPECTION SERVICE

SA-AR-07-002

DepuTy CHIEF INSF'ECTOR
HOMELAND SECURITY

March 7, 2007

MS. KiM H. STROUD
DIRECTOR, AUDIT REPORTING
USPS OFFICE OF INSPECTOR GENERAL

SUBJECT: Inspection Service response to the audit report of Postal Service Security
Controls and Processes for the Capital Metro Area
(Report Number SA-AR-07-DRAFT)

We appreciate the opportunity to provide comment to the audit report of the Postal Service
Security Controls and Processes for the Capital Metro Area. The attached represents the
Postal Inspection Service response lo the USPS Office of Inspector General
recommendations.

if you have any questions, please contact Juiiana Nedd, Inspector in Charge, Group 1-
Security, at 202 268-4547

7 Zf,&’/
Z S A

ne HilkJr.
Attachment

ce: A. E. Lazaroff, Chief Postal Inspector
J. Nedd, Inspector in Charge, Group 1 — Security
G. Cottrell, Inspector in Charge, Washington Division
K. Fixel, Inspector in Charge, Charlotte Division
J. D. Lane, Vice President, Capital Metro Area
P. Harris, Corporate Audit & Response Management

475 L'EnFANT PLAZA WEST SW, Room 3100
WasrncTon DC 20260-2170

TELEPHOME: 202-268-654%

Fax: 202-268-7316
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Response to USPS-0OIG Audit of Postal Service Security Controls and Processes for
the Capital Metro Area

Summary of Management Response

We have reviewed the draft audil report of Postal Service Security Controls and Processes
for the Capital Metro Area. This memorandum represents our formal response to the three
recommendations addressed to the Chief Postal Inspector. In summary, we agree with all
recommendations and they have been identified as improvement opportunities in current
revisions to our security plans for the organization. The recommendations will be
considered as we restructure and implement the comprehensive security plan for the
Postal Service.

OIG Recommendation No. 1

Establish and provide consolidated standard operating procedures and guidance to Area
Security Coordinators (ASCs), District Security Control Officers, and Facility Security
Control Officers to assist them in performing their duties and responsibilities consistently
and in a timely manner.

Management Respanse

Management agrees with the recommendation as it comports to our plans to rework all
current security management programs administered by the Area Security Coordinator
ASC and Security Control Officer (SCO). Official instructions, regulation, and guidance on
these revised programs will be issued by the Chief Postal Inspector in the Paoslal Service
Administrative Support Manual (ASM).

The ASM, Section 271.1, will be revised to outline the change of duties and responsibilities
of the SCOs under the quidance of the Inspector in Charge, Group 1 — Security. The
network of security personnel in the Inspection Service, Areas and Districts will be enlisted
to reinforce this information and to provide more consistent guidance. In addition, the
procedures will be reinforced in future SCO training conducted by posial inspectors.

OIG Recommendation No. 3

Establish and implement a formal process for conducting facility security surveys, including
timeframes for addressing deficiencies and conducting follow-up reviews.

Management Response

Management agrees with the recommendation as it is currently being addressed in the
revisions to the field security programs that are being done. The Inspector in Charge,
Group 1 — Security, will work with field inspectors and security personnel at the Areas and
District to ensure that the required annual security surveys are conducted and documented
in the Facililies Security Database as the exisling process diclales. As part of the revised
program, we will work with Postal Service management to establish a reasonable
timeframe for addressing deficiencies and conducting follow-up reviews.
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OIG Recommendation No. 4

Establish requirements for mandatory security training, including periedic refresher training,
for responsible security personnel at the area, district and facility levels.

Management Response

Management agrees with the recommendation and this will be included as position
requirements for postal inspectors and Area and Dislrict security personnel. The Inspector
in Charge, Group 1 — Security, will establish requiremenis for annual training and related
policy documents, such as the ASM, will be updated to reflect this change.
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MANAGER, OFERATIONS SURPPORT
CAPITAL METRO ARLCA OFERATIONS

UNITEDSTATES
‘ POSTAL SERVICE

March 14, 2007

KIM STRQUD
DIRECTOR, AUDIT REPORTING

SUBJECT. Postal Service Sécurity Controls and Processes for the Capital Matro Area
{Report Number SA-AR-OT-DRAFT}

We hava reviewed your audit concerning the sacurity controls and processes for he Capilal Metro
Area and have included our respeonse to thess recommendations 25 an attzachmenl

| appreciate your suppont and cooperation during this process. |f you have any questions or need
additivnal information, please contact Rick C. Rann, Area Security Coordinator at {301) 548-1428, or
me at (301}-548-1415.

.f'/?, f/

effrey Eecker
Attachments
ce: Jerry D Lane

Guy J. Cottrell
Keitn A Fixal

BAANINIG ADDRESS PHYSICAL ADGRERE:
VEEQT Buage Crove Roao G MONTGOMERY VILLAGE AVENUE
CAMWFREAURG, MD 20864-9958 . SUME 655
391 R4g-140D . GaITHEREEURG, MO

FAX 207 SR 1404
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Page § of the review:

We recommend the Vice President, Capital Metro Area, in consultation with the
nspecior in Charge, Washingion Division: ) i

2. Require area and disirict level personne! (0 establish and implement
appropriate internal controls, such as an internal review and approval
process, lo ensure that security personnel complete facility securify
swveys accurately and in a timely manrer,

Agreement - On December 13, 2005, | issued a letter (copy attached) to all clusters
leadership in the Capital Metro Area outlining security expectations for the remainder of
FY ‘06. This letter specifically stated that each facility must have a current Facility
Security Sarvey {FSS) online in the Facility Seeurity Database (FSD) by June 1, 2006.
During the Capital Metro Area realignment with the addition of three performance
clusters in April 2006, many of the inactive FSS$ status for our area originated in the Mid-
Carolina Performance Cluster, This problem has been rectified.

This past August a meeting (portion of the agenda/minutes/presentation attached) was
held at the Capital Metro Area Office with all District Emergency Preparedness
Managers. At this meeting, the Area Emergency Préparedness Manager and the Area
Security Coordinator outlined our security goals for the upcoming year. Once again, it
was communicated to all perfarmance clusters that all facilities must have a current FS3
online in the Facility Security Database (FSD) by June I, 2007. To ensure compliance to
my mandate, | have directed the Area Security Coordinator to monitor and provide
quarterly reports to each District and to conduct security reviews to critical facilities and
verify FSS accuracy.

For informational purposes only, it was not until the fall of 2005 that we were required to
keep our Facility Security Survey (FS8) on line. Prior to that timeframe the requirement
was to complete an FSS annually and mail it to the Inspection Service where it would be
kept on file. This may explain some of the information gaps identified in the FSS8 review.

Page 12 of the review:
We recommend the Vice President, Capital Metro Area, in consultation with the
Inspector in Charge, Charlotte Division, and the Inspector in Charge,
Washingion Division:
2. Develop appropriate performance measures for physical security to assess
the achievement of security goals and incorporate them into performance

plans for area, districi. and field level security personnel.

Disagreement - The Postal Service curvent Pay for Performance structure only permits
security performance measures 1o the Area Security Coordinator not to ad-hoc security
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positions. The Capital Metra Area Sceurity Coordinator does have performance goals in
his performance plan. There is no permanent position of District Security Control
Officer. In the Capital Metro Area, the District Emergency Preparedness Manager
assumnes the ad-hoc role in most cases. Because of their title as EP Managers, the Pay for
Performance system only allows them to be assigned goals relating to emergency
preparedness. The field level Security Control Officer role is also an ad-hoc position
which means that individuals who are assigned this added responsibility have other
primary dutics. Additionally, the current system only allows three objectives as
performance measures per position. Therefore, when these ad-hoc positions are given
their annual goals, their managers focus on their primary duty assignments and not their
ad-hoc dutics. Uniil the Postal Service reviews and changes this process, managers are
limited as to what kind of goals can be assigned to their employees regarding security ad-
hoc responsibilities.

We recognize the need for program evaluation and have established program standards to
addruess performance. Currently we have; ’

e Utilized the Area Security Assessment Program (ASAPY) is to review all
Level 20 and higher facilities. Al facilities are required to be in

compliance with thé program and maintain a passing score of 90 % or higher.

e We have established the goal to have all facilities on-line and in
compliance with the Facility Security Survey (FSS) by June 1, 2007.

e The arca has conducted security reviews at all 26 mail processing facilitics
over the past year.
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MALIEER

SUATTAL METR0 DPSRATIONG

=l UNITED STATES
POSTAL SERVICE

Dacsember 12, 2003

DISTRICT MANAGERS
SENIOR PLANT MANAGERS

SUBJECT. Security Fiscal Year 2006

Withim the next two weeks the Inspaction Service wilt be campleting their Observation of Mali
Condition {OMC) raviews for fiscal year 2006, These reviews were conducted nationwide with
the sole purpose of aduressing the security of our postal smployess, mail and assets of the
Postal Service. Thesas OMC's idantified a number of security deficisncies that need our attention
irmediately.

Fvie ouilned a simple step-by-stap process which if followed, will improva the securily at your facility
and our performance on lhese types of reviews.

. FACILITY SECURITY SURVEY - Each {acility is required io update this information annually
and nter 1t into the Faciliiy Security Dalabase. (Completion date 6/1/06).

. CONTROLLED ACCESS TO FACILITY - The biggest deficiency ideniifiad in this year's
OMC report was uncontrolled access to the workroom floor. Lack the doors whan not in
use, challenga anyone nol wearing a postal 10 who is at your facility.

. VEHICLE SECURITY - Instruct Ihe carriers to lock their vehicies.  Whetner it is in ihe Post
il king kol o aut an the strest. These vehicles need to be secured whenever they
are oul of sight of the oparaior.

. PERSONAL ITEMS ~ There shouid not be any personal items on the waorkroom floor (b&gs,
purses, backpacks, etc.). nswuct all emplovees to keep these items in their lockars or
locked vehicles.

srms 1628 shauld ba completed and filed ior every employee who has a key assigned

. FACILITY KEYS - Facilily key inventories should be completed semi-annually. Also
PSF
o tharn at each facility.

. POSTAL ID BADGE - The Administrative Support Manual requites &ll employees lo wear
sn iD badge. The badgs should be worn on the employees outer most garment and visible.
1i you see somsone net wearing an D or who is not being escorled challenge them and
ageort thén 10 8 manager.

Baginning this Spring. the Inspection Service will unce again be in the field conducting their focused
security assessments; these reviews will zgain consentrate on specific areas of concern.

Blativa fic et B8 Priefimal AORESS

15 M T GOWETIY VI LAGE AVENUE
EwTE B55

! Besden URIE

Grlr-arsbgRs, MO
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If you have difiiculies completing the Facility Sscurity Survey or entering this information into the
Faciliies Security Database, please contact your district security coordinator listed below:

Baltinore Pedormance Cluster - Kim Wilkins (410) 347.4420
Capial Permormance Cluster Olivia Mailory {202) 636-1270
NoVA Performance Cluster - Michaz! T. Butler {703) 688-6655
Rictimond Performance Cluster - Larry Reynnlds (804) 775-6286

The district security control soordinatar will also be perddrming the Area Security Assassment Program
(ASAP} reviews ior the remainder of the fiscal year. Thess revisws will focus on facllity access,
vehicle sscurity, and ragislered mail. With your leadership, | am confident these daficiencizs will be
climinated. f you have any other guestions concerning this information or other security maters,
alazse contact Rick C. Renn at (301) 548-1428 for assistance.

Aadry L
Managet
Capial Metro Operations

oo Jeif Bachar
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Agenda
EP Manager's Meeting
August 1-3, 2000

Day Cne

12:00n00n- 16:00pm

Inspection Service discussion on BDS response
Medical coordination during a BOS or other emergencies with area medical director

Employee health coordination during emergency response with Federal Occupation and
Health (FOH)

Coordinate Inspection Service parinership on emergency response exercises

Open discussion

Day Two

8:00 am-16:00 pm

National Preparedness Month
MTE preseniation

EP managers' professional training
EMT training and requirements

Objectives for next yaar including catendar of dates for area meeting and IEMP reviews
for FYO7

Emergency Exercise for FYC7

Budget

IG security and EP field reviews and role in emergency response
Hurricane preparedness for next year (Checklist)

Suspicious mall and unknown powder issues
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» Emergency notification and reporling
= Resource availability hg/arealdistrict in large scale incidents

Day three
8:00um-12:00n00n

«  Detzil Position for securily person

o ASAP review and web page for FY07 - will there be any changes o quastion or levals
assessed

»  HQ security requirements for next year
s FSS discussion

» OMCs

s SCO training

= Security programs (stop signs, badges, elc)

¢ Area plant securily reviews and capilal projects
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NOTES FROM SECURITY MEETING

A powerpoint presentation was given (o the EP Managers for the Security portion of the
mesting. A copy of that presentation is attached.

SLIDE 1 - Detail positions NTE 2 Years District Security Contro! Ofticers

s A great deal of discussion occurred concerning this tapic. Rick informed the
aroup that for several months no one at the area or even Hygtrs could answer if the
hours ever existed. Afier confacting several Area Sccurity Coordinators from
around the country Rick obtained u spreadsheet from 20035 that outlined the
number of hours (1830} transferred to such area for the purpose of seeurity.

« Mr. Bradbury asked the group why they would need these hours. A fler continued
discussion the consensus of the group stated that they would like someone to
assist them with the security duties in their district.

¢ Mr. Bradbury stated that he would speak with Mr. Becker about these hours and
what the plans were concerning them and get back to the group after their
meeting,
SLIDE 2 - 3 ASAP Reviews in FY 06
«  Rick staled that one of the biggest problems he saw while conducting ASAPs
concemed the Security Folders. [t seems that the offiess have them but the

information inside them is non-exislent or ouidated.

SLIDE 4 — Showed the top 5 deficiencies for the Capital Metro Area

Personal Hems
« L.D. Badges

»  Key Invenlory
»  Registration Issues
e Access Control

o Rick stated that cach performance cluster may have different top 5 deficiencies
bt this was Cap Metro’s top 5.

SLIDE 5 — Shows the average ASAP score tor cach performance cluster

o Also shows the number of deficiencies for each question by performance cluster.
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SLIDE 0~ Pie graph that breaks each question down by percentages
= This graph correlates with the information listed in slide 5
SLIDE 7 - ASAP Management Web Page

s National Program
*  Monthly Update

¢ Rick stated that the nuinbers on the moathly updates should match the
information listed on the Natjonal ASAP Web Page. Unfortunately this was not
happening and needed to be comected.
SLIDE 8 - District Infarmation
s This shde show the discrepancies from the monthly spreadsheet to Web Page.

» Rick stated that the Greensboro and Greater South Carolina data may not be
accurate because their dati is not downloading ta CAP MFTRO Datapage.

SLIDE U— ASAP Reviews FY 07
SLIDE it} - Sample Gf'suggcs.tcd current ASAP for next Fiscal Year

«  Discussion oceurred aboul the sliding scale noted in questions 1,3 and 14, The
aroup indicated that it did not like the proposed ASAP for FY 07.

¢ Rick staled that this proposal is still in discussion and more than likely would
change betore the beginning of the new Fiscal Year.

SLIDE 1F = ASAPs

= ABAP Reviews will remain the same next year.

« Level 20 and higher facilities will be reviewed in FY 07,
SLIDE 12 - Facility Security Surveys
SLIDE 13 - FSS Information

s Deudline for input in FY 07 is June 1%, 2007

* Clcan up Dataubase
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g5 CAPITAL METRO OPERATIONS.

Facility Security Surveys

@ CAPITAL METRO OPERATYIONS

ALL OFFICES ENTERED

£/1/07

mzadlineg -

CLEAN UP DATABASE

~a CAPITAL METROC CPERATIONS
5? e T O R i

OMC Reviews

q CAFITAL METRO OPERATIONS
I f}? AP AL ME TRV VFERATIVNS

SECURITY CONTROL OFFICERS

Properly Trained

FD L ond 300 1T Teowning

Security Clearances
2 VOL FiRPE e

.=

SECURITY PROGRAMS

Postal ID Badges
STCP Signs

7 CAPITAL METRQ OPERATIONS

Q CAPITAL METRO OPERATIONS
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