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T.he_lrlternatlonal mailing and shipping industry is gr.owmg CBP can more quickly analyze these mailings
significantly — global eCommerce topped $1.55 trillion in 2015, : .
gy octed 1 thor 162 by 2020 Th to determine which to ||| and relay those
and IS projectec 1o growl:tr::nai}ironal SF)::\(/:iig CZnter (I.SC)G;n requests back to the Postal Service, which can remove the
With limited exception, all P
g P is one of five major facilities the U.S. Postal Service uses to —
._g inbound international mail is receive inbound international mail. The Postal Service recorded '
< . . ) inbound international mail volume of about 219 million pieces in Our objective was to assess inbound international mail
L subject to inspection by U.S. fiscal year (FY) 2015, nearly ||| I of which arrived : ) L
 the - ISC operations and safety and security concerns with inbound
CBP. _ a ' international mail at the [ 1SC.
With limited exception, all inbound international mail is subject
o to inspection by U.S. Customs and Border Protection (CBP). What the OIG Found
5 While the || l] with CBP is a positive development
:g in enhancing the inspection process for small packages from
T
c
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£
5
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&, The significant mail volume at the- ISC poses unique First, the Postal Service
operational and technical challenges to the Postal Service and . Specifically, data
CBP. Specifically, CBP does showed the Postal Service
mailpieces that CBP
" This occurred due to a combination of system and
8 data integration complications, operational issues, and lack of
"g The Postal Service and CBP collaborated on a sufficient controls to ensure these ||| GGG
g at the [} 1SC beginning in November 2015 where the
2_ Postal Service provided to CBP ||| NG Second, the Postal Service could improve the effectiveness of
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» Both the Postal Service and CBP recognize the importance

2 of advance electronic data in helping CBP ||| N

5 I \/hile international postal policy does not require

i.|E. postal operators to submit advance electronic data for
international mailings, posts can request this information as
part of separate (bilateral) international mailing agreements. We
found examples of current Postal Service bilateral agreements
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on a similar issue in September 2015. Th issues
we identified during this audit occurred due to

. The Postal Service completed

We are not making a separate
recommendation on this issue as the Postal Service is finalizing
corrective actions based on the September 2015 report.

If the Postal Service does not address these weaknesses, the
Postal Service, its employees, and the public may be subject to
unnecessary safety, security, financial, and operational risk; and
the Postal Service’s brand and public image may be impacted.

What the OIG Recommended

We recommended management develop controls to ensure that
and take action

to obtain additional advance electronic data from foreign postal

operators, such as requesting it in future bilateral agreements.
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FY 2015. The - ISC received
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about_ of these

mailings, many of which were
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Introduction

This report presents the results of our self-initiated audit of the U.S. Postal Service's ||| | |} BB nternational Service Center
(1ISC) in - (Project Number 16RG016MS002). Our objective was to assess inbound international mail operations and safety and
security concerns with inbound international mail at the- ISC. See Appendix A for additional information about this audit.

ISCs receive inbound international mail from foreign countries and distribute and dispatch international mail received from a designated

service area to specific foreign countries or a gateway exchange office." The Postal Service operates ISCs in New York, Chicago, Los
Angeles, San Francisco, and Miami.? With limited exceptions, all inbound international mail is subject to inspection by U.S. Customs

and Border Protection (CBP).

Generally when inbound international mail arrives at the

ISC, Postal Service employees

About 219 million pieces of international mail® entered the U.S. from foreign countries in fiscal year (FY) 2015. The ISC
received about | l] pieces. or about |l of these mailings (see Table 1), many of which were .
Table 1. Inbound International Mail Volume at ISCs

ISC FY 2015 FY 2014 FY 2013

Volume Volume Volume
(in millions)  Percent of Total (in millions) Percent of Total (in millions) Percent of Total

—
—
—
1000% — —

Source: U.S. Postal Service Office of Inspector General (OIG) analysis of Postal Service Enterprise Data Warehouse data.

B

N

Gateway exchange offices perform functions similar to those of ISCs. They distribute and dispatch international mail received from a designated service area in addition
to low—volume mail received from ISCs.

2 Each ISC processes different categories of mail for different regions of the world.

3 Code of Federal Regulations, Title 19, Customs Duties, April 1978, Section 145.2 (Mail Subject to Customs Examination). International Mail Manual, May 2015, Section
711.1 (What Is Subject to Examination); Handbook T-5, International Mail Operations, May 2015, Section 381, Mail Requiring Customs Treatment.

4 Theterms

5 For the purposes of this report, we focused on international mailings such as ||| GG CoF inspects. and refer to them as
“mailings” or “mail” throughout the report.

6
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CBP recognized the need

to enhance its inspection
capabilities and operations.
The Postal Service and CBP
collaborated on a _
at the [ /SC that began in
November 2015 and is designed

to help CBP select |||} NG
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The significant mail volume entering the
Specifically, CBP

ISC poses unique operational and technical challenges to the Postal Service and CBP.

For example, CBP

As these , CBP recognized the need to enhance its inspection capabilities and operations. The

Postal Service and CBP collaborated on a ISC that began in November 2015 and is designed to help CBP
select Under this , the Postal Service takes advance electronic data (such as name,
address, and item content) received from the sender

While the with CBP is a positive development in enhancing the inspection process for ,
significant concerns have recently been discussed regarding both Postal Service ISC operations as well as the safety and security
of inbound international mail. For example:

m  Congressional interest — The U.S. Senate Committee on Homeland Security and Governmental Affairs held a roundtable discussion
in April 2016 to discuss synthetic drug smuggling in both the mail and express consignment environments. The Senate Judiciary and
Finance committees both held subsequent hearings to discuss synthetic drug smuggling. During both of these events, the availability
of advance electronic data on packages sent from foreign postal operators through the Postal Service, along with the challenges
faced by CBP in inspecting growing volumes of mail, was highlighted for congressional stakeholders.

®m  Proposed legislation — Legislation was introduced in September 2016 to require advance electronic data for non-letter class
inbound international mail.”

= Recent OIG work — We recently issued a series of reports highlighting operational issues at various ISCs. We found the

F

The expected continued growth in the international mailing and shipping marketplace poses interesting challenges for the
Postal Service. This growth presents a significant revenue opportunity, with border-less commerce and active competitors. But it
also presents sizable challenges related to promoting efficient operations and the safety and security of the mail.

7 Synthetics Trafficking & Overdose Prevention (STOP) Act, S. 3292, 114th Congress § 2(e), September 7, 2016.
International Inbound Mail Verification (Report Number MR-MT-16-001, dated January 28, 2016).

Inbound International Mail Operations — International Service Center (Report Number MS-MT-16-003, dated September 21, 2016) and U.S. Postal Service
Handling of Inbound International Mail at the International Service Center in |j (Report Number NO-MA-15-006, dated September 3, 2015).

10 Inbound International Mail Operations International Service Center (Report Number MS-MT-16-004, dated September 28, 2016).

4 =D | Print | 6
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Summary

While the with CBP is a positive development in enhancing the inspection process for

First, the Postal Service
showed the Postal Service mailpieces that CBP
This occurred due to a combination of system and data integration complications, operational issues, and an accompanying Iack of

sufficient controls to ensure these _

Second, the Postal Service could improve the effectiveness of the at the- ISC by
I ' oy received abouffl percent of this data on

between late November 2015 and August 2016. Both the Postal Service and CBP recognize the importance of this data in helping
CBP I ' ile international postal policy does not require postal operators to submit advance electronic
data for international mailings, posts can request this information as part of separate (bilateral) international mailing agreements.

We found examples of current Postal Service bilateral agreements that do not request this information and we think
including requests

We also noted that Postal Service data showed inconsistent |Jij performance at the i} 1S
issue in September 2015." The ||l issues we identified during this audit occurred due to

. Specifically, data

We reported on a similar

The Postal Service completed
We are not making a separate recommendation on this issue as the Postal Service is finalizing corrective actions based
on the September 2015 report.

If the Postal Service does not address these weaknesses, the Postal Service, its employees, and the public may be subject to
unnecessary safety, security, financial, and operational risk; and the Postal Service’s brand and public image could be impacted.

_ of Inbound International Mailings

The Postal Service was
the Postal Service mailpieces that CBP
November 2015 through September 2016. As shown in Table 2, these
reasons, including:

, as required. Specifically, data showed
from
challenges occurred due to a variety of

System and data integration complexities

in these categories.

11 We reviewe data for received on June 15 and 18, 2016.
12 U.S. Postal Service Handling of Inbound International Mail at the ||| 'nternational Service Center in |ij (Report Number NO-MA-15-006, dated
September 3, 2015).

13 vinen ¢+
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Operating issues — Items did not have a
I There were a total of in this category.

Table 2. [ (November 3, 2015 — September 2, 2016)

Activity Number of Items

Source: OIG analysis of Postal Service data.

With limited exceptions, federal regulations state that all mail arriving from outside the U.S. for delivery within the U.S. is subject

to CBP examination. -

The Postal Service and CBP recognize the challenges in this area and continue to enhance their coordination through the
at the - ISC. During our review, management at the ISC took steps to reduce the number of asa result of
operational issues. CBP i are now

thus increasing accountability. An ISC employee has also been assigned to monitor compliance. While these actions
will help reduce that occur due to operational issues, it will be difficult for them to eliminate all || i Therefore, the

Postal Service must continue to improve controls to ensure The Postal Service could consider
using its the ISC has already dispatched.
_ affect employees, public safety, and security; and reflect poorly on the

Postal Service’s brand or public image.

I =ancemens

14 19 CFR §145.2.

* | y—
8
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The Postal Service could improve the effectiveness of the ||| li] at the ] 'SC by increasing the amount of advance
data received from foreign postal operators. There are two types of advance data, PreAdvice of Despatch Prepared (PREDES)®
messages and Item Attribute (ITMATT) Pre-Advice message data.'” Under the

between late November 2015 and August

2016 (see Table 3).
Table 3. Percent of ITMATT Data Received (November 21, 2015 - August 26, 2016)*

Percent difference of ITMATT Received

Number of Mailpeices

I D N N I I N
_ with ITMATT data

Click on the bars to see the percentage of ITMATT data received.

16 A PREDES message is sent from the country of origin to the country of final destination post. The message contains information about mail, including the number of
items, the item number, weight, etc.

17 ITMATT: ITeM ATTribute pre-advice; ITMATT messages are exchanged between the origin and destination posts to provide information about an item including details of
the sender, addressee, and item content,
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Source: Postal service provided data from GBS.
“This includes all |l received at the New York, Miami, Los Angeles, Chicago, and San Francisco ISCs and the Honolulu Processing and Distribution Center.

International mail exchanged between postal operators is not required to include this data per domestic and international postal
policy. Specifically, current U.S. laws and regulations' do not require the Postal Service to obtain this advance electronic data for
inbound international mailings and Universal Postal Union (UPU)™ regulations do not require the transmission of ITMATT data.
But Postal Service and CBP officials recognize that advance electronic data assists the effectiveness of their mail processing and
inspections operations. The Postal Service and other foreign postal operators can request this information as part of separate
(bilateral) international mailing agreements. We found examples of current Postal Service bilateral agreements that do not request
this information 20 and including requests for this information in future agreements could not only benefit Postal Service
and CBP operations, but also foreign postal operators, whose mailings would be processed more timely.

; affect employees, public safety, and security; and reflect poorly on the Postal Service’s

Other Matters

We also noted that Postal Service data showed inconsistent |Jij rerformance at the [JfjiSC. Specifically, we reviewed

4,806 inbound international
and May through July 2016 for

and 458 i tracking records from dates during our review (July 12, 2016, for
) and found that 491 of the mailpieces

(see Table 4).

Table 4. [} summary (July 12, 2016, for |Jij and May - July 2016 for |

4,806 60 250 1 31
458 179 1 0 180
Total 5,264 239 251 1 491

Source: OIG analysis of ] data using the Product Tracking System.

performance should be complete and accurate to provide reliable information to the Postal Service, its customers, and

18 Trade Act of 2002, Public Law, 107-210; §§ 343(a)(3)(K), August 6, 2002 ; Final Rule, Require Advance Electronic Presentation of Cargo Information, Federal Register,
Volume 68, pages 68140 and 68150 (December 5, 2003).

19 Established in 1874, the UPU is the second oldest international organization worldwide. With its 192 member countries, the UPU is the primary forum for cooperation
between postal administrations and creating international postal policies.

20 We reviewed the Postal Service’s bilateral agreement with ||| | ] 2~ found there was no requirement to provide ITMATT data.

4 =D |_Print _ 10
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We reported on a similar issue in September 2015. The issues we identified during this audit occurred

e Posel v E————
We are not making a separate recommendation on this issue as the Postal Service is finalizing

corrective actions based on the September 2015 report. Specifically, Postal Service management has already delivered service
talks on the. procedures and processes. However, they still need to review ] requirements for all mail categories to

ensure the process represents the ||| GG 2 is streamlined for reliabilty.

11
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We recommend management
develop controls to ensure that
I 21d take action to obtain
additional advance electronic data
from foreign postal operators,

such as requesting it in future

bilateral agreements.
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We recommend the vice president, Network Operations, in coordination with the plant manager, U.S. Postal Service-

- International Service Center in -:

1. Implement controls to ensure that . These could
include using that have already been dispatched from the International

Service Center.
We recommend the vice president, Network Operations, in coordination with the managing director, Global Business:

2. Take actions to obtain additional advance electronic data from foreign postal operators, such as requesting it in future bilateral
agreements.

Management’s Comments

Management agreed with our findings and recommendations.

Regarding recommendation 1, management stated they have already implemented some updates as of October 2016. The
Postal Service has updated GBS to add

The Postal Service has also drafted a Business

Needs Statement to add functionality to current equipment
. Management stated they have already
implemented GBS updates and reporting enhancements and provided a target implementation date of August 2017 for

Regarding recommendation 2, management stated they have various initiatives underway to facilitate the transmission of Customs
advance electronic data, including entering into two multilateral agreements for exchanging the data. The Postal Service has

also entered into related agreements for the exchange of Customs data with foreign postal operators and solicited signatures on
bilateral data sharing agreements with over. foreign postal operators for transmitting ITMATT associated with
Finally, the Postal Service is proposing to include

Management stated that obtaining additional advance electronic data from foreign postal operators is ongoing and provided a
target implementation date of March 30, 2017, for incorporating related requirements for the pending bilateral agreements.

See Appendix B for management’s comments in their entirety.

Evaluation of Management’s Comments

The OIG considers management’s comments responsive to the recommendations.

Regarding the recommendations, management’s corrective actions should address the issues identified in the report. The
recommendations still require OIG concurrence before closure. Consequently, the OIG requests written confirmation when
corrective actions are completed. The recommendations should not be closed in the Postal Service’s follow-up tracking system
until the OIG provides written confirmation that the recommendations can be closed.

12
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Background

The Postal Service established ISCs in 1996 to become more competitive in the international mail market. The Postal Service
operates ISCs in New York, Chicago, Los Angeles, San Francisco, and Miami.?' ISCs receive inbound international mail from
foreign countries and distribute and dispatch international mail received from a designated service area to specific foreign
countries or to gateway exchange offices.?

The Postal Service has verification processes for inbound international mail at all five ISCs to ensure that mail is prepared in
accordance with Postal Service requirements and includes sufficient postage. The processes also include specific actions for
identifying and handling authorized mailings, including how the Postal Service is to coordinate with other organizations such as
the U.S. Postal Inspection Service and CBP. With limited exception, all inbound international mail is subject to inspection by CBP.%

Therefore. I
iceP

CBP officers have direct responsibility for monitoring incoming international mail to ensure that it does not present a health risk
and is safe for processing.?* CBP’s approach is aligned with the president’s National Strategy for Global Supply Chain Security,

which calls for the protection of a global supply chain system that supports innovation and prosperity by securely, promptly, and
reliably moving goods across our borders and around the world.?

During FY 2015, the [Jj1SC received about pieces of inbound international mail, including about
-. In response to the large number of receives, the Postal Service and CBP collaborated on a

ISC that began in November of 2015 to more effectively and efficiently identify packages

Under this

The GBS - a collection of software modules the Postal Service uses to manage international mail — is critical to the success of this
I 'SC employees use the GBS International Receipt module t and log incoming international mail receptacles
and their contents. For example, during FY 2015 the ISC logged more than

In addition, the GBS
custody. GBS provides increased efficiency, tracking, and

module logs when receptacles flow

cost savings related to CBP ||| N

21 Each ISC processes different categories of mail for different regions of the world.

22 International gateway exchange offices distribute and dispatch international mail received from a designated service area in addition to low—volume mail received from
other international Postal Service facilities.

23 Code of Federal Regulations, Title 19, Customs Duties, April 1978, Section 145.2 (Mail Subject to Customs Examination). International Mail Manual, May 2015, Section
711.1 (What Is Subject to Examination); Handbook T-5, International Mail Operations, May 2015, Section 381 (Mail Requiring Customs Treatment).

24 U.S. Postal Service Mandatory Stand-Up Talk, Security Measures in Place to Safeguard You and the Mail, March 17, 2011.

25 CBP Performance and Accountability Report FY 2014.

14
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Figure 1. Pre-Arrival Customs Data Messaging Flow

Source: Postal Service.
The Trade Act of 2002 mandates that private transportation companies, such as UPS and FedEXx, provide electronic manifest data
to CBP before packages arrive in the U.S. Rather than require the Postal Service to comply with that requirement, the law directs

the U.S. Department of Homeland Security and the U.S. Treasury Department, in consultation with the Postmaster General, to
determine whether it is “appropriate” to apply this provision to the Postal Service.®

Objective, Scope, and Methodology

Our objective was to assess inbound international mail operations and safety and security concerns with inbound international mail
at the [JjiSC. To accomplish our objective, we:

Visited and observed operations at the ISC pertaining to inbound international mail.

Interviewed managers and staff about the processing of inbound international mail procedures at the ISC.
Interviewed CBP officials about their concerns about ||| G
Reviewed inbound international mailing data from FYs 2013 — 2015.

Reviewed the accuracy of international [ data.

26 Trade Act of 2002, Public Law, 107-210; §§343(a)(3)(K), August 6, 2002.

15
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= Reviewed past audit work and other publicly available research pertaining to the handling of inbound international mail.
m Reviewed Postal Service policies and processes for all types of inbound international mail.
m  Compared Postal Service actions to prescribed policies and procedures pertaining to the handling of the inbound international mail.

We conducted this performance audit from June through December 2016, in accordance with generally accepted government
auditing standards and included such tests of internal controls as we considered necessary under the circumstances. Those
standards require that we plan and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objective. We believe that the evidence obtained provides a reasonable basis for
our findings and conclusions based on our audit objective. We discussed our observations and conclusions with management on
December 2, 2016, and included their comments where appropriate.

We assessed the reliability of inbound international mail volume, GBS , and Product Tracking System data by

reviewing prior OIG work and verifying the data for reasonableness and discussing it with knowledgeable Postal Service staff. We
determined that the data were sufficiently reliable for the purposes of this report.

Prior Audit Coverage

Report Title Report Number Objective Final Report Date Monetary Impact
Inbound International Mail Highlight significant safety and
Operations — MS-MT-16-004  security weaknesses at the 9/28/2016 ]
International Service Center Postal Service’s_ ISC.
Inbound International Mail mlge?:gﬂéﬁgnr:;ﬁ?i?ﬁ;nd
Operations — [y MS-MT-16-003 |\ aknesses at the Postal Service’s 9/21/2016 None
International Service Center - 1SC
Highlight significant international

International Inbound inbound mail verification

. L MR-MT-16-001  weaknesses at Postal Service 1/28/2016 None
Mail Verification ISCs at the
U.S. Postal Service Handling .
Mail at the NO-MA-15-006 PlyIng 9/3/2015 None

established inbound international
mail policies and procedures.

International Service Center

n



https://www.uspsoig.gov/document/management-alert-%E2%80%93-inbound-international-mail-operations-%E2%80%93-redacted-international-service-0
https://www.uspsoig.gov/sites/default/files/document-library-files/2016/MS-MT-16-003.pdf
https://www.uspsoig.gov/sites/default/files/document-library-files/2016/MR-MT-16-001.pdf
https://www.uspsoig.gov/sites/default/files/document-library-files/2015/no-ma-15-006_0.pdf

Appendix B:
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il
- ’
S Management’s Comments i i i
—_ 3 POSTAL SERVICE
N
il
XL
December 12, 2016
e
c Lori Lau Dillard
.2 Director, Audit Operations
c
(o]
& i spondence is in response to Audit Report — Inbound International Mail Operations — -
"6 International Service Center (OlG Recommendations Project Number 16RG015MS00)2.
(<))
o] We recommend the Vice President, Network Operations, in coordination with the Plant Manager,
ﬁ United States Postal Service {USPS)*International Service Center in ﬁ
1. Implement controls to ensure that
ﬁ These could include using that have
already been dispatched from the International Service Center.
Management Response/Action Plan:
g Man r i i i Is to ensure |}
c USPS has already
'.5 implemented the following updates as of October 2016;
c
o= 1. Global Business Systems (GBS) has been updated to add a_
label which inciudes the barcode
USPS personnel and THS employees have been trained to
R - CF
2. GBS was also updated to create a module to
N cF had previovs)
" B UsPs operations will now
c ‘
)
= 3. USPS is now generating a report by tour of all ||| llll-ccentacies that have been
% with user ID, workstation and time} The report is generated at the end of each tour to
c “
(<))
E 4. In addition to the changes already in place above, USPS is drafting a Business Needs
o Statement (BNS
(8]
()
(14
(7] &
Q
L
©
c
Q
Q.
Q.
<
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Target Implementation Date: Items 1 - 3 are already in place. Management will continue to monitor

the process using reporting that is already in place and the additional controls identified above. The
ﬂ{item 4) will be requested in the FY17 budget year.

(v

Robert Cintron Date
Vice-President, Network Operations

The United States Postal Service (USPS) management agrees with the findings and recommendation
in this audit report prepared by the United States Postal Service Office of Inspector General (QIG)
regarding recommendation 2.

Recommendation 2:
Take actions to obtain additional advance electronic data from foreign postal operators, such as
requesting it in future bilateral agreements.

Management Response/Action Plan:
Management agrees with the findings and recommendation in this report with regard to taking action
to obtain additional electronic data. USPS has various initiatives underway in order to faciiitate the
transmission of customs advanced electronic data. USPS has entered into two multilateral
agreements for the exchange of customs data. The first was primarily with members of the Kahala
Post Group, and the second was executed with the counterparties to the “Interconnect” contract for
the exchange of parcels. USPS has also entered into one-off agreements for the exchange of
customs data with foreign postal operators that are not members of the Kahala Post Group and the
International Post Group. Additionally, USPS has solicited signatures on bilateral data sharing
agreements with over il foreign postal operators for the transmission of ITMATT associated with a

. Moreover, USPS is proposing to include

These bilateral

agreements are still under negotiation.

Target Implementation Date:

The USPS proposal to obtain additional advance electronic data from foreign postal operators is
ongoing. Management will continue executing data sharing agreements for the exchange of customs
advanced electronic data and plan to incorporate requirements for the same into the above noted
bilaterals by March 30, 2017.

Franca Davis Date
Managing Director, Global Business

@Zwﬁjdﬂ@% :z}/n/f;o
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OFFICE OF

INSPECTOR
GENERAL

UNITED STATES POSTAL SERVICE

Contact us via our Hotline and FOIA forms.

Follow us on social networks.
Stay informed.

1735 North Lynn Street
Arlington, VA 22209-2020
(703) 248-2100

O
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http://www.uspsoig.gov
http://www.uspsoig.gov/form/new-complaint-form
http://www.uspsoig.gov/form/foia-freedom-information-act
https://www.facebook.com/oig.usps
https://twitter.com/OIGUSPS
http://www.youtube.com/oigusps
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