March 26, 2002

CHARLES E. BRAVO
SENIOR VICE PRESIDENT, CHIEF TECHNOLOGY OFFICER

ROBERT L. OTTO
VICE PRESIDENT, INFORMATION TECHNOLOGY
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This report presents the results of our audit of the Vehicle Operations Information
System (Project Number 01BS0091S000). This audit was a self-initiated review that
was included in our fiscal year 2002 Audit Workload Plan.

The audit disclosed Postal Service program management did not always follow
established Postal Service system development guidelines, policies, and directives
during requirements definition and that a key deliverable was not fully completed. As a
result, program management may select a commercial off-the-shelf package that does
not effectively secure sensitive information contained in the system. In addition,
program management cannot ensure that the development process was appropriately
monitored, established standards were followed, and system inadequacies were
brought to management’s attention. The Vehicle Operations Information System has
been cancelled due to budget constraints. Management agreed with our
recommendations and should the project be restarted, appropriate actions will be taken
to address the recommendations in this report. Management’s comments and our
evaluation of these comments are included in this report.

We appreciate the cooperation and courtesies provided by your staff during the review.
If you have any questions or need additional information, please contact Robert Batta,
director, Electronic Commerce and Marketing, at (703) 248-2100, or me at

(703) 248-2300.

Ronald D. Merryman
Acting Assistant Inspector General
for eBusiness
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Susan M. Duchek
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EXECUTIVE SUMMARY

Introduction

There are five major stages in the systems development life
cycle.! Each stage has several process points that need to
be accomplished to develop a successful project. This
report presents our self-initiated audit of the feasibility study
and requirements definition of the Vehicle Operations
Information System. This is the fourth report in a series of
Office of Inspector General (OIG) audits of Postal Service
initiatives in the early phases of development. By early
involvement in the process, the OIG can make
recommendations to resolve issues in development prior to
system implementation. Studies indicated that it is up to
100 times more costly to make changes after a system is
placed into production. Our objectives were to determine if
Postal Service management: (1) followed sound systems
development life cycle processes, (2) produced key
deliverables, and (3) included key security features during
systems development.

Results in Brief

Our review found program management did not always
follow established Postal Service system development
guidelines, policies, and directives during requirements
definition of the Vehicle Operations Information System.
Specifically, detailed data and security requirements were
not defined, and an independent software quality assurance
representative’ was not assigned. In addition, we found
that a key deliverable was not fully completed during the
concept phase.

As a result, program management may select a commercial
off-the-shelf package that does not effectively secure
sensitive information contained in the system. In addition,
program management cannot ensure that the development
process was appropriately monitored, established standards
were followed, and system inadequacies were brought to
management’s attention. Further, program management
could not ensure that the project initiative was justified,
alternative solutions were properly analyzed, and the
solution selected would satisfy the functional requirements.

A systems development life cycle is a logical process by which systems analysts, software engineers, programmers,
and end users build information systems and computer applications to solve business problems and needs.

% The software quality assurance representative independently facilitates the development of defect free products that
meet all requirements and are delivered on time at the lowest possible cost.
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Summary of We concluded that the Vehicle Operations Information

Recommendations System development effort should remain in the planning
phase until completion of the recommended actions.
Specifically, we recommended management conduct a
feasibility study, risk assessment, business impact
assessment, appoint a software quality assurance
representative, and define detailed data and security
requirements before moving the project to the design phase.

Summary of Management agreed with our recommendations. However,
Management’s the Vehicle Operations Information System has been
Comments cancelled due to budget constraints. For that reason,

management does not believe there is value in addressing
the specific recommendations contained in this audit report.
Should the project be restarted, appropriate actions will be
taken to address the recommendations contained in this
report. Management's comments, in their entirety, are
included in Appendix B of this report.

Overall Evaluation of Management's comments were responsive to our findings

Management’s and recommendations. We agree with management that

Comments should the Vehicle Operations Information System project
be restarted, appropriate actions will be taken to address
the recommendations contained in this report. However,
since the project has been cancelled due to budget
constraints, we recommend closure of all recommendations.
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INTRODUCTION

Background

The Postal Service operates a large fleet of motor vehicles
used to move and deliver mail throughout the United States.
The Delivery Vehicle Operations Group has responsibility
for repair and maintenance of vehicles in this fleet. The
Vehicle Management Accounting System is currently used
to track the cost of vehicle operation and to schedule and
manage repair and maintenance operations. The Postal
Service decided to replace the Vehicle Management
Accounting System with the Vehicle Operations Information
System. The Postal Service planned that the new system
will use a commercial off-the-shelf software package to
provide information management for all vehicle repair and
maintenance operations, as well as tracking and analysis of
the total cost of vehicle operations.

The Vehicle Operations Information System will support
approximately 5,000 users. These users are located at
193 Postal Service vehicle maintenance facilities,

148 auxiliary vehicle maintenance facilities, Postal Service
Headquarters, area offices, and district offices. The system
would be used to manage repair and maintenance
operations and records for approximately 250,000 leased
and Postal Service owned motor vehicles. In addition, it
would help manage parts inventories with over

250,000 individual inventory line items system wide, and
would be used to manage fuel and oil inventories stored in
more than 1,000 bulk storage tanks.

When our review took place, the Vehicle Operations
Information System was at the end of the planning phase
undergoing review of commercial off-the-shelf software
packages.
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I'rocess Points 1teviewed In [Zelation
ta the Systems Development Life Cycle Phases

Coneept Planning Design Irmplementation Maintenance

Objectives, Scope,
and Methodology

The purpose of this audit was to evaluate the Postal
Service’s Vehicle Operations Information System
development effort in the concept and planning phases of
the systems development life cycle. We reviewed the
feasibility study and requirements definition process points
of the development effort. Specifically, for these processes,
we determined if Postal Service management: (1) followed
sound systems development life cycle processes,

(2) produced key deliverables, and (3) included key security
features during systems development.

To accomplish our first objective, we interviewed key project
management personnel, including the program manager,
program owner, developers, and the information system
security officer. In addition, we reviewed the business
needs statement, project plan, functional requirements
document, and Postal Service security policies and
directives. To accomplish our second objective, we
interviewed key project management personnel and end-
users to determine their involvement in the development
effort. In addition, we reviewed the draft Decision Analysis
Report, assessment study,® and contract documents.
Finally, to accomplish our third objective, we interviewed the
information system security officer and reviewed appropriate
requirements documents.

® The assessment study was conducted to analyze the current vehicle operations database environment.
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We conducted audit fieldwork at Postal Service
Headquarters and the processing and distribution center, in
Merrifield Virginia, from September through October 2001.
In addition, we also reviewed applicable laws and
regulations, as well as industry standards and best
practices. This audit was conducted from September 2001
through March 2002 in accordance with generally accepted
government auditing standards and included tests of
internal controls as were considered necessary under the
circumstances. We discussed our conclusions and
observations with appropriate management officials and
included their comments, where appropriate. We did not
rely on computer-generated data to accomplish the
objectives of this audit.

Prior Audit Coverage

Our September 29, 2000, report, State of Computer
Security in the Postal Service (Report Number 1S-AR-00-
004) cited that: (1) many Postal Service managers were not
fully aware of their responsibilities for computer security;
and many Postal Service officials viewed computer security
as the sole responsibility of the information technology
office; (2) a lack of security awareness has resulted in less
than sufficient emphasis placed on planning and budgeting
for computer security; (3) policies and procedures for
computer security were nonexistent, outdated, or oftentimes
not implemented or followed; and (4) the National
Information Systems Security organization did not have
computer security enforcement authority, and was
understaffed, underfunded, and not visible postalwide.
Management agreed with Office of Inspector General’s
recommendations and indicated they are working to
address the issues.
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AUDIT RESULTS

Systems We found program management did not always follow
Development established Postal Service systems development guidelines,
Guidelines, Policies, policies, and directives during requirements definition of the
and Directives Vehicle Operations Information System. Specifically,

detailed data and security requirements were not defined,
and an independent software quality assurance
representative was not assigned. As a result, program
management may select commercial off-the-shelf software
that does not effectively secure the sensitive information
contained in the system. In addition, program management
cannot ensure that the development process was
appropriately monitored, established standards were
followed, and system inadequacies were brought to
management’s attention.

The purpose of this audit was to evaluate the Postal
Service’s Vehicle Operations Information System
development effort in the concept and planning phases of
the systems development life cycle. Specifically, for these
processes, we determined if Postal Service management
followed sound systems development life cycle processes,
produced key deliverables, and included key security
features during systems development. Audit fieldwork was
conducted from September through October 2001.

Data requirements describe the following components of
data: relationship, storage, volume, definition or logical
representation, location, any interfaces, or security
requirements. In addition, data requirements define how
the data will migrate into the new system. Security
requirements describe all security restrictions such as
limiting access to hardware, software, network and data;
defining level of access by user such as read, write, and
execute; or whether the data will be confidential or available
for public use.

Detailed Data Program management defined data requirements, such as

Requirements data descriptions, potential data elements, and the impact of
data requirements at a high level in the functional
requirements document. However, these requirements did
not contain the appropriate level of detail. In addition, some
data requirements were not defined at all, such as technical
information about dynamic and static data collection
requirements, subjects or other grouping mechanisms used
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by the system, description of the characteristics for each,
and the procedures for data collection.

The Postal Service Software Process Standards and
Procedures guideline states that data requirements are
necessary to satisfy the business need, as identified in the
business needs document. This guideline also states that
technical solutions should not be identified, until the
requirements document, which includes data requirements,
has been reviewed and approved by the end-users.

Program management told us that this occurred because
detailed data requirements should be developed in the
design phase, which would occur prior to selecting
commercial off-the-shelf software. Program management
explained that they solicited and reviewed commercial off-
the-shelf software to gain an initial understanding of the
software’s capabilities. They planned to adjust their data
elements to fit those established in the commercial off-the-
shelf software, thus reducing the high costs associated with
customizing the software. However, program management
also indicated there are unique Postal Service data
elements that cannot be changed. Program management
explained that the commercial off-the-shelf providers would
have to demonstrate their ability to customize their software
to meet these unique data requirements, prior to contract
award.

We concluded program management is taking a proactive
approach to select commercial off-the-shelf software. As a
consequence, program management reduced costs by
limiting the amount of customization to the commercial off-
the-shelf software.

Recommendation

We recommend the senior vice president, chief technology
officer, ensure:

1. Detailed data requirements are defined and included
in the requirements document and ensure
commercial off-the-shelf providers demonstrate their
ability to meet these requirements, prior to contract
award.

Management’s
Comments

Management agreed with the recommendation. However,
management has cancelled the Vehicle Operations
Information System due to budget constraints. Should the
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project be restarted, appropriate actions will be taken to
address the recommendation.

Evaluation of
Management’s
Comments

Management's comments were responsive to our finding
and recommendation. We recommend closure of this
recommendation.

Detailed Security
Requirements

Program management referenced applicable Postal Service
security policies and directives in the functional
requirements document. We found that security
requirements, such as general controls, methods for
detecting errors and irregularities, responsibilities for the
protection of sensitive information, and protection against
system tampering were defined at a high level in these
security policies and directives. However, detailed security
requirements were not established to mitigate potential risks
and exposures associated with the site locations and
application.

The information security process states that the
management control process must address information
protection, internal controls, privacy, and security issues in
the original system design. The process requires a risk
assessment program to be performed, which evaluates
potential risks and exposures associated with both the site
and the application. The process also requires completion
of a business impact assessment, which addresses the
disclosure and unauthorized modification of sensitive
information, the unauthorized destruction or unavailability of
critical information, legal and regulatory requirements, and
prudent business practices. In addition, security controls
must be implemented to satisfy the mandatory security
requirements to protect sensitive, critical, and business-
controlled information resources.

Detailed security requirements were not established
because program management had not followed Postal
Service guidelines to ensure security requirements were
defined. Specifically, program management had not
completed a risk assessment and business impact
assessment which are key components to developing
detailed security requirements. As a result, program
management may select commercial off-the-shelf software
that does not effectively secure the sensitive information
contained in the system.
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Recommendations We recommend the senior vice president, chief technology
officer, ensure:

2. Arisk assessment is completed, which addresses
information protection, internal controls, privacy, and
security issues.

3. A business impact assessment is completed, which
identifies the sensitivity and criticality levels of Postal
Service information resources that will reside in the
Vehicle Operations Information System.

4. Detailed security requirements are defined and
included in the requirements document, which
mitigate the risks identified during the risk
assessment and business impact assessment.

Management’s Management agreed with the recommendations. However,

Comments management has cancelled the Vehicle Operations
Information System due to budget constraints. Should the
project be restarted, appropriate actions will be taken to
address these recommendations.

Evaluation of Management’'s comments were responsive to our finding
Management’s and recommendations. We recommend closure of these
Comments recommendations.

Independent Software  Program management did not appoint a key development
Quality Assurance team member. Specifically, the program manager did not
Representative have a software quality assurance representative.

The Postal Service Software Process Standards and
Procedures guideline recommends that at project initiation a
software quality assurance representative should be
appointed to each project. The guidelines also recommend
that the software quality assurance representative perform a
review of the requirements document, prior to the end-users
review.

The engineering software process improvement guideline
states that the product assurance organization is
responsible for ensuring software products meet customer’s
quality expectations throughout the systems development
life cycle. Specifically, product assurance validates and
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verifies field worthiness of software, provides support during
software testing, performs independent audits, and monitors
process compliance.

An appointment was not made because program
management did not follow existing Postal Service policies
and guidelines or establish an alternate system of controls.
As a result, program management cannot ensure that the
development process was appropriately monitored,
established standards were followed, and system
inadequacies were brought to management’s attention.

Recommendation We recommend the senior vice president, chief technology
officer:

5. Formally appoint an independent software quality
assurance representative to the remaining system
development tasks.

Management’s Management agreed with the recommendation. However,

Comments management has cancelled the Vehicle Operations
Information System due to budget constraints. Should the
project be restarted, appropriate actions will be taken to
address the recommendation.

Evaluation of Management's comments were responsive to our finding
Management’s and recommendation. We recommend closure of this
Comments recommendation.
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Key Deliverable

Program management did not perform all the aspects of a
feasibility study for the Vehicle Operations Information
System. We found that the development team conducted an
assessment study of the current system, which identified the
strengths and weaknesses of the local area network and
mainframe components of the existing system. However,
they did not evaluate alternative solutions to ensure
established objectives and business needs were achieved.

The Postal Service Software Process Standards and
Procedures guideline states that a feasibility study should be
prepared to justify the project initiative, analyze alternative
solutions, and recommend a specific course of action. This
guideline also provides a feasibility study template, which
addresses the scope, summary, business need, alternative
solutions, cost/benefit analysis, alternatives eliminated,
conclusion and recommendation, and exhibits.

Industry best practices recommend that each alternative be
evaluated to ensure that the organization has the capability
to manage the technology, time and cost estimates can be
supported, and costs and benefits are identified. In addition,
impact studies should be conducted to measure the current
and anticipated cost savings and revenue increases, as well
as provide insight into the benefits to be delivered.

The Postal Service F-66 Handbook, General Investment
Policy requires the project to be properly analyzed (that is all
viable alternatives considered, the impact of the investment
properly evaluated, and the backup documentation
adequately supports the investment) and appropriate
concurrences for major assumptions have been obtained.

The feasibility study was not fully completed because
program management believed the assessment study met
the needs of a feasibility study. However, our review of the
assessment study disclosed it did not contain all the
required elements of a feasibility study. As a result, program
management could not ensure that the project initiative was
justified, alternative solutions were properly analyzed, and
the solution selected would satisfy the functional
requirements.
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Recommendation We recommend the senior vice president, chief technology
officer:

6. Complete the remaining elements of the feasibility
study on Vehicle Operations Information System
prior to obtaining funding approval.

Management’s Management agreed with our recommendation. However,

Comments management has cancelled the Vehicle Operations
Information System due to budget constraints. Should the
project be restarted, appropriate actions will be taken to
address the recommendation.

Evaluation of Management’s comments were responsive to our finding
Management’s and recommendation. We recommend closure of this
Comments recommendation.
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Additional Areas for
Management
Consideration

During our review of the Vehicle Operations Information
System, we also noted the following conditions:

Decision Analysis
Report Improvements

Program management indicated that they are in the process
of finalizing the Decision Analysis Report for the Vehicle
Operations Information System. During our review of the
draft Decision Analysis Report, we found that the following
areas of the report could be improved:

e A measure to support the statement about the second
and third alternatives not being cost prohibitive.

e Adiscussion on the need for protection of privacy of
data.

e A discussion on the impact and cost of internal
control requirements.

» Arisk management section, which explains how the
funds will be spent. This may include a general
discussion of how the Vehicle Management
Accounting System and the Vehicle Operations
Information System requirements have been
prioritized.

e Discussion as to staging of the requirements and
bringing modules into production. Replacing all the
functionality at once may be too much to accomplish
at one time. It may make sense to discuss the basic
Vehicle Management Accounting System
requirements in the new system first, then the new
improvements.

» I|dentification of the accounting interfaces or the basic
accounting functions of the Vehicle Management
Accounting System that will be present in the Vehicle
Operations Information System.

Formally Approved
Requirements

Program management indicated that the requirements
document does not include a sign-off sheet or any indication
by Postal Service management that the requirements were
formally accepted. The program manager and end users
verbally indicated that they are satisfied all requirements are
included in the requirements document. However, having
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all responsible parties sign the document would verify the
requirements have been formally accepted and approved.
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Term

Assessment Report

Business Impact
Assessment

Commercial Off-the-

Shelf Software

Data Requirements

Decision Analysis
Report

Dynamic Data

Feasibility Study

General Controls

EM-AR-02-005

APPENDIX A. GLOSSARY

Description

The assessment study was conducted to analyze the current
vehicle operations database environment.

The business impact assessment addresses the disclosure and
unauthorized modification of sensitive information, the
unauthorized destruction or unavailability of critical information,
legal and regulatory requirements, and prudent business practices.

Software available through lease or purchase in the commercial
market from an organization representing itself to have ownership
of marketing rights in the software.

Data requirements describe the data, data relationships, data
storage, volume of the data, definitions or logical data
representation, where data may currently be located, any data
interfaces, or security requirements of the data. In addition, data
requirements define how the data will be migrated into the new
system.

The Decision Analysis Report is a document developed by the
requiring organization to justify a project investment and to assist
the approval authorities in making decisions concerning the use of
Postal Service funds.

Dynamic data is data that can be changed.

The feasibility study is a document that justifies the project
initiative, analyzes alternative solutions, and recommends a
specific course of action. The feasibility study typically includes
scope, summary, business need, alternative solutions, cost/benefit
analysis, alternatives eliminated, conclusion, recommendation, and
exhibits to be addressed.

General controls are the structure, policies, and procedures that
apply to an entity’s overall computer operations. They create the
environment in which application systems and controls operate.
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APPENDIX A. GLOSSARY (CONTINUED)

Impact Studies Impact studies measure the current and anticipated cost savings
and revenue increases that organizations believe have been
created by their investment in the proposed solutions, as well as
provide insights into the mechanisms by which the benefits are to
be delivered.

Risk Assessment A risk assessment evaluates potential risks and exposures
associated with both the site and the application, such as
information protection, internal controls, privacy, and security

issues.
Security Security requirements describe all security restrictions such as
Requirements limiting access to hardware, software, network and data; defining

level of access by user such as read, write, and execute; or
whether the data will be confidential or available for public use.

Software Quality The software quality assurance representative independently
Assurance facilitates the development of defect free products that meet all
Representative requirements and are delivered on time at the lowest possible cost.
Static Data Static data is bound to memory cells before program execution

begins and remains bound to those same memory cells until
program execution terminates.

Systems A systems development life cycle is a logical process by which
Development Life systems analysts, software engineers, programmers, and end
Cycle users build information systems and computer applications to solve

business problems and needs.
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APPENDIX B. MANAGEMENT’S COMMENTS

TH-E
SIS S

" [ INITED STATES
POSTAL SERVICE

Mlarch 18, 2002

DOMMA EDSALL

SUBJECT: Managernen! Response Ip Draft Aucit Raport for Vehicle Operations Information
Systerr {WOI3) Applicstion Development Review (Report Namber EM-AR-T2-
DRAFT)

The Ofice of Inspector General (C215) pedonred an audit 1o determing if systams devalopmeant
Tilacyla procassas wers followed, key delive-ables were prodacec, snd securily features were
sddressad cuing the Vehicle Dpe-alions Information Syatem (VOIS davrlopment. We belisve
there is value in ea- y identificel on of potendial corgsems, when issues can be resoheed Maorg cost
affactivaly. However, il is importan: to Lnzesstand nat the VOIS audit was conduclesd dueng e
glenri~g phase a~d sevorzl of the deliverab cs and ectiv tics recommenced in the audit repart were
not vet scheduled o be compleled.

Addilional v, this audit may give the migimpression that the doveloprrens toam did nat feliow an
catazlished sysems deve.ooment itecycle methodology daring the concepd a+d plarning phe ses.
The gudil shoule explain thal (e Eng negr ng Software Developrrent Molthedology was followes.
Far cwample, (e program tesm setorred extensive mar et research, evsloaled solulian
eltgrnat ves. developad high-level requiremetz and architecture documents, and invalved sey
skkehalders esrly in the process.

Mewillvstaneling 1he asoee. 1his lsttar is to notiy you that posta mznagerment cancelled the VOIZ
project due to bucget constrainis, For that reason, we do not Jeiieve there is valle 'n addrass ng the
spccific recommendations contalned in the VOIS audic repart. and, therefare, consider them closed.,
Althcugh wa ~ave identf ad several covcerns on tha audit T.ndi-gs, we generally agree win ine audil
recomme-dations. Should the pro ect be restared, appropriae aetions will be taken o address the
resommesdations cnatained ir t~a rapar:.

The attzchead informatio- is classified as “rastrictad” and shaud be ekempt from d'sclesure under the
Freedom of Information Act.

I you =ave guestions regarding our response and would like 1o discuss them furthar, please contact
the ST audit coordingtor, Xathleen Scher ot (2021 268-6196.

e L NV CEE
Chatles E. Bravo -

oo RosertL. Ctlo
James W4, Buie
James L Golden
Johin K. Gunnels
Joyce Hansen

Festricted intarmation
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